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What should a keynote look like?

* Feel smug about my past research

« Sell my latest startup idea

* Vent my anger and frustration

* I'm going for option 3.

ETHzUrich 15 July 2021 Usenix OSDI / ATC 2021 2
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Operating Systems: a niche topic?

OSDI 2021

M Machine Learning MWOS ™ Other

Machine
Learning
26%
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Operating Systems: a niche topic?

OSDI 2020

B Machine learmning W OS MW Other

Machine
Learning
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ETHzUrich 15 July 2021 Usenix OSDI / ATC 2021 4



&= DINFK

ENZIAN Systems

Is Linux just good enough?
* OS papers in OSDI that are not tweaks on Linux:

—2021: 2 (that’s two) of 31
—2020: 1 (that’s one) of 70

... In OS Design and Implementation?

Is the field dead?
Or at least twitching on the slab?

ETH:zurich
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But first: what do |
mean by an OS?

ETHzUrich 15 July 2021 Usenix OSDI / ATC 2021 6
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The OS runs on the hardware.

But what is it?

1. The set of

— Kernel
- Daemons
— Runtime libraries

2. That body of software that:
— Multiplexes machine’s hardware resources
— Abstracts the hardware platform

— Protects software principals from each other
» Using the hardware

ETHzUrich 15 July 2021 Usenix OSDI / ATC 2021 7
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Let’s look at the
hardware

ETHzUrich 15 July 2021 Usenix OSDI / ATC 2021 8
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Why some people think Linux just works

Figure 1.4 CPU
Hardware organization Register file
of a typical system. CPU:
Central Processing Unit, -1 AL
ALU: Arithmetic/Logic o
Unit, PC: Program counter, System bus  Memory bus
USB: Universal Serial Bus. ' / l
Businterface } = > brli/c%e T m[\eﬂrilcr)]ry
erfessmagpart | o
, . Expansion slots for
- : other devices such
USB Graphics Disk as network adapters
controller adapter controller
1 !
Mouse Keyboard Dislpv)lay i hello executable
W stored on disk

Computer Systems, A Programmer's
Perspective, Bryant & O'Hallaron, 2011

ETHzUrich 15 July 2021 Usenix OSDI / ATC 2021 9
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ccNUMA machines are lovely and simple!

Core | Core
Core Core

Core Core
Core Core

ETHzUrich 15 July 2021 Usenix OSDI / ATC 2021 10



Result: the boring structure of an OS

Application § Application

Virtual Memory, Scheduling,

File System, Device Drivers,
IPC, Network Stack, etc.

Core Core Core Core Q| Device g Device

ETHzirich

15 July 2021
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Just a special
shared-memory
multithreaded
program!
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Reality?

CPU Power Rail § PU Power Rail 1 e r'\
Clock & Reset Cortex-R5 SPE ‘ o | | CAN. PMC,
4x CAST 2 % il 12C, SR,
Cluster1 - Timers, ‘-g m] DMIC,
................................... c 2 Mailboxes, : _ J | 5 GPIO
{Mgpgn Pone Rail gl ik /
m Semaphore,
= Config Reg, L
[ CPU switch fabric (Coherent) CoreSight L Sys Conlfig Parker U[?TF;T. slﬁ?
GPIO Architecture | Fuses,
BPMP, APE, L ) Caonlroller i | ThrmSnsr,
SysR.AI"."I SPE, 5CE . _’ PWEM
TZRAM Cortex-R5 BPMP A J =
iRAM ) General
Control Fabric —| m o> purpose  fm
/ & DMA
v v die—
= . xUsB
Cortex-AS APE eAVE,
Cortex-R6 SCE PCIE Audio Processor —* UFS.
. i | sDIMMC,
Audio 10 —h SATA
Nl [ o
Y
Host (Command buffer and Synchronization) ]
Csl camera || Video Video Display
Y i |camera ISP encode || decode
2 | |_input
ﬂ '
Memory Controller g
£
=
I I c YYv vy
{-[ MSS Backbone (Memory fabric and arbitration) ]
64/128b
LPDDR4

ETHzUrich 15 July 2021 Usenix OSDI / ATC 2021 12



¥ E5 DINFK

ENZIAN Systemse ETHzo

Reality?
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Reality?
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Reality?

—

64b AX14

32b AHB

2-64b AXI4; 32b APB

PolarFire® FPGA Fabric

18 x 18 MACC LSRAM 20 Kb uSRAM
P'EME e

Transceivers

D Hardened Microprocessor Subsystem
T —

*DPA-Safe Crypto co-processor supported in S devices
**SECDED supported on all MSS memories

E B venter
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Reality?
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Reality?
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What Linux actually “operates”

|1x UART |[1x [2C | |1x GPIO
. Y Y

y
A kici 4x ARM CortexA3 T
i GPU
- NEON VFP
I—Iu USE0TG 20| ¥ | mic [ fu mpu
OTa & PHY VINCAU I e 32KB 1§ 32KB D$ External Memory Inferface —TIPOORT
MLB /MOST 16KB coded | 16KB system$ 512KB L2 w/ ECC @(lEOECNII)':
" - N z
BT Eo H o
v (w/ ECC)
[[er_][Cwws ] [[wooe | [“Fwn ] @933 MHz
LPUART [ LPIzC MU High Speed 10
I ” = ” AGFA0 ” - | Internal Memory 51 Bus - ‘%ﬂusﬁlm
1 PCle 3.0
RAW - [ OCRAM (256/8) | n it \ar?e;
ONFl 3.2 = B Cannectivity Subsystem
NAND Flash o 'f| NAND || USBa || 2xuSDHC |
. N Imaging Parallel 2451 LCD
2x Quad SPI / | WMB || axuss2 || axENET | = L F LL e
1;]‘&?';: SPHT 4 ' DEc (in ADMA S5 Display
ash |« v Low Speed /0 (LSIO) Subsystem
LPI2C | 4——F»{ 1x 12C
4u Keypad |« [EE_| [expPwmi | [_Kep_| [2xFessri] P
32-bit GPIO | 14x MU 5% GPT 8x GPIO
II—“ ‘ |l I | ‘ Display Controller MIPLDS!
12C v/ DMA | =
N Esal | [AsAc D xFecAN | Audio DMA e L
UART (5 Mbis) |4 ASRC ACM 2 PSPl 4% LPI2G (ADMA)
SPDIF MOS 4xLPUART | | 1% ADC fach) s
CAN/CAN-FD |4 SAl ALUDMIX 2x FTM Subsystem 1 1xMIPI MIPI-CSI2
ADC (8 channels) | il A I enil ‘ IRQs | csiz [ (4-lanes)
. Graphics Processing Unit =
SPOIF TX/BX . I:-47L 12G
[ SPOFTHRY Je— System Control Unit N P [Peg]
[Cesamrax Je—s Parallel 810-bit
MOS LR SCU Ct4 Complex B o F [T Parallel Camera
[ MosUR le—
M4 Platform = Video Processing Unit
e
= T e N vPU
e Py mpu T Tempmon
e iE | [ ememen |
MMCAU MCM [FCIF ] e
Securit DSP Core
16KB code$ | 16KB system$ ¥ .
SECO (part of ADMA SS)
256KB TCM wi ECC SNVS N
2l and 2k [ ot oo HIFIz D5P
ecurity
Sourees I | e et
LpuRaT | [ zc | [epio ] [ ]| || (oA | Mo (T T
v 9 9 RNG SJQT;L‘(:‘.E Mult-format Decode 4 shaders
U IREs | raro H.265 De (4k30) Vulkan, OGLES 3.1,
[ix | e | I Tamper Tphers H.264 Dec (1080p60) OCL 1.2, VG 1.1
Detection (ECC, RSA H.264 Enc (1080p30) 20 Blit Engine
Dedicated
64k Secure
RAM

ETH:zurich

Q”
&

ENZIAN

E= DINFK

Systems @ ETH ziror



Doesn’t look like ccNUMA to me.

* Modern SoCs run Linux - but...

* My Android phone runs Spongebob Crusty
Cook-off, but that doesn’t make it the OS.

ETHzUrich 15 July 2021 Usenix OSDI / ATC 2021 19
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Is this a problem?

ETHzUrich 15 July 2021 Usenix OSDI / ATC 2021 20
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A security dumpster fire

Malicious WiFi packet

N
S
&
>
Map aII memory pleaseI
Linux
A57 | 1| DSP | DSP |,
: : Registers
I 1
| 1
DRAM System Address Space

A “cross SoC attack”.
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Power management?
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Other fields care about this...
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What about those
“new OS” papers?

All 3 of them...
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They make the same hardware assumptions as Linux

Core f Core Core || Core

Application | Application

Virtual Memory, Scheduling,
File System, Device Drivers,
IPC, Network Stack, etc.

Core |l Core | Core § Core J Device fDevice
Memory
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Clear message:
* If you want to get published a lot at OSDI, work on:

—Machine Learning

— Databases

— Distributed Systems and Consensus
— Graph Processing

— Security

- Privacy

... Indeed, anything but Operating Systems.

ETH:zurich
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Clear message:

* [f you must work on operating systems

Make sure it’s Linux.

* |If you want to be really, really awkward and work on a non-Linux OS:

Make sure it looks like Linux, and makes the same (false)
assumptions about the hardware.

ETHzUrich 15 July 2021 Usenix OSDI / ATC 2021 27



Anecdotal data point

Map aII memory pleaseI

ETH:zurich
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S
S
>

Linux

Malicious WiFi packet

Reglsters

Sysltem Address Space |
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The slide that will get me kicked off the %, B2 DINF

OSDI steering committee

1. Too many people don’t know what modern hardware looks
like, and think it's just a fancy VAX.

This is called “ignorance”.

2. Too many people find it more comfortable to focus on
—what Linux does well, and
—the subset of hardware on which it does it.

This is called “denial’.

ETH:zurich
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This is crazy! We should be excited!

 Plenty of interest in industry

HarmonyOS

Etc..
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Suggestion #1:
Program for an SoC
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They’re not expensive.

Brexit Update Angebote Kontakt Hilfe Bestellungen verfolgen
.
Farnell o] suchbearif/Bestell - e Anmelden Registrieren '! 0 Artikel
Alle™ Suchbegriff/Bestellnummer Mei
ein Konto +
AN AVNET COMPANY « » CHF0.0C

Hersteller Ressourcen Community Favoriten Einkaufstools

Please note: Following export compliance changes in line with EU regulations, orders under €150 shipped from our UK warehouse will require 1-2 day additional shipment
delay. Please contact our sales teams for further information.

3 Produkte Gefunden

Vergleichen \gﬂ' Hinzufiigen E 25 v proSeite
Hersteller- Bestellnummer Hersteller / Beschreibung Verfiigbarkeit Preiseinheit: Preis Menge
Tellenr.

[J | RPH4-MODBP- 3051686 Einplatinencomputer, Raspberry Pi 4 Mit Nachbestellung Stiick 1+ CHF 39.51 1
2GB Model B, BCM2711 SoG, 2GB DDR4 | lieferbar

) Dats Sheet RAM, USB 3.0, PoE-fahig

Wiederbeschaffung

@fqol—s RASPBERRY-PI
RASPBERRY Pl 4 MODEL B, 2GB;
Prozessorhersteller:Broadcom;
Prozessorfamilie: BCM2xxx;
Prozessorarchitektur: ARM;
Prozessorserie:Cortex-AT2;
Prozessorkem:BCM2711;
Lieferumfang des Kits:Raspbemry Pi 4
Model B Board; Produktpalette:RPi 4
Model B, SVHC:MNo SVH
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They can be a bit intimidating...
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But this is great! This is what we do!

« Complexity is our business.
* We build tools to tame complexity.
* This is a real-world problem we can solve.

L et’s build better tools to handle this!
— It's the basis for any verified kernel
— You might synthesize code from specifications
- You could do runtime verification
— Derive secure interfaces, etc.

ETH:zurich
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What you might find
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The gap between Architecture and OS research, 2011

ETH:zurich

Mind the Gap: Reconnecting Architecture and OS Research

Jeffrey C. Mogul Andrew Baumann Timothy Roscoe Livio Sodres
Jeff Mogul@ hp.com Andrew. Baumann @ microsoft.com troscoe @inf.ethz.ch livio@eecg toronto.edu
HP Lahs, Palo Alto, CA Microsoft Research, Redmong, WA ETH Zurich University of Toronto

Abstract

The goal of a computer system is to run an application
workload securely, reliably, efficiently, and fast. A com-
puter’s hardware architecture and operating system exist
to support this goal, and it would be nice if they cooper-
ated as effectively as possible. Yet there is a growing gap
between architectural research and OS5 research, which
seems to be the result of poor communication about what
actually matters.

In this paper, we discuss this gap and what to do about
it. We illustrate the opportunities for closing the gap us-
ing examples from some recent 08 research.

1 Introduction

For too long, operating systems researchers and devel-
opers have pretty much taken whatever computer archi-
tects have dished out. With occasional exceptions (e.g.,
virtualization support), architecture researchers do not
appear to have sought or encouraged innovations that
would improve the execution environment for an OS5,
Fven worse manv do not hother to simulate and renort

15 July 2021

(We assume a loose definition of “the 05" — it's more
than just the kernel, since in many cases people have
moved OF functionality into user-mode libraries.) Per-
haps this is not vet ample evidence, although we suspect
this is mostly for lack of a systematic study.

But computer architects, from the evidence available
in the scientific literature, assume that the OS does
not exist — except perhaps when it magically manages
application-thread resources that hardware cannot. Ar-
chitecture papers commonly use application-only bench-
marks, and seldom account for the interference be-
tween application and O3 execution (there are, of course,
counter-examples [9]). In short, while architecture pa-
pers sometimes pay lip service to the OS, they rarely dis-
cuss the impact of architecture on O8 behavior.

Meanwhile, a typical OS paper usually uses the phrase
“on commodity hardware”. As a community, we assume
we are stuck with whatever flaws the hardware has.

We see several infrastructural reasons why architec-
ture researchers have been ignoring the O8: lack of quan-

titativa owidanca far ths inmartanca F O avametiome
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onsequence:
Hardware is designed to sandbox Linux in a corner!
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Suggestion #2:
Build our own

computers
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What has changed since 2011?

* |It's easier to get hardware built.
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What has changed since 2011?

* |It's easier to get hardware built.
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Should we build hardware? Of course!

* We don't know what a computer looks like today.
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Another simplified diagram

Enzian Signalflow Block Diagram SVN: 126

This diagram shows all components and signal connections. Refer to the numbered descriptions for details of each
component/connection. The arrangement of the components does not necessarily correspond to the board layout.
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Back to that Linux hardware assumption:

Core j Core Core | Core

s

* This is definitely not
what a server looks like.

* This should be the final
nail in the coffin of this
model of a computer.

* |t’s a dangerous lie.
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Summary

* OS research is really needed right now
— Hardware is different in scary ways
— Companies are writing new kernels
— Lots of research in Security, Architecture, etc.

* This community is discouraging this work

* |In Operating Systems:
— Denial that there are problems beyond Linux
— lgnorance about what hardware looks like to software
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This is such an opportunity!

 There is so much cool, fun, relevant research
that could be done today

—We can really rethink OS structures for new h/w

* We've got great tools that didn’t exist before
— Great new formal techniques to apply
— New languages
— Amazing new hardware

* Why waste this on 50-year-old thinking?

ETH:zurich

Q”
&

K5 DINFK

ENZIAN Systems



&= DINFK

ENZIAN Systems

Acknowledgements and thanks

* The Enzian team: Reto Achermann, Gustavo Alonso, David Cock, Dario Corolija,
Michael Giardino, Tobias Grosser, Alexander Hedges, Nora Hossle, Amit
Kulkarni, Nikita Lazarev, Jialin Li, Fabio Maschi, Jakob Meier, Abishek Ramdas,
Timothy Roscoe, Anastasiia Ruzhanskaia, Muhsen Owaida, Jasmin Schult,
Daniel Schwyn, David Sidler, Adam Turowski, Zeke Wang, Patrick Ziegler and
many more....

« We are very grateful for support (equipment, parts, funding, and expertise) to
Xilinx, Cavium/Marvell, and VMware Research

@ o
b vmware ..’
£ XILINX == .-
MARVELL® E N Z | A N

ETHzUrich 15 July 2021 Usenix OSDI / ATC 2021 47



	It’s time for Operating Systems to rediscover Hardware
	What should a keynote look like?
	Operating Systems: a niche topic?
	Operating Systems: a niche topic?
	Is Linux just good enough?
	But first: what do I mean by an OS?
	The OS runs on the hardware.  
	Let’s look at the hardware
	Why some people think Linux just works
	ccNUMA machines are lovely and simple!
	Result: the boring structure of an OS
	Reality?
	Reality?
	Reality?
	Reality?
	Reality?
	Reality?
	What Linux actually “operates”
	Doesn’t look like ccNUMA to me.
	Is this a problem?
	A security dumpster fire
	Power management?
	Other fields care about this…
	What about those “new OS” papers?
	They make the same hardware assumptions as Linux
	Clear message:
	Clear message:
	Anecdotal data point
	The slide that will get me kicked off the OSDI steering committee
	This is crazy!  We should be excited!
	Suggestion #1:�Program for an SoC
	They’re not expensive.
	They can be a bit intimidating…
	But this is great!  This is what we do!
	What you might find
	The gap between Architecture and OS research, 2011
	Consequence: �Hardware is designed to sandbox Linux in a corner!
	Suggestion #2:�Build our own computers
	What has changed since 2011?
	What has changed since 2011?
	Should we build hardware?  Of course!
	Another simplified diagram
	Back to that Linux hardware assumption:
	Summary
	Summary
	This is such an opportunity!
	Acknowledgements and thanks

