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Summary

Increases in pro cessor sp eed and net w ork bandwidth ha v e led to w orkstations

b eing used to pro cess m ultimedia data in real time. These applications ha v e

requiremen ts not met b y existing op erating systems, primarily in the area of re-

source con trol: there is a need to reserv e resources, in particular the pro cessor, at

a �ne gran ularit y . F urthermore, guaran tees need to b e dynamically renegotiated

to allo w users to reassign resources when the mac hine is hea vily loaded. There

ha v e b een few attempts to pro vide the necessary facilities in traditional op erating

systems, and the in ternal structure of suc h systems mak es the implemen tation of

useful resource con trol di�cult.

This dissertation presen ts a w a y of structuring an op erating system to reduce

crosstalk b et w een applications sharing the mac hine, and enable useful resource

guaran tees to b e made: instead of system services b eing lo cated in the k ernel or

serv er pro cesses, they are placed as m uc h as p ossible in clien t protection domains

and sc heduled as part of the clien t, with comm unication b et w een domains only

o ccurring when necessary to enforce protection and concurrency con trol. This

amoun ts to m ultiplexing the service at as lo w a lev el of abstraction as p ossible.

A mec hanism for sharing pro cessor time b et w een resources is also describ ed. The

protot yp e Nemesis op erating system is used to demonstrate the ideas in use in a

practical system, and to illustrate solutions to sev eral implemen tation problems

that arise.

Firstly , structuring to ols in the form of t yp ed in terfaces within a single address

space are used to reduce the complexit y of the system from the programmer's

viewp oin t and enable ric h sharing of text and data b et w een applications.

Secondly , a sc heduler is presen ted whic h deliv ers useful Qualit y of Service

guaran tees to applications in a highly e�cien t manner. In tegrated with the

sc heduler is an in ter-domain comm unication system whic h has minimal impact

on resource guaran tees, and a metho d of decoupling hardw are in terrupts from

the execution of device driv ers.

Finally , a framew ork for high-lev el in ter-domain and in ter-mac hine comm uni-

cation is describ ed, whic h go es b ey ond ob ject-based RPC systems to p ermit b oth

Qualit y of Service negotiation when a comm unication binding is established, and

services to b e implemen ted straddling protection domain b oundaries as w ell as

lo cally and in remote pro cesses.
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Glossary of T erms

The list b elo w is a brief glossary of terms used in this dissertation. Most are

sp eci�c to the Nemesis op erating system, though some general terms ha v e b een

included for clarit y .

activ ation The up call to the en try p oin t of a domain as a result of the k ernel

sc heduler selecting the domain to execute.

ADT Abstract Data T yp e. A collection of op erations, eac h with a name and a

signature de�ning the n um b er and t yp es of its argumen ts.

application domain A domain whose purp ose is to execute an application pro-

gram.

binding An asso ciation of a name with some v alue; in IDC , the lo cal data struc-

tures for in v oking an op eration on an in terface .

class A set of ob jects sharing the same implemen tation. An ob ject is an instance

of exactly one class.

closure The concrete realisation of an in terface . A record con taining t w o p oin t-

ers, one to an op eration table and the other to a state record.

concrete t yp e A data t yp e whose structure is explicit.

constructor An op eration on an in terface whic h causes the creation of an ob ject ,

and returns the in terface s exp orted b y the ob ject.

con text A collection of bindings of names to v alues.

con text slot A data structure used to hold pro cessor execution state within a

domain.
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domain The en tit y whic h is activ ated b y the k ernel sc heduler. Domains can b e

though t of as analogous to unix pro cesses. A domain has an asso ciated

sdom and protection domain .

ev en t c hannel An in ter-domain connection established b y the system Binder

b et w een t w o ev en t end-p oin ts . Ev en t c hannels are describ ed fully in sec-

tion 4.6. They are implemen ted b y the k ernel.

ev en t end-p oin t A data structure within a domain represen ting one end of an

ev en t c hannel .

ev en t coun t A sync hronisation primitiv e, often used with a sequencer . Ev en t

coun ts and sequencers are the basic in tra-domain sync hronisation mec ha-

nism in Nemesis: they are implemen ted b y the user-lev el thread sc heduler.

See [Reed79 ] for a general description.

execution con text The pro cessor state corresp onding to an activit y or thread .

IDC In ter-Domain Comm unication.

in terface The p oin t at whic h a service is o�ered; a collection of op erations on

exactly one ob ject . An instance of an in terface t yp e .

in terface reference An en tit y con taining the engineering information necessary

to establish a binding to an in terface. In the lo cal case, this is a p oin ter.

in terface sp eci�cation A de�nition of the abstract t yp e of an in terface, whic h

(in Middl ) can also include de�nitions of concrete t yp es and exceptions.

in terface t yp e The abstract t yp e of one or more in terfaces. An in terface t yp e

is de�ned b y an in terface sp eci�cation .

in v o cation reference A name whic h can b e used to in v ok e op erations on an

in terface . In the lo cal case, this is the same as the in terface reference and

is a p oin ter to the in terface closure . In the remote case, it is a p oin ter to

a surrogate closure created from the in terface reference b y establishing a

binding to the in terface.

latency hin t A parameter used b y the sc heduling algorithm when un blo c king

an sdom to determine when the sdom's new p erio d will end.

M IDDL Moth y's In terface De�nition and Description Language. A language for

writing in terface sp eci�cations .
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mo dule A unit of loadable co de. A mo dule con tains no unresolv ed sym b ols and

includes one or more in terface closures whose state is constan t.

ob ject A computational en tit y consisting of some state whic h is manipulated

solely via the in terfaces exp orted b y the ob ject. An ob ject ma y exp ort

sev eral in terfaces.

p erio d The real time in terv al o v er whic h an sdom is allo cated CPU time.

p erv asiv e in terfaces A set of useful in terfaces , references to whic h are consid-

ered part of the execution con text of a thread .

protection domain A function from virtual addresses to access righ ts.

sdom The en tit y to whic h CPU time is allo cated. Otherwise kno wn as a sc hedul-

ing domain .

sequencer A sync hronisation primitiv e, often used with an ev en t coun t .

slice The quan tit y of CPU time allo cated to a sdom within its p erio d .

thread A path of execution within a single domain ; a unit of p oten tial concur-

rency within a domain.

xi



Chapter 1

In tro duction

This dissertation is concerned with tec hniques for building op erating systems to

supp ort a wide range of concurren t activities, in particular time-sensitiv e tasks

pro cessing m ultimedia data.

1.1 Motiv ation

General-purp ose w orkstations and op erating systems are increasingly b eing called

on to pro cess con tin uous media suc h as video and audio streams in real time. A t

least t w o prop erties of con tin uous media set them apart from the kind of data

traditionally handled b y general-purp ose computers.

� The v alidit y of a computation is dep enden t on the timeliness with whic h it is

p erformed. This problem is exacerbated b y these time constrain ts t ypically

b eing quite strict, and the v olume of data to b e pro cessed imp osing a high

load on the system.

� T o some exten t the loss of information in a con tin uous media stream can b e

tolerated. This do es not hold in all cases, but can still b e usefully exploited

b y an application required to handle suc h media.

Whilst sp ecialised p eripheral devices ha v e b een dev elop ed to capture, enco de,

deco de and presen t m ultimedia data in standard formats, general purp ose pro-

cessing of suc h data within a traditional w orkstation en vironmen t is still v ery

1



di�cult. The lac k of resource con trol within con v en tional in teractiv e op erating

systems results in b eha viour under load whic h is often unacceptable for time-

sensitiv e applications. This is particularly the case when the mac hine is b eing

used to p erform traditional, computationally in tensiv e jobs as w ell as pro cess

m ultimedia data at the same time.

This dissertation describ es op erating system tec hnology and principles whic h

address a sp eci�c problem. This problem can b e c haracterised as follo ws:

� Executing a n um b er of time-sensitiv e tasks concurren tly with the usual

selection of in teractiv e and batc h pro cesses on a t ypical w orkstation.

� Running the mac hine with a set of pro cesses whic h can utilise more than

the a v ailable pro cessor cycles.

� Allo wing resources to b e dynamically reallo cated within the system.

� Prev en ting crosstalk b et w een applications so that one task cannot hog re-

sources or violate the timing requiremen ts of another.

� Ensuring that when the resources allo cated to time-sensitiv e applications

are reduced, application p erformance can degrade in a graceful, application-

sp eci�c manner.

The scenario is that of a desktop w orkstation, with a high-sp eed net w ork in terface

and asso ciated p eripherals suc h as video and audio input devices, whic h is b eing

used to pro cess m ultimedia data while at the same time executing a mix of more

traditional in teractiv e applications suc h as text editors and bro wsers, and batc h

jobs suc h as program compilation and n umerical analysis. The emphasis is also

on pro cessing con tin uous media rather than merely presen t it: applications suc h

as real time video indexing, sp eak er trac king, v oice and gesture input, and face

recognition are en visaged.

1.2 Bac kground

Sev eral extensions ha v e b een made to existing w orkstation op erating systems to

assist the execution of m ultimedia applications. These usually tak e the form of

a \real-time" sc heduling class with a higher static priorit y than other tasks in

the system. This solution is inadequate: in practice, sev eral tasks running at
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suc h a priorit y still in terfere in an unpredictable manner [Nieh93 ]. F urthermore,

lo w er priorit y tasks only run when the \real-time" tasks ha v e no w ork to do, and

the nature of con tin uous media applications means that this is infrequen t. Th us

batc h and in teractiv e jobs in the system (ev en system daemons) are starv ed of

CPU time.

One of the fundamen tal problems with con v en tional op erating systems is that

decisions as to whic h task should receiv e a giv en resource are based on a measure

(e.g. priorit y) whic h do es not p ermit con trol o v er the actual quan tit y of a resource

to b e allo cated o v er a giv en time p erio d, particularly when this time p erio d is

small.

Systems whic h ha v e b een dev elop ed to sp ecify resource requiremen ts more

accurately ha v e t ypically b orro w ed tec hniques from the �eld of real-time sys-

tems, suc h as deadline-based sc heduling [Oik a w a93 , Coulson93]. Suc h systems

can deliv er resource guaran tees to k ernel threads or pro cesses, but do not address

the problems caused b y the in teraction of k ernel threads with one another, nor

do they allo w applications to in ternally redistribute resources among their o wn

activities. This issue is addressed more fully in c hapter 2.

1.3 Qualit y of Service

In the last ten y ears, similar problems ha v e app eared in comm unication net w orks

whic h carry a mix of di�eren t tra�c t yp es. The term Qualit y of Service or QoS

has b een used to denote the generalised idea of explicit, quan titativ e allo cation

of net w ork resources, principally with regard to bandwidth, end-to-end dela y ,

and dela y jitter. QoS parameters are mostly indep enden t of the mec hanisms

and algorithms emplo y ed b y the resource pro vider, and orien ted more to w ards

application requiremen ts. The concept of QoS is v ery generalised, and guaran tees

can tak e man y forms, including probabilistic notions of resource a v ailabilit y .

T ypically , a clien t of the net w ork negotiates with the net w ork for resources,

and the clien t and net w ork agree on a particular QoS. This is a measure of the

allo cation the clien t can exp ect to receiv e and ma y b e m uc h more than a simple

lo w er b ound|see, for example, [Clark92 ]. Within the net w ork, an admission

con trol pro cedure ensures that the net w ork do es not o v er-commit its resources,

and the pro cess of p olicing prev en ts clien ts from unfairly o v er-using resources.

If the needs of a clien t c hange, or net w ork conditions alter the QoS whic h the
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net w ork can deliv er to a clien t, renegotiation ma y tak e place, and a new QoS

agreed.

The distributed nature of man y m ultimedia applications has resulted in the

need for a w a y to sp ecify and supp ort end-to-end QoS from application to appli-

cation [Nicolaou90 , Campb ell93 ]. This in turn has led to in v estigation of suitable

in terfaces b et w een clien ts and the op erating system to pro vide 
exible resource

allo cation in the end system. In this con text, the resource pro vider is the op er-

ating system and the clien ts are application tasks. If the resource is CPU time,

the pro vider is the k ernel sc heduler.

1.4 Con tribution

This author has built on the w ork in [Hyden94 ], in v estigating the wider issue of

ho w to structure a general-purp ose QoS-based op erating system and asso ciated

applications.

The thesis of this w ork is that a general-purp ose op erating system whic h:

� allo cates resources (and CPU time in particular) using a QoS paradigm,

� p erforms in a predictable and stable manner under hea vy load,

� deliv ers useful resource guaran tees to applications,

� allo ws them to utilise their resources e�cien tly , and

� ensures that resources can b e redistributed dynamically and that applica-

tions can seamlessly adapt to the new allo cation,

|can b e ac hiev ed b y an arc hitecture whic h places m uc h op erating system func-

tionalit y in to application pro cesses themselv es without impinging up on protec-

tion mec hanisms, and whic h m ultiplexes system resources at as lo w a lev el of

abstraction as p ossible.

As w ell as outlining the arc hitecture, this dissertation con tributes to the design

of suc h a system b y presen ting:

� structuring to ols to aid the construction of the op erating system and to

pro vide ric h sharing of data and co de,
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� an e�cien t sc heduling algorithm for allo cating pro cessor time to applica-

tions in accordance with QoS sp eci�cations, ev en in the presence of high

in terrupt rates from devices, and

� a concrete mo del of lo cal clien t-serv er binding that allo ws QoS negotiation

and p ermits services to b e migrated across protection domain b oundaries.

The issues in constructing suc h a system are illustrated b y describing the

Alpha/AXP protot yp e of Nemesis, a m ulti-service op erating system dev elop ed

b y the author in the course of his w ork. This system w as written on the DECc hip

EB64 b oard [DEC93] o v er P ALco de written b y Robin F airbairns, and later p orted

to the DEC3000/400 Sandpip er w orkstation [DEC94] b y the author and P aul

Barham.

1.5 Ov erview

The o v erall structure of Nemesis is describ ed in c hapter 2.

An issue raised b y c hapter 2 is the complexit y and co de size resulting from

the arc hitecture. Chapter 3 discusses the use of t yp ed in terfaces, closures and a

p er-mac hine, single virtual address space to pro vide mo dularit y and ric h sharing

of data and co de.

Chapter 4 describ es the sc heduling algorithm for allo cating CPU time to

applications in accordance with QoS sp eci�cations existing b et w een application

domains and the k ernel sc heduler. The in terface presen ted to applications is

describ ed. This enables the e�cien t m ultiplexing of the CPU required within

an application to supp ort the arc hitecture. The p erformance of the sc heduler is

ev aluated.

Comm unication b et w een applications within Nemesis is describ ed in c hap-

ter 5. In particular, a framew ork for establishing bindings b et w een clien ts and

serv ers is discussed. This framew ork allo ws precise con trol o v er the duration and

c haracteristics of bindings. F urthermore, it transparen tly in tegrates the comm u-

nication optimisations necessary to migrate co de from serv ers in to clien ts. Using

this binding mo del, services can b e implemen ted partly in the clien t and partly

in the serv er protection domains, and QoS negotiation with a serv er can o ccur.

Chapter 6 summarises the researc h and discusses some areas for future w ork.
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Chapter 2

Arc hitecture

This c hapter describ es the arc hitectural principles go v erning the design of Neme-

sis: where services are lo cated in the system. The aim is to minimise the impact of

t w o related problems with curren t op erating systems: the lac k of �ne-grained re-

source con trol and the presence of application Qualit y-of-Service crosstalk . Con-

sideration of these issues leads to a no v el w a y of structuring the system b y v er-

tically in tegrating functions in to application programs.

2.1 In tro duction

This dissertation uses the term op erating system arc hitecture to describ e ho w

services are organised within the op erating system in relation to memory protec-

tion domains, sc hedulable en tities and pro cessor states. This c hapter deals with

a high-lev el view of system structure, whilst later c hapters describ e the lo w-lev el

details of protection and sc heduling in Nemesis.

The ma jor functions of an op erating system are to pro vide:

� sharing of hardw are resources among applications,

� services for applications to use, and

� protection b et w een applications.

An op erating system arc hitecture is to a large exten t determined b y ho w these

functions are implemen ted within the system.
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Most op erating systems running on in teractiv e w orkstations fall in to one of

three categories arc hitecturally: monolithic, k ernel-based, and microk ernel-based.

2.1.1 Monolithic Systems

Cedar [Swinehart86] and the Macin tosh [Apple85 ] are examples of monolithic

op erating systems. T ypically all co de in the system executes with the same

access righ ts on memory and in the same pro cessor mo de (with the exception of

in terrupt masks). System services (memory managemen t, comm unication, �ling

systems, etc.) are pro vided via pro cedure calls or a v ector table accessed via a

pro cessor trap. A single, cen tral p olicy is used to allo cate and release resources.

Monolithic systems th us pro vide simplicit y and high p erformance, while o�er-

ing little in the w a y of protection b et w een di�eren t activities on the same mac hine.

The motiv ation for this tradeo� is t w ofold. Firstly , the mac hine is considered to

b e a single protection domain under the con trol of one h uman user. The danger of

in trusion b y other users is a v oided, although the risk due to malicious programs

initiated inno cen tly b y the user still exists. Secondly , programming language

features (sophisticated t yp e systems, language-lev el concurrency primitiv es and

strong mo dularit y) can reduce the c hance of bugs in one application corrupting

other applications on the same mac hine, or bringing the whole system do wn.

Suc h features are hard to justify in a general-purp ose system designed to b e

programmed in a v ariet y of di�eren t languages, and p oten tially used b y sev eral

users at once. Generally sp eaking, hardw are features m ust b e used to pro vide

protection b et w een applications and op erating system comp onen ts. Ho w ev er, it

is imp ortan t to realise that protection from programming bugs is an insu�cien t

reason on its o wn for protecting system services with hardw are.

2.1.2 Kernel-based Systems

Man y curren t w orkstation op erating systems are descended from cen tral m ulti-

user timesharing systems: examples include v arieties of unix [Bac h86, Le�er89 ],

VMS [Golden b erg92 ] and Microsoft Windo ws NT [Custer93 ]. Systems lik e these

pro vide eac h application with a di�eren t address space and memory protection

domain. In addition, there is a single large k ernel , whic h runs in a privileged

pro cessor mo de and is en tered from user programs b y means of a trap instruction

(�gure 2.1).
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Figure 2.1: Kernel-based op erating system arc hitecture

The k ernel pro vides most system services and presen ts virtual resources (time,

memory , etc) to applications; th us eac h application is giv en the illusion of ha v-

ing the en tire mac hine to itself. Protection is ac hiev ed b y limiting the ph ysical

address space accessible to eac h application.

This virtual mac hine mo del pro vides robustness, pro vided the k ernel is reliable

and can b e trusted. Unfortunately , as the systems ha v e ev olv ed k ernels ha v e

b ecome large and un wieldy , a situation not impro v ed b y their implemen tation in

a language with few w a ys of enforcing mo dularit y , suc h as C or C++.

F urthermore, recon�guring the op erating system in v olv es mo difying the k er-

nel, whic h often en tails a system restart. Despite features suc h as loadable device

driv ers, c hanging the con�guration of a k ernel-based system is a di�cult business

and it is still normal for a buggy piece of loadable op erating system co de to bring

do wn the whole system.

2.1.3 Microk ernel-based Systems

The desire for extensibilit y and mo dularit y led to the dev elopmen t of microk er-

nels , for example Mac h [Accetta86] and Chorus [Rozier90 ]. Suc h systems mo v e

functionalit y in to separate protection domains and pro cesses, whic h comm unicate

with eac h other and application pro cesses via a small k ernel, often using message

passing (�gure 2.2).

The protection b oundaries b et w een the v arious comp onen ts can mak e the

op erating system as a whole more robust. More imp ortan tly , it is m uc h easier

to dynamically extend and recon�gure the system. This comes at some cost in

p erformance since in v oking a service no w requires comm unication b et w een t w o
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Figure 2.2: Microk ernel-based op erating system arc hitecture

pro cesses. In a microk ernel system this o v erhead includes t w o con text switc hes

as opp osed to a simple pro cessor trap in k ernel-based system. Muc h w ork has

gone in to reducing the cost of this comm unication, for example [Hamilton93a ,

Bershad90 , Bershad91 , Hildebrand92 ]. Some systems ha v e ev en migrated services

bac k in to the k ernel for p erformance reasons [Bric k er91 ].

2.1.4 Other systems

The incomplete taxonom y ab o v e classi�es systems in to those with zero, 1 or man y

en tities pro viding op erating system services. Naturally , the b oundaries b et w een

classes are blurred (for example, unix uses serv er daemons) and there ha v e b een

op erating systems (for example, the CAP [Wilk es79]) whic h do not �t in the

mo del. Ho w ev er, the classi�cation co v ers most w orkstation op erating systems in

use to da y , at least in so far as the arc hitecture impinges on the issue of resource

con trol.

2.2 Resource Con trol Issues

Resource con trol is concerned with limiting the consumption of resources b y ap-

plications in a system so that they can all mak e some satisfactory progress. In this
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sense it is needed to guaran tee the liv eness of a system: excessiv e consumption

b y one part y should not prev en t the progress of others. The exercise of con trol

can b e view ed as a form of con tract b et w een the resource pro vider and user: the

user `pa ys' in some w a y for a resource, and the pro vider guaran tees to pro vide

the resource.

Resource con trol in w orkstation op erating systems has traditionally b een quite

primitiv e. Quite simple sc heduling p olicies can guaran tee that eac h pro cess re-

ceiv es the pro cessor ev en tually , and rarely are p er-pro cess quotas enforced on

resources suc h as ph ysical page frames or disk �le space. Indeed, in this resp ect

traditional mainframe timesharing systems o�er rather more in the w a y of re-

source con trol than w orkstations. The prime motiv ation in the mainframe case

is the need to c harge clien ts money for use of system resources. Ho w ev er, ev en in

these systems the con tracts emplo y ed do not apply o v er short time scales on the

order of milliseconds, since the applications supp orted b y these do not require

suc h guaran tees at this lev el.

It is no w widely accepted that pro cessing of con tin uous media in real time

do es require this kind of resource con trol. An imp ortan t feature of the Nemesis

op erating system is that it pro vides �ne-grained resource con trol. F urthermore, it

supp orts the pro vision of a service to c hange con tracts dynamically , and p ermits

applications to adapt when this happ ens.

Resource con trol of this nature has b een discussed in the �eld of high sp eed

net w orks, particularly those designed to carry a mix of di�eren t tra�c t yp es, for

some time. Suc h ideas ha v e b een referred to as Qualit y of Service or QoS, and

this dissertation b orro ws m uc h terminology from this �eld.

2.2.1 Requiremen ts of a Resource Con trol System

A resource con trol comp onen t for an op erating system m ust ful�ll at least �v e

functions: Allo cation, Admission Con trol, P olicing, Noti�cation, and In ternal

Multiplexing supp ort.

Allo cation

An op erating system is a m ultiplexor of resources suc h as pro cessor time, ph ysical

memory , net w ork in terface bandwidth, etc. The system should try to share out
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quan tities of bulk resource to clien ts in accordance with their resp ectiv e con tracts.

A further requiremen t is to con trol resource allo cation dynamically . In a

w orkstation where resources are limited, users ma y wish to redistribute resources

to increase the lev el of service pro vided to certain applications at the exp ense of

others, for example in resp onse to an incoming video phone call.

Admission Con trol

Since the system aims to satisfy all its con tracts with clien ts, it should not ne-

gotiate con tracts whic h it will not b e able to honour. Admission Con trol is the

term used in net w orks for the pro cess b y whic h the system decides whether it

will pro vide a requested lev el of service.

Systems with a v ery large n um b er of clien ts (suc h as wide-area net w orks),

can emplo y statistical m ultiplexing to reserv e more resources in total than the

system can supply instan taneously , relying on the fact that the probabilit y that

all clien ts will sim ultaneously require their en tire guaran teed resource share is

small.

In an op erating system en vironmen t, this tec hnique cannot b e emplo y ed.

Firstly , there are to o few clien ts to p ermit v alid statistical guaran tees, and their

loads are often highly correlated. Secondly , exp erience with early systems whic h

attempt to in tegrate video and audio with the w orkstation en vironmen t (for ex-

ample P andora [Hopp er90]) sho ws that in practice the system is under high load

for long p erio ds: soft w are systems tend to use all the CPU time allo cated to

them.

This situation is lik ely to con tin ue despite the increasing p o w er of w orksta-

tions, as soft w are b ecomes more complex. Ho w ev er, this lac k of predictabilit y is

o�set b y the abilit y to use a cen tral resource allo cation mec hanism, whic h has

complete kno wledge of the curren t system utilisation. Ultimately , a h uman user

can dictate large-scale resource allo cation at run time.

P olicing

P olicing is the pro cess of ensuring that clien ts of the op erating system do not

use resources unfairly at the exp ense of other applications. P olicing requires an

accoun ting mec hanism to monitor usage of a resource b y eac h application.
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A w ell-designed resource allo cation mec hanism should pro vide a p olicing func-

tion. Ho w ev er, in the case of CPU time there are sev eral op erating systems whose

applications are exp ected to co op erate and p erio dically yield the pro cessor. Ex-

amples include the Macin tosh Op erating System and applications running under

Microsoft Windo ws NT with the /REALTIME

1

switc h.

More imp ortan tly , e�ectiv e p olicing of CPU time can only b e carried out b y

the system if the application (the complete en tit y requiring a giv en QoS) is the

same unit as that dealt with b y the sc heduler, rather than individual threads.

Noti�cation

In a system where applications are allo cated resources quan titativ ely , the `virtual

mac hine' mo del of k ernel-based systems is inappropriate. Instead of the illusion

of an almost limitless virtual resource, clien ts of the op erating system m ust deal

in r e al resources.

F or example, unix applications are giv en h uge amoun ts of address space (in

the form of virtual memory), and a virtual pro cessor whic h they nev er lose and

is rarely in terrupted (b y the signal mec hanism). In realit y , the system is con-

stan tly in terrupting and ev en paging the pro cess. The passage of real time b ears

little resem blance to the virtual time exp erienced b y the application, particularly

millisecond gran ularit y . While this hiding of real time is highly con v enien t for

traditional applications, this is precisely the information required b y programs

pro cessing time-sensitiv e data suc h as video. Similar argumen ts apply to ph ysical

memory (when paging), net w ork in terface bandwidth, etc.

A k ey motiv ation for pro viding information to applications ab out resource

a v ailabilit y is that the p olicies applied b y an application b oth for degradation

when starv ed of resources, and for use of extra resources if they b ecome a v ailable,

are highly sp eci�c to the application. It is often b est to let the application decide

what to do.

The approac h requires a mapping from the application's p erformance metric

(for example, n um b er of video frames rendered p er second) to the resources allo-

cated b y the system (CPU time). This is extremely di�cult analytically , except

in sp ecialised cases suc h as hard real-time systems, for example [V er � �ssimo93 ,

Chapman94 ]. Ho w ev er, if applications are presen ted with a regular opp ortunit y

1

Suc h pro cesses execute at a priorit y higher than an y op erating system tasks.
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to gauge their progress in real time, they can use feedbac k mec hanisms to rapidly

adapt their b eha viour to optimise their results, pro vided that conditions c hange

relativ ely slo wly or infrequen tly o v er time.

Th us applications require timely kno wledge b oth of their o wn resource allo-

cation and of their progress relativ e to the passage of real time.

In ternal Multiplexing Mec hanisms

Simple deliv ery and noti�cation of a bulk resource to an application are not in

general su�cien t: a program m ust b e able to mak e e�ectiv e use of the resource.

This amoun ts to m ultiplexing the resource in ternally , and in suc h a w a y that

when the total allo cation c hanges the application can c hange its in ternal resource

tradeo�s to ac hiev e the b est results. An op erating system should pro vide the

means for applications to do this e�cien tly .

The pro cessor is, again, a go o d concrete example. Threads pro vide a con v e-

nien t mo del for dividing the CPU time allo cated to a program among its in ternal

tasks. The unix op erating system pro vides no explicit supp ort for user-lev el

threads, with the consequence that thread-switc hing in user-space tak es place

with no kno wledge of k ernel ev en ts. F urthermore, most user-lev el threads pac k-

ages use a p erio dic signal to reen ter the thread sc heduler. This incurs a high

o v erhead and limits the gran ularit y of sc heduling p ossible. A t the other end

of the scale, op erating systems whic h pro vide k ernel threads tak e the thread-

sc heduling p olicy a w a y from the application, and so are incompatible with the

QoS mo del.

Recen tly , systems ha v e app eared whic h pro vide m uc h greater supp ort for user-

lev el threads systems o v er k ernel threads. The motiv ation for this approac h in

Sc heduler Activ ations [Anderson92 ] w as the p erformance gain due to reduced con-

text switc h time; in Psyc he [Scott90] it w as the desire to supp ort di�eren t thread

sc heduling and sync hronisation p olicies. These tec hniques ha v e b een adopted, in

mo di�ed form, in Nemesis.
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2.3 Crosstalk

A sc heduler whic h pro vides the facilities discussed ab o v e can b e built: c hapter 4

describ es the one used in Nemesis. Ho w ev er, sc heduling pr o c esses in this w a y is

not in itself su�cien t to pro vide useful resource con trol for applic ations .

In a con v en tional op erating system, an application spans sev eral pro cesses.

Assigning QoS parameters to eac h pro cess so that the application as a whole

runs e�cien tly can b e v ery di�cult, particularly if the resource allo cation in the

system is dynamically c hanging. In e�ect, the application has lost some con trol

o v er its in ternal resource tradeo�s unless it can rapidly and e�cien tly transfer

resources from one pro cess to another.

F urthermore, a pro cess ma y b e shared b et w een sev eral applications. This

in tro duces the problem of crosstalk .

2.3.1 Proto col QoS Crosstalk

When dealing with time-related data streams in net w ork proto col stac ks, the

problem of Qualit y of Service crosstalk b et w een streams has b een iden ti�ed

[McAuley89 , T ennenhouse89 ]. QoS crosstalk o ccurs b ecause of con ten tion for

resources b et w een di�eren t streams m ultiplexed on to a single lo w er-lev el c hannel.

If the thread pro cessing the c hannel has no notion of the comp onen t streams, it

cannot apply resource guaran tees to them and statistical dela ys are in tro duced

in to the pac k ets of eac h stream. T o preserv e the QoS allo cated to a stream,

sc heduling decisions m ust b e made at eac h m ultiplexing p oin t.

When QoS crosstalk o ccurs the p erformance of a giv en net w ork asso ciation

at the application lev el is unduly a�ected b y the tra�c pattern of other asso-

ciations with whic h it is m ultiplexed. The solution adv o cated in [McAuley89 ,

T ennenhouse89 ] is to m ultiplex net w ork asso ciations at a single la y er in the pro-

to col stac k immediately adjacen t to the net w ork p oin t of attac hmen t. This al-

lo ws sc heduling decisions to apply to single asso ciations rather than to m ulti-

plexed aggregates. This idea grew out of the use of virtual circuits in A TM

net w orks, but can also b e emplo y ed in IP net w orks b y the use of pac k et �lters

[Mogul87 , McCanne93 ].

It is widely accepted that to b e useful, QoS guaran tees need to b e extended

up to the application so as to b e truly end-to-end. By extension, w e can iden tify
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application QoS crosstalk as a general problem whic h arises from the arc hitecture

of mo dern op erating systems.

2.3.2 Application QoS Crosstalk

Application QoS Crosstalk o ccurs b ecause op erating system services as w ell as

ph ysical resources are m ultiplexed among clien t applications. This m ultiplexing

is p erformed at a high lev el b y the use of serv er pro cesses (including the k ernel

itself ).

In addition to net w ork proto col pro cessing, comp onen ts suc h as device I/O,

�ling systems and directory services, memory managemen t, link-loaders, and win-

do w systems are accessed via a set of high-lev el in terfaces to clien t applications.

These services m ust pro vide concurrency and access con trol to manage system

state, and so are generally implemen ted in serv er pro cesses or within the k ernel.

This means that the p erformance of a clien t is dep enden t not only on ho w it

is sc heduled, but also on the p erformance of an y serv ers it requires, including the

k ernel. The p erformance of these serv ers is in turn dep enden t on the demand for

their services b y other clien ts. Th us one clien t's activit y can dela y in v o cations of

a service b y another. This is at o dds with the sc heduling p olicy , whic h should b e

attempting to allo cate time among applications rather than serv ers.

A particularly impressiv e example of this in practice is describ ed in [Pratt94].

A Sun SparcStation 10 running SunOS receiv ed video o v er an A TM net w ork and

displa y ed it on the screen via the X serv er. In this case the a v ailable CPU time

in the system w as divided roughly equally b et w een the k ernel (data cop ying and

proto col pro cessing), the application itself (con v ersion b et w een image formats)

and the X serv er (cop ying the image to the frame bu�er).

In this case o v er 60% of the pro cessor time used b y an application w as not

b eing accoun ted to it. Other clien ts w ere unable to render graphics due to the

demand on the X serv er from the video application. The p oin t here is not the

load on the mac hine, but that con ten tion for a shared service is o ccurring, and

the service is unable to e�ectiv ely m ultiplex its pro cessor time among clien ts.

Some degree of crosstalk is inevitable in an op erating system where there

are data structures whic h are shared and to whic h access m ust b e sync hronised.

Ho w ev er, iden tifying the phenomenon of application QoS crosstalk is imp ortan t

b ecause it allo ws systems to b e designed to minimise its impact. T o reduce

15



crosstalk, service requests should as far as p ossible b e p erformed using CPU time

accoun ted to the clien t and b y a thread under con trol of the clien t.

2.4 The Arc hitecture of Nemesis

Nemesis is structured so as to ful�ll the requiremen ts of a �ne-grained resource

con trol mec hanism and minimise application QoS crosstalk. T o meet these goals

it is imp ortan t to accoun t for as m uc h of the time used b y an application as

p ossible, without the application losing con trol o v er its resource use.

F or securit y reasons, co de to mediate access to shared state m ust execute in a

di�eren t protection domain (either the k ernel or a serv er pro cess) from the clien t.

This do es not imply that the co de m ust execute in a di�eren t logical thread to

the clien t: there are systems whic h allo w threads to undergo protection domain

switc hes, b oth in sp ecialised hardw are arc hitectures [Wilk es79] and con v en tional

w orkstations [Bershad90]. Ho w ev er, suc h threads cannot easily b e sc heduled b y

their paren t application, and m ust b e implemen ted b y a k ernel whic h manages the

protection domain b oundaries. This k ernel m ust as a consequence, pro vide syn-

c hronisation mec hanisms for its threads, and applications can no longer con trol

their o wn resource tradeo�s b y e�cien tly m ultiplexing the CPU in ternally .

The alternativ e is to implemen t serv ers as separate sc hedulable en tities. Some

systems allo w a clien t to transfer some of their resources to the serv er to preserv e

a giv en QoS across serv er calls. The Pro cessor Capacit y Reserv es mec hanism

[Mercer94 ] is the most prominen t of these; the k ernel implemen ts ob jects called

reserv es whic h can b e transferred from clien t threads to serv ers. This mec hanism

can b e implemen ted with a reasonable degree of e�ciency , but do es not fully

address the problem:

� The state asso ciated with a reserv e m ust b e transferred to a serv er thread

when an IPC call is made. This adds to call o v erhead, and furthermore

su�ers from the k ernel thread-related problems describ ed ab o v e.

� Crosstalk will still o ccur within serv ers, and there is no guaran tee that a

serv er will deal with clien ts fairly , or that clien ts will correctly `pa y' for

their service.

� It is not clear ho w nested serv er calls are handled; in particular, the serv er

ma y b e able to transfer the reserv e to an unrelated thread.
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Nemesis tak es the approac h of minimising the use of shared serv ers so as to

reduce the impact of application QoS crosstalk: the minim um necessary func-

tionalit y for a service is placed in a shared serv er. Ideally , the serv er should only

p erform concurrency con trol. In addition, to reduce the resource managemen t

whic h m ust b e p erformed outside applications, resources should b e allo cated as

early as p ossible, in bulk if necessary .

Unprivileged:

Privileged:

Kernel

Applic-
ation

Device
Driver

Applic-
ation

Applic-
ation

Figure 2.3: Nemesis system arc hitecture

The result is a `v ertically in tegrated' op erating system arc hitecture, illustrated

in �gure 2.3. The system is organised as a set of domains , whic h are sc heduled

b y a v ery small k ernel. A Nemesis domain is roughly analogous to a pro cess in

man y op erating systems: it is the en tit y sc heduled b y the k ernel, and usually

corresp onds to a memory protection domain. Ho w ev er, a giv en domain p erforms

man y more functions than a t ypical thread: the Nemesis k ernel on DEC Al-

pha/AXP mac hines consists only of in terrupt handlers (including the sc heduler)

and a small Alpha P ALco de image.

The minim um functionalit y p ossible is placed in serv er domains, and as m uc h

pro cessing as p ossible is p erformed in application domains. This amoun ts to

m ultiplexing system services at the lo w est feasible lev el of abstraction. This b oth

reduces the n um b er of m ultiplexing p oin ts in the system, and mak es it easier for

sc heduling decisions to b e made at these p oin ts. Protection within an application

domain is p erformed b y language to ols.

This stands in con trast to recen t trends in op erating systems, whic h ha v e

b een to mo v e functionalit y a w a y from clien t domains (and indeed the k ernel)

in to separate pro cesses.
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Ho w ev er, there are a n um b er of examples in recen t literature of services b eing

implemen ted as clien t libraries instead of within a k ernel or serv er. E�cien t

user-lev el threads pac k ages ha v e already b een men tioned.

[Thekk ath93 ] discusses implemen tation of net w ork proto cols as clien t libraries

in the in terests of ease of protot yping, debugging, main tenance and extensibilit y ,

and also to in v estigate the use of proto cols tuned to particular applications. While

at Xero x P AR C, the author of this dissertation in v estigated implemen tation of

TCP o v er A TM net w orks in a user-space library o v er SunOS, in order to reduce

crosstalk and aid in accoun ting. In principle pac k ets m ust b e m ultiplexed securely ,

but ab o v e this in the proto col stac k there are no inheren t problems in proto col

pro cessing as part of the application.

A recen t v ersion of the 8

1

2

windo w system [Pik e94 ] renders graphics almost

en tirely within the clien t. The clien t then sends bitmap tiles to the windo w

manager, whic h is optimised for clipping these tiles and cop ying them in to the

frame store. The frame store device for the Desk Area Net w ork [Barham95a ]

pro vides these lo w lev el windo w manager primitiv es in hardw are.

Finally , a go o d indicator that most of the functions of the unix k ernel can b e

p erformed in the application is giv en b y the Spring SunOS em ulator [Khalidi92 ],

whic h is almost en tirely implemen ted as a clien t library .

Nemesis is designed to mak e use of these tec hniques. In addition, most of the

engineering for creating and linking new domains, and setting up in ter-domain

comm unication, is p erformed in the application.

2.5 Summary

Resource con trol in op erating systems has traditionally b een pro vided o v er medium

to long time scales. Con tin uous media pro cessing requires resources to b e allo-

cated with m uc h �ner gran ularit y o v er time, the failure of the system to exercise

con trol o v er the resource usage of other tasks seriously impacts suc h applica-

tions. The related problem of application QoS crosstalk has b een iden ti�ed as a

problem inheren t in op erating systems but greatly exacerbated b y the high lev el

functionalit y curren tly implemen ted in serv ers.

Nemesis explores the alternativ e approac h of implemen ting the barest mini-

m um of functionalit y in serv ers, and executing as m uc h co de as p ossible in the
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application itself. This has the dual aim of enabling more accurate accoun t-

ing of resource usage while allo wing programs to manage their o wn resources

e�cien tly . Examples from the existing literature illustrate ho w man y op erating

systems functions can b e implemen ted in this w a y .

The arc hitecture raises a n um b er of issues. Programmers should neither ha v e

to cop e with writing almost a complete op erating system in ev ery application,

nor con tend with the minim um lev el in terfaces to shared serv ers. Binaries should

not b ecome h uge as a result of the extra functionalit y they supp ort, and resources

m ust b e allo cated in suc h a w a y that applications can manage them e�ectiv ely .

The next three c hapters presen t solutions to these problems.
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Chapter 3

In terfaces and Link age

This c hapter deals with linking program comp onen ts within a single domain. It

presen ts solutions to t w o p oten tial problems caused b y the arc hitecture in tro-

duced in c hapter 2. The �rst is the soft w are engineering problem of constructing

applications whic h execute most of the op erating system co de themselv es. This

is addressed b y the t yping, transparency and mo dularit y prop erties of Nemesis

in terfaces. The second problem is the need for safe and extensiv e sharing of data

and co de. The use of closures within a single address space together with m ul-

tiple protection domains pro vides great 
exibilit y in sharing arbitrary areas of

memory .

The programming mo del used when writing Nemesis mo dules is presen ted,

follo w ed b y the link age mo del emplo y ed to represen t ob jects in memory . In

addition, auxiliary functions p erformed b y the name service and run time t yp e

system are describ ed, together with the pro cess b y whic h a domain is initialised.

3.1 Bac kground

The link age mec hanism in Nemesis encompasses a broad range of concepts, from

ob ject naming and t yp e systems to address space organisation. Belo w is a surv ey

of selected op erating systems w ork whic h has relev ance to link age in Nemesis in

one area or another.
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3.1.1 Multics

In Multics [Organic k72], virtual memory w as not organised as a 
at address space

but as a set of segmen ts, in tegrated with the �ling system. An y pro cess could

attac h a segmen t and access it via a pro cess-sp eci�c iden ti�er (in fact, an en try in

the pro cess segmen t table). Th us, a great deal of co de and data could b e shared

b et w een pro cesses.

Related pro cedures w ere organised in to segmen ts. Link age segmen ts w ere

used to solv e the problem of allo wing a pro cedure shared b et w een pro cesses to

mak e pro cess-sp eci�c references to data and pro cedures in other segmen ts. There

w as one pro cess-sp eci�c link age segmen t for eac h text segmen t in a pro cess, whic h

mapp ed unresolv ed references in the segmen t to pairs of (segmen t iden ti�er, o�-

set) v alues. This segmen t w as used b y the GE645 indirection hardw are and w as

�lled in on demand via a faulting mec hanism.

The idea w ork ed w ell (alb eit slo wly) as a means of linking con v en tional pro ce-

dural programs. Ho w ev er, the sc heme do es not sit happily with an ob ject-based

programming paradigm where mem b ers of a class are instan tiated dynamically:

Link age segmen ts are inheren tly p er-pro cess, and w ork b est in situations where

there is a static n um b er of in ter-segmen t references during the lifetime of a pro-

cess.

3.1.2 Hemlo c k

The state of the art in unix -based linking is probably Hemlo c k [Garrett93 ]. Hem-

lo c k reserv es a 1GB section of eac h 32-bit address space in the mac hine for a

region to hold shared mo dules of co de, with the ob vious extension to 64-bit ad-

dress spaces. A great deal of 
exibilit y is o�ered: mo dules can b e public (shared

b et w een all pro cesses), or priv ate (instan tiated p er-pro cess). They can also b e

static (link ed at compile time) or dynamic (link ed when the pro cess starts up, or

later when a segmen t fault o ccurs).

Hemlo c k is geared to w ards a unix -orien ted programming st yle, th us mo dules

are principally units of co de. The de�nition of in terfaces b et w een mo dules is

left to programming con v en tions, and the data segmen ts of priv ate mo dules are

instan tiated on a one-p er-pro cess basis.
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3.1.3 Spring

Along with Nemesis, Spring [Hamilton93a , Hamilton93b ] is one of the few op-

erating systems to use an in terface de�nition language for all system in terfaces.

Spring is implemen ted in C++ and emplo ys the unix mo del of one address space

p er pro cess. Shared libraries are used extensiv ely , but the need to link one library

against another has led to cop y-on-write sharing of text segmen ts b et w een ad-

dress spaces. With the C++ programming language, the n um b er of relo cations

is quite large, ev en with p osition-indep enden t co de. This reduces the b ene�ts

of sharing and results in increased time to link an image [Nelson93]. The solu-

tion adopted has b een to cac he partially link ed images|com binations of libraries

link ed against one another|on stable storage.

Link age is carried out mainly b y the paren t domain through memory mapping,

at a di�eren t address from that at whic h the co de m ust execute. Ho w ev er, the

mo del is essen tially the same as unix , with a small n um b er of memory areas

holding the state for all ob jects in the address space.

Spring is also un usual in pro viding a name service that is uniform and capable

of naming an y ob ject. Naming con texts are �rst-class ob jects and can b e instan-

tiated at will. The scop e of the naming service is broad, encompassing access

con trol and supp ort for p ersisten t ob jects. This requires that all ob jects m ust

either pro vide an in terface for requesting that they b ecome p ersisten t, or a w a y

of obtaining suc h an in terface.

3.1.4 Plan 9 from Bell Labs

Plan 9 [Pik e92] is a unix -lik e op erating system but with a no v el approac h to

naming. Plan 9 has sev eral di�eren t kinds of name space, but the main one is

concerned with naming �ling systems , whic h are the w a y man y system in terfaces

presen t themselv es.

This approac h has a n um b er of problems:

� Instead of the t yp ed in terfaces of systems suc h as Spring, Plan 9 constrains

ev erything to lo ok lik e a �le. In most cases the real in terface t yp e comprises

the proto col of messages that m ust b e written to, and read from, a �le

descriptor. This is di�cult to sp ecify and do cumen t, and prohibits an y

automatic t yp e c hec king at all, except for �le errors at run time.
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� Filing systems are hea vyw eigh t: access to them m ust b e through the k ernel.

Instan tiating in terfaces dynamically is imp ossible.

� There are limits to what can b e named. F or instance, b oth the initial I/O

c hannels a v ailable to a domain and the space of net w ork addresses comprise

name spaces separate from the principal one.

� Instead of pro viding a service for mapping strings to p oin ters to in terfaces

(whic h are essen tially lo w-lev el names for the services), in Plan 9 a path

name relativ e to a pro cess' implicit ro ot con text is the only w a y to name

a service. Binding a name to an ob ject can only b e done b y giving an

existing name for the ob ject, in the same con text as the new name. As

suc h, in terface references simply c annot b e passed b et w een pro cesses, m uc h

less across net w orks. Instead, comm unication has to rely on con v en tions,

whic h are prone to error and do not scale.

3.1.5 Microsoft OLE 2

OLE 2 [Bro c ksc hmidt94] is a system built on top of the Windo ws 3.1 en vironmen t

to pro vide ob ject-based facilities. Ob jects exp ort one or more in terfaces, whic h

app ear as C++ ob jects with virtual mem b er functions. Ob jects are shared b e-

t w een applications in the op erating system b y the use of stubs and the dynamic

link libraries pro vided b y Windo ws, though shared memory can b e used as a

transp ort mec hanism. Ab o v e the basic OLE 2 infrastructure are built sev eral

complex subsystems to pro vide ob ject naming and p ersisten t ob ject storage.

In terface t yp es in OLE 2 are nev er explicitly de�ned. Instead, the run time

system deals only in globally unique t yp e iden ti�ers allo cated cen trally b y Mi-

crosoft, whic h b y programmer con v en tion refer to particular revisions of C or

C++ function de�nitions. As a consequence, t yp e conformance relations are

not supp orted. Also, run time information ab out the structure of t yp es is not

a v ailable.

OLE 2 is a large and complex b o dy of soft w are. Muc h of the complexit y of

OLE 2 arises from the need to exp ose the underlying Windo ws op erating system,

whic h has no sp eci�ed in terfaces or idea of mo dularit y . A further problem is

that while OLE 2 pro vides ob ject services to application writers, these services

themselv es are not pro vided through ob jects but, lik e Windo ws, emplo y a 
at C

programming in terface. An op erating system designed using a consisten t ob ject
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mo del from the ground up, suc h as Spring, can b e m uc h simpler and more cohesiv e

while o�ering sup erior functionalit y .

3.1.6 Single Address Space Op erating Systems

Recen tly , there ha v e b een a n um b er of researc h pro jects to build single address

space op erating systems. These pro jects ha v e generally aimed at pro viding an

en vironmen t with ric h sharing of data and text. They try to ac hiev e this b y giving

eac h pro cess a di�eren t memory protection domain within a single, system-wide

address space. Tw o represen tativ e systems are discussed here.

Opal

Opal [Chase93 ] is an exp erimen tal, single address space system implemen ted as a

Mac h serv er pro cess. Link age in Opal is based around mo dules similar to those in

Hemlo c k. Domain-sp eci�c state for a mo dule is stored at an o�set from the Alpha

global p oin ter (GP), a general-purp ose register reserv ed in OSF/1 for accessing

data segmen t v alues. Mo dules can con tain p er-domain, initialised, m utable state:

when the mo dule is attac hed this state is copied in to a p er-domain data segmen t.

Ho w ev er, this means that mo dules ma y only b e instan tiated once p er domain,

and the domain ma y ha v e only one priv ate data segmen t. Also, the GP register

m ust b e determined on a p er-domain basis on ev ery cross-mo dule pro cedure call;

at presen t it is �xed for the lifetime of a domain. The format of the data segmen t

is constrained to b e the same for all domains.

Angel

The Angel microk ernel [Wilkinson93 ] aims to pro vide a single distributed address

space spanning man y pro cessors. The designers wished to reduce the cost of

con text switc hing with virtual pro cessor cac hes, and to unify all storage as part

of the address space. While unix -lik e text segmen ts are shared, there is no

sharing at a �ner gran ularit y . The traditional data and bss segmen ts are still

presen t, and the C compiler is mo di�ed to use a reserv ed pro cessor register to

address them.
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Lik e Opal, Angel represen ts an attempt to use the unix notion of a pro cess

in a single address space. Ho w ev er, unix pro cesses are based on the assumption

of a priv ate address space: absolute addresses are used for text and data, and

references b et w een ob ject �les are resolv ed statically b y the link er. In e�ect, the

en vironmen t in whic h an y piece of co de executes is the whole address space.

When the address space is shared b et w een pro cesses, this assumption no

longer holds. In b oth Opal and Angel, the pro cess-wide en vironmen t using abso-

lute addresses is simply replaced b y another using addresses relativ e to a single

p oin ter. This precludes most of the p oten tial b ene�ts of sharing co de and data

b et w een protection domains.

3.2 Programming Mo del

The programming mo del of Nemesis is a framew ork for describing ho w programs

are structured; in a sense, it is ho w a programmer thinks ab out an application.

In particular, it is concerned with ho w comp onen ts of a program or subsystem

in teract with one another.

The goal of the programming mo del is to reduce complexit y for the program-

mer. This is particularly imp ortan t in Nemesis where applications tend to b e

more complex as a consequence of the arc hitecture. The mo del is indep enden t

of programming language or mac hine represen tation, though its form has b een

strongly in
uenced b y the mo del of link age to b e presen ted in section 3.3.

In systems, complexit y is t ypically managed b y the use of mo dularit y : de-

comp osing a complex system in to a set of comp onen ts whic h in teract across

w ell-de�ned in terfaces . In soft w are systems, the in terfaces are often instances of

abstract data t yp es (ADTs), consisting of a set of op erations whic h manipulate

some hidden state. This approac h is used in Nemesis.

Although the mo del is indep enden t of represen tation, it is often con v enien t

to describ e it in terms of the t w o main languages used in the implemen tation of

Nemesis: the in terface de�nition language Middl and a st ylised v ersion of the

programming language C.
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3.2.1 T yp es and M IDDL

Nemesis, lik e Spring, is un usual among op erating systems in that all in terfaces

are strongly t yp ed, and these t yp es are de�ned in an in terface de�nition language.

It is clearly imp ortan t, therefore, to start with a go o d t yp e system, and [Ev ers93 ]

presen ts a go o d discussion of the issues of t yping in a systems en vironmen t. As

in man y RPC systems, the t yp e system used in Nemesis is a h ybrid: it includes

notions b oth of the abstract t yp es of in terfaces and of concrete data t yp es. It rep-

resen ts a compromise b et w een the conceptual elegance and soft w are engineering

b ene�ts of purely abstract t yp e systems suc h as that used in Emerald [Ra j91],

and the requiremen ts of e�ciency and in ter-op erabilit y: the goal is to implemen t

an op erating system with few restrictions on programming language.

Concrete t yp es are data t yp es whose structure is explicit. They can b e pre-

de�ned (suc h as b o oleans, strings, and in tegers of v arious sizes) or constructed

(as with records, arra ys, etc). The space of concrete t yp es also includes t yp ed

references to in terfaces

1

.

In terfaces are instances of ADTs. In terfaces are rarely static: they can b e

dynamically created and references to them passed around freely . The t yp e sys-

tem includes a simple concept of subt yping . An in terface t yp e can b e a subt yp e

of another ADT, in whic h case it supp orts all the op erations of the sup ert yp e,

and an instance of the subt yp e can b e used where an instance of the sup ert yp e

is required.

The op erations supp orted b y in terfaces are lik e pro cedure calls: they tak e a

n um b er of argumen ts and normally return a n um b er of results . They can also

raise exceptions , whic h themselv es can tak e argumen ts. Exceptions in Nemesis

b eha v e in a similar w a y to those in Mo dula-3 [Nelson91 ].

In terface t yp es are de�ned in an in terface de�nition language (IDL) called

Middl [Rosco e94b]. Middl is similar in functionalit y to the IDLs used in ob ject-

based RPC systems, with some additional constructs to handle lo cal and lo w-lev el

op erating system in terfaces. A Middl sp eci�cation de�nes a single ADT b y

declaring its sup ert yp e, if an y , and giving the signatures of all the op erations it

1

The term in terface reference is sometimes used to denote a p oin ter to an in terface. Un-

fortunately , this can lead to confusion when the reference and the in terface are in di�eren t

domains or address spaces. Chapter 5 giv es a b etter de�nition of an in terface reference. In

the lo cal case describ ed in this c hapter, in terfaces references can b e though t of as p oin ters to

in terfaces.
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supp orts. A sp eci�cation can also include declarations of exceptions, and concrete

t yp es. Figure 3.1 sho ws a t ypical in terface sp eci�cation, the (sligh tly simpli�ed)

de�nition of the Context in terface t yp e.

3.2.2 Ob jects and Constructors

The w ord ob ject in Nemesis denotes what lies b ehind an in terface: an ob ject

consists of state and co de to implemen t the op erations of the one or more in-

terfaces it pro vides. A class is a set of ob jects whic h share the same underlying

implemen tation, and the idea of ob ject class is distinct from that of t yp e, whic h

is a prop ert y of in terfaces rather than ob jects.

This de�nition of an ob ject as hidden state and t yp ed in terfaces ma y b e con-

trasted with the use of the term in some ob ject-orien ted programming languages

lik e C++ [Stroustrup91]. In C++ there is no distinction b et w een class and t yp e,

and hence no clear notion of an in terface

2

. The t yp e of an in terface is alw a ys

purely abstract: it sa ys nothing ab out the implemen tation of an y ob ject whic h

exp orts it. It is normal to ha v e a n um b er of di�eren t implemen tations of the

same t yp e.

When an op eration is in v ok ed up on an ob ject across one of its in terfaces, the

en vironmen t in whic h the op eration is p erformed dep ends only on the in ternal

state of the ob ject and the argumen ts of the in v o cation. There are no global

sym b ols in the programming mo del. Apart from the b ene�ts of encapsulation

this pro vides, it facilitates the sharing of co de describ ed in section 3.3.

An ob ject is created b y an in v o cation on an in terface, whic h returns a set

of references to the in terfaces exp orted b y the new ob ject. As in Emerald, con-

structors are the basic instan tiation mec hanism rather than classes. By remo ving

the arti�cial distinction b et w een ob jects and the means used to create them,

creation of in terfaces in the op erating system can b e more 
exible than the `in-

stitutionalised' mec hanisms of language run time systems. This is particularly

imp ortan t in the lo w er lev els of an op erating system, where a language run time

is not a v ailable.

2

C++ abstract classes often con tain implemen tation details, and w ere added as an af-

terthough t [Stroustrup94 , p. 277].
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Context : LOCAL INTERFACE =

NEEDS Heap;

NEEDS Type;

BEGIN

--

-- Interface to a naming context.

--

Exists : EXCEPTION [];

-- Name is already bound.

-- Type used for listing names in a context:

Names : TYPE = SEQUENCE OF STRING;

-- "List" returns all the names bound in the context.

List : PROC []

RETURNS [ nl : Names ]

RAISES Heap.NoMemory;

-- "Get" maps pathnames to objects.

Get : PROC [ IN name : STRING,

OUT o : Type.Any ]

RETURNS [ found : BOOLEAN ];

-- "Add" binds an object to a pathname.

Add : PROC [ name : STRING, obj : Type.Any ]

RETURNS []

RAISES Exists;

-- "Remove" deletes a binding.

Remove : PROC [ name : STRING ] RETURNS [];

END.

Figure 3.1: Middl sp eci�cation of the Context in terface t yp e
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3.2.3 P erv asiv es

The programming mo del describ ed so far enforces strict encapsulation of ob jects:

the en vironmen t in whic h an in terface op eration executes is determined en tirely

b y the op eration argumen ts and the ob ject state. Unfortunately , there are cases

where this is to o restrictiv e from a practical p oin t of view. Certain in terfaces

pro vided b y the op erating and run time systems are used so p erv asiv ely b y appli-

cation co de that it is more natural to treat them as part of the thread con text

than the state of some ob ject. These include:

� Exception handling

� Curren t thread op erations

� Domain con trol

� Default memory allo cation heap

Man y systems mak e these in terfaces `w ell-kno wn', and hardwired in to programs

either as part of the programming language or as pro cedures link ed in to all im-

ages. This approac h w as rejected in Nemesis: the ob jects concerned ha v e domain-

sp eci�c state whic h w ould ha v e to b e instan tiated at application startup time.

This con
icts with the needs of the link age mo del (section 3.3), in particular,

it sev erely restricts the degree to whic h co de and data can b e shared. F urther-

more, the simplicit y of the purely ob ject-based approac h allo ws great 
exibilit y ,

for example in running the same application comp onen ts sim ultaneously in v ery

di�eren t situations.

Ho w ev er, passing references to all these in terfaces as parameters to ev ery

op eration is ugly and complicates co de. The references could b e stored as part

of the ob ject state, but this still requires that they b e passed as argumen ts to

ob ject constructors, and complicates the implemen tation of ob jects whic h w ould

otherwise ha v e no m utable state (and could therefore b e shared among domains

as is).

P erv asiv e in terfaces are therefore view ed as part of the con text of the curren tly

executing thread. As suc h they are alw a ys a v ailable, and are carried across an

in terface when an in v o cation is made. This view has a n um b er of adv an tages:

� The references are passed implicitly as parameters.
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� P erv asiv es are con text switc hed with the rest of the thread state.

� If necessary , particular in terfaces can b e replaced for the purp oses of a single

in v o cation.

3.2.4 Memory Allo cation

The programming mo del has to address the problem of memory allo cation. An

in v o cation across an in terface can cause the creation of a concrete structure whic h

o ccupies an area of memory . There needs to b e a con v en tion for determining:

� where this memory is allo cated from, and

� ho w it ma y b e freed.

In man y systems the language run time manages memory cen trally (to the do-

main) and all ob jects ma y b e allo cated and freed in the same w a y . Some systems

pro vide a garbage collector for automatic managemen t of storage.

Unfortunately , Nemesis do es not pro vide a cen tral garbage collector

3

and a

domain t ypically has a v ariet y of p o ols to allo cate memory from, eac h corre-

sp onding to an in terface of t yp e Heap (m ultiple heaps are used to allo cate shared

memory from areas with di�eren t access p ermissions). Moreo v er, it is desirable

to preserv e a degree of comm unication transparency : wherev er p ossible, a pro-

grammer should not need to kno w whether a particular in terface is exp orted b y

an ob ject lo cal to the domain or is a surrogate for a remote one.

Net w ork-based RPC systems without garbage collection use con v en tions to

decide when the RPC run time has allo cated memory for unmarshalling large

or v ariable-sized parameters. Usually this memory is allo cated b y the language

heap, although some RPC systems ha v e allo w ed callers to sp ecify di�eren t heaps

at bind time (for example, [Rosco e94c]). T o preserv e transparency , in all cases the

receiv er of the data is resp onsible for freeing it. This ensures that the application

co de need not b e a w are of whether a lo cal ob ject or the RPC run time system

has allo cated memory .

3

The problems of garbage collection in an en vironmen t where most memory is shared b e-

t w een protection domains is b ey ond the scop e of this thesis. This issue is touc hed up on in

section 6.2.
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In systems where caller and ob ject are in di�eren t protection domains but

share areas of memory , the situation is complicated b ecause of the desire to

a v oid unnecessary memory allo cation and data copies. Ideally , the con v en tions

used should accommo date b oth the cases where the caller allo cates space for the

results in adv ance, and where the callee allo cates space on demand from caller

memory during the in v o cation.

Nemesis uses parameter passing mo des to indicate memory allo cation p olicy:

eac h parameter in a Middl op eration signature has an asso ciated mo de, whic h

is one of the follo wing:

IN : Memory is allo cated and initialised b y clien t.

Clien t do es not alter parameter during in v o cation.

Serv er ma y only access parameter during in v o cation, and cannot alter

parameter.

IN OUT : Memory is allo cated and initialised b y clien t.

Clien t do es not alter parameter during in v o cation.

Serv er ma y only access parameter during in v o cation, and ma y alter pa-

rameter.

OUT : Memory is allo cated but not initialised b y clien t.

Serv er ma y only access parameter during in v o cation, and is exp ected to

initialise it.

RESULT : Memory is allo cated b y serv er, on clien t p erv asiv e heap, and result

copied in to it. P oin ter to this space is returned to the clien t.

The OUT mo de allo ws results to b e written b y a lo cal ob ject in to space already

allo cated b y the clien t (in the stac k frame, for example). In the remote case, it

is more e�cien t than the IN OUT mo de b ecause the v alue do es not need to b e

transmitted to the serv er; it is only returned.

These mo des are all implemen ted on the Alpha pro cessor using call b y ref-

erence, except RESULT , whic h returns a p oin ter to the new storage. F or v alues

small enough to �t in to a mac hine w ord, IN is co ded as call b y v alue and RESULT

returns the v alue itself rather than a reference to it.

These con v en tions ha v e b een found to co v er almost all cases encoun tered in

practice. As a last resort, Middl p ossesses a REF t yp e constructor whic h allo ws

p oin ters to v alues of a particular t yp e to b e passed explicitly .
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3.3 Link age Mo del

The link age mo del concerns the data structures used to link program comp onen ts,

and their in terpretation at run time. An early v ersion of the link age mec hanism

w as describ ed in [Rosco e94a ]. Its goal is t w ofold:

1. T o supp ort and implemen t the Programming Mo del.

2. T o reduce the total size of the system image through sharing of co de and

data.

A stub compiler is used to map Middl t yp e de�nitions to C language t yp es.

The compiler, kno wn as middlc

4

pro cesses an in terface sp eci�cation and generates

a header �le giving C t yp e declarations for the concrete t yp es de�ned in the

in terface together with sp ecial t yp es used to represen t instances of the in terface.

3.3.1 In terfaces

An in terface is represen ted in memory as a closure : a record of t w o p oin ters, one

to an arra y of function p oin ters and one to a state record (�gure 3.2).

List

  . . . 
op

st

per-
instance

state

Text and read-only
data implementing

List method

c : IREF Context

Context
interface

operation
table

Figure 3.2: Context in terface closure

4

middlc w as written b y the author and Da vid Ev ers.
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T o in v ok e an op eration on an in terface, the clien t calls through the appropri-

ate elemen t of the op eration table, passing as �rst argumen t the address of the

closure itself. The middlc compiler generates appropriate C data t yp es so that

an op eration can b e co ded as, for example:

b = ctxt->op->Get( ctxt, "modules/DomainMgr", &dma );

In this case, ctxt is the in terface reference. middlc generates C prepro cessor

macros so one ma y use the CLU-lik e syn tax:

b = Context$Get( ctxt, "modules/DomainMgr", &dma );

3.3.2 Mo dules

A Nemesis mo dule is a unit of loadable co de, analogous to an ob ject �le. All

the co de in Nemesis exists in one mo dule or another. These mo dules are quite

small, t ypically ab out 10 kilob ytes of text and ab out the same of constan t data.

The use of constructor in terfaces for ob jects rather than explicit class structures

mak es it natural to write a mo dule for eac h kind of ob ject, con taining co de to

implemen t b oth the ob ject's in terfaces and its constructors. Suc h mo dules are

similar to CLU clusters [Lisk o v81], though `o wn' v ariables are not p ermitted.

Mo dules are created b y running the unix ld link er on ob ject �les. The result

is a �le whic h has no unresolv ed references, a few externally visible references,

and no uninitialised or writable data

5

.

All link age b et w een mo dules is p erformed via p oin ters to closures. A mo dule

will exp ort one or more �xed closures (for example, the constructors) as externally

visible sym b ols, and the system loader installs these in a name space (see section

3.4) when the mo dule is loaded. T o use the co de in a mo dule, an application

m ust lo cate an in terface for the mo dule, often b y name lo okup. In this sense

linking mo dules is en tirely dynamic.

If a domain wishes to create an ob ject with m utable state, it m ust in v ok e

an op eration on an existing in terface whic h returns an in terface reference of the

required t yp e and class.

5

In other w ords, there is no bss and the con ten ts of the data segmen t are constan t.
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Dump

...
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New

op
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op
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op

st

op
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per-
instance

state
("object")

code implementing
Context module

Debugging 
closure

Heap closure

ContextMod
closure

Context
operations

Debugging 
operations

text and
read-only data

shared between
domains

c: IREF Context

IREF ContextMod

Context
closure

h: IREF Heap

d: IREF Debugging

Figure 3.3: Mo dule and instan tiated ob ject

Figure 3.3 sho ws an example where a domain has instan tiated a naming con-

text b y calling the New op eration of an in terface of t yp e ContextMod . The latter is

implemen ted b y a mo dule with no m utable state, and has instan tiated an ob ject

with t w o in terfaces, of t yp es Context and Debugging . The mo dule has returned

p oin ters to these in the results c and d . The state of the ob ject includes a heap

in terface reference, passed as a parameter to the constructor and closed o v er.

3.3.3 Address Space Structure

The use of in terfaces and mo dules in Nemesis p ermits a mo del where all text and

data o ccupies a single address space, since there is no need for data or text to b e

at w ell-kno wn addresses in eac h domain. The increasing use of 64-bit pro cessors

with v ery large virtual address spaces (the Alpha pro cessor on whic h Nemesis

runs implemen ts 43 bits of a 64-bit arc hitectural addressing range) mak es the

issue of allo cating single addresses to eac h ob ject in the system relativ ely easy .

It m ust b e emphasised that this in no w a y implies a lac k of memory pr ote ction

b et w een domains. The virtual address tr anslations in Nemesis are the same for

all domains, while the pr ote ction righ ts on a giv en page ma y v ary . Virtual address

space in Nemesis is divided in to segmen ts (sometimes called stretc hes ) whic h ha v e
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access con trol lists asso ciated with them. What it do es mean is that an y area

of memory in Nemesis can b e shared, and addresses of memory lo cations do not

c hange b et w een domains.

3.4 Naming and Run time T yping

While simple addresses in the single address space su�ce to iden tify an y in terface

(or other data v alue) in the system, a more structured system of naming is also

required.

The name space in Nemesis is completely indep enden t of the rest of the op-

erating system. While some op erating system comp onen ts do implemen t part of

the name space, most naming con texts are �rst-class ob jects: they can b e created

at will and are capable of naming an y v alue whic h has a Middl t yp e.

There are few restrictions on ho w the name space is structured. The mo del fol-

lo w ed is that of [Saltzer79]: a name is a textual string, a binding is an asso ciation

of a name with some v alue, and a con text is a collection of bindings. Resolving a

name is the pro cess of lo cating the v alue b ound to it. Name resolution requires

that a con text b e sp eci�ed.

Con text In terfaces

Naming con texts are represen ted b y in terfaces whic h conform to the t yp e Context .

Op erations are pro vided to bind a name to an y v alue, resolv e the name in the

con text and delete a binding from the con text. The v alues b ound in a con text

can b e of arbitrary t yp e, in particular they can b e references to other in terfaces

of t yp e Context . Naming graphs can b e constructed in this w a y , and a pathname

ma y b e presen ted to a con text in place of a simple name. A pathname consists

of a sequence of names separated b y distinguished c haracters, either ` / ' or ` > '.

T o resolv e suc h a pathname, the con text ob ject examines the �rst comp onen t of

the name. If this name resolv es to a con text, this second con text is in v ok ed to

resolv e the remainder of the pathname.
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Ordered Merges of Con texts

The MergedContext in terface t yp e is a subt yp e of Context , mo delled after a

similar facilit y in Spring [Radia93 ]. An instance of MergedContext represen ts a

comp osition of naming con texts; when the merge is searc hed, eac h comp onen t

con text is queried in turn to try and resolv e the �rst elemen t of the name. Op-

erations are pro vided to add and remo v e con texts from the merge.

An Example

Figure 3.4 illustrates part of a naming graph created b y the Nemesis system at

b o ot time. Con text A is the �rst to b e created. Since one m ust alw a ys sp ecify

a con text in whic h to resolv e a name, there is no distinguished ro ot. Ho w ev er A
serv es as a ro ot for the k ernel b y con v en tion. Con text B holds lo cal in terfaces

created b y the system, th us ` Services>DomainMgr ' is a name for the Domain

Manager service, relativ e to con text A. An y closures exp orted b y loaded mo dules

are stored in con text C (` Modules '), and are used during domain b o otstrapping.

...

Heap

...

Modules

IDC

Services

A

B

C

D

...

ContextMod

ThreadsPackage

DomMgrMod

TimerMod

StretchAlloc

FramesMod

TypeSystem

TypeSystem

...

Timer

DomainMgr

Figure 3.4: Example name space
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Con text D has t w o names relativ e to the ro ot, ` Services>TypeSystem ' and

` Modules>TypeSystem '. This con text is not in fact implemen ted in the usual w a y ,

but is part of the run time t yp e system, describ ed in the next section.

3.4.1 Run Time T yp e System

The T yp e System is a system service whic h adds a primitiv e form of dynamic

t yping, similar to [Ro vner85 ]. Eac h Middl t yp e is assigned a unique Type.Code ,

and the Type.Any t yp e pro vides supp ort for data v alues whose t yp e is not kno wn

at compile time. The TypeSystem in terface pro vides the op erations IsType , to

determine whether a Type.Any conforms to a particular t yp e, and Narrow , whic h

con v erts a Type.Any to a sp eci�ed t yp e if the t yp e equiv alence rules p ermit. A

ma jor use of Type.Any is in the naming in terfaces: v alues of this t yp e are b ound

to names in the name space.

The T yp e System data structures are accessible at run time through a series of

in terfaces whose t yp es are subt yp es of Context . F or example, an op eration within

an in terface is represen ted b y an in terface of t yp e Operation , whose naming

con text includes all the parameters of the op eration. Ev ery Middl in terface

t yp e is completely represen ted in this w a y .

3.4.2 C LANGER

A go o d example of ho w the programming and link age mo dels w ork w ell in practice

is Clanger

6

[Rosco e95] , a no v el in terpreted language for op erating systems.

Clanger relies on the follo wing three system features:

� a naming service whic h can name an y t yp ed v alue in the system,

� complete t yp e information a v ailable at run time, and

� a uniform mo del of in terface link age.

In Clanger a v ariable name is simply a pathname relativ e to a naming

con text sp eci�ed when the in terpreter w as instan tiated. All v alues in the language

are represen ted as Type.Any s. The language allo ws op erations to b e in v ok ed on

6

Clanger has b een implemen ted b y Stev en Hand.
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v ariables whic h are in terface references b y syn thesising C call frames. Access to

the T yp e System allo ws the in terpreter to t yp e-c hec k and narro w the argumen ts

to the in v o cation, and select appropriate t yp es for the return v alues.

The in v o cation feature means that the language can b e fully general without

a complex in terpreter or the need to write in terface `wrapp ers' in a compiled

language. This capabilit y w as previously only a v ailable in dev elopmen t systems

suc h as Ob eron [Gutknec h t ] and not in a general-purp ose, protected op erating

system. Clanger can b e used for protot yping, debugging, em b edded con trol,

op erating system con�guration and as a general purp ose programmable command

shell.

3.5 Domain b o otstrapping

The business of starting up a new domain in Nemesis is of in terest, partly b ecause

the system is v ery di�eren t from unix and partly b ecause it giv es an example of

the use of a single address space to simplify some programming problems.

The traditional unix fork primitiv e is not a v ailable in Nemesis. The state of a

running domain consists of a large n um b er of ob jects scattered around memory ,

man y of whic h are sp eci�c to the domain. Duplicating this information for a

c hild domain is not p ossible, and w ould create m uc h confusion ev en if it w ere,

particularly for domains with comm unication c hannels to the paren t. In an y case,

fork is rarely used for pro ducing an exact duplicate of the paren t pro cess, rather

it is a con v enien t w a y of b o otstrapping a pro cess largely b y cop ying the relev an t

data structures. In Nemesis, as in other systems without fork suc h as VMS, this

can b e ac hiev ed b y other means.

The k ernel's view of a domain is limited to a single data structure called the

Domain Con trol Blo c k , or DCB. This con tains sc heduling information, comm u-

nication end-p oin ts, a protection domain iden ti�er, an up call en try p oin t for the

domain, and a small initial stac k. The DCB is divided in to t w o areas. One is

writable b y the domain itself, the other is readable but not writable. A privi-

leged service called the Domain Manager creates DCBs and links them in to the

sc heduler data structures.

The argumen ts to the Domain Manager are a set of Qualit y of Service (QoS)

parameters for the new domain, together with a single closure p oin ter of t yp e

DomainEntryPoint . This closure pro vides the initial en try p oin t to the domain
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in its sole op eration (called Go ), and the state record should con tain ev erything

the new domain needs to get going.

The creation of this DCB is the only in v olv emen t the op erating system prop er

has in the pro cess. Ev erything else is p erformed b y the t w o domains in v olv ed:

the paren t creates the initial closure for the domain, and the c hild on startup

lo cates all the necessary services it needs whic h ha v e not b een pro vided b y the

paren t. Figure 3.5 sho ws the pro cess.

Parent domain Domain Manager Child domain

Create remaining
domain state

Instantiate
DomainEntryPoint

closure & state

Create
Domain Control Block

Figure 3.5: Creation of a new domain

The DomainEntryPoint closure is the equiv alen t of main in unix , with the

state record taking the place of the command line argumen ts. By con v en tion the

calling domain creates the minim um necessary state, namely:

� A naming con text.

� A heap for memory allo cation.

� The run time t yp e system (see b elo w).

F rom the name space, a domain can acquire all the in terface references it needs to

execute. One useful consequence of this is that an application can b e debugged

in an arti�cial en vironmen t b y passing it a name space con taining bindings to

debugging v ersions of mo dules. The t yp e system is needed to narro w t yp es re-

turned from the name space. The heap is used to create the initial ob jects needed

b y the new domain.

The Builder

T o sa v e a programmer the tedium of writing b oth sides of the domain initial-

isation co de, a mo dule is pro vided called the Builder . The Builder tak es a
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ThreadClosure

7

whic h represen ts the initial thread of a m ulti-threaded domain

to b e created. The Builder instan tiates an initial heap for the new domain. Most

heap implemen tations in Nemesis use a single area of storage for b oth their in-

ternal state and the memory they allo cate, so the paren t domain can create a

heap, allo cate initial structures for the c hild within it, and then hand it o v er in

its en tiret y to the new domain.

The Builder returns a DomainEntryPoint closure whic h can b e passed to the

Domain Manager. When started up, the new domain executes co de within the

Builder mo dule whic h carries out con v en tional initialisation pro cedures, including

instan tiating a threads pac k age. The main thread en try p oin t is also Builder

co de, creating the remaining state b efore en tering the thread pro cedure originally

sp eci�ed. Figure 3.6 sho ws the sequence of ev en ts.

This illustrates t w o situations where a mo dule executes in t w o domains. In

the �rst, part of the Builder executes the paren t and another part executes in

the c hild. In the second, a single heap ob ject is instan tiated and executes in the

paren t, and is then handed o� to the c hild, whic h con tin ues to in v ok e op erations

up on it. In b oth cases the programmer need not b e a w are of this, and instan-

tiating a new domain with a fully functional run time system is a fairly painless

op eration.

3.6 Discussion

Nemesis has adopted a di�eren t metho d of ac hieving sharing from Hemlo c k: ob-

jects are used throughout and there are no real `global v ariables' in a Nemesis

program. Instead, state is held either in closures or as part of an extended thread

con text con taining p erv asiv e in terfaces in addition to pro cessor register v alues.

Ho w ev er, the com bination of an en tirely in terface-based programming mo del,

and a p er-mac hine single address space w orks w ell in practice. The co de for

Nemesis is highly mo dular, and there are man y situations where use is made

b oth of the abilit y of an ob ject to exp ort m ultiple in terfaces, and of the same

in terface t yp e to b e implemen ted b y sev eral classes of ob ject. Unlik e Opal and

Angel, the single address space is fully exploited.

The t yping and co de reuse b ene�ts of in terfaces are ac hiev ed indep enden tly

7

The user-lev el threads equiv alen t of a domain en try p oin t.
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Figure 3.6: Action of the Builder

of an y particular programming language. No run time system is strictly required,

although dynamic t yping do es require the T yp e System mo dule. This has enabled

the use of in terfaces throughout the lo w lev els of the op erating system. As an

aside, this in turn enables Clanger to b e used at a v ery basic lev el in the system,

and almost the whole op erating system to b e virtualised : to run en tirely inside

a Nemesis domain.

System dev elopmen t is greatly simpli�ed b y the abilit y to pass p oin ters b e-

t w een domains. This is particularly useful in situations in v olving a large quan tit y

of data and where it is undesirable to cop y it, for example the pro cessing of video
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streams. The arc hitecture of Nemesis tries to discourage pip elines of domains,

since it is preferable to do all pro cessing on a stream within a single applica-

tion and thereb y preserv e QoS guaran tees. Ho w ev er, when information m ust b e

passed to another domain (for example, a frame store driv er), co de on b oth sides

of the protection b oundary can use the same addresses. Indeed, man y co de mo d-

ules in Nemesis straddle protection domain b oundaries. This idea is returned to

in c hapter 5.

As another example, in terrupt service routines (ISRs) are en tered with a reg-

ister loaded with a p oin ter to their state. The device driv er domain assigned this

p oin ter when it installed the ISR, and the address is v alid regardless of whic h

domain is curren tly sc heduled. The main tenance of scatter-gather maps to enable

devices to DMA data to and from virtual memory addresses in clien t domains is

similarly simpli�ed.

3.6.1 Ov erhead of using in terfaces

The primary concern with the link age mo del is the o v erhead of passing closures

with in terface op erations. T able 3.1 sho ws the results of an exp erimen t to mea-

sure n ull pro cedure call times. The mac hine used w as a DEC Alpha 3000/400

Sandpip er running OSF/1. The compiler used in these exp erimen ts (as for all

the results in this dissertation) w as GCC 2.6.3, with optimisation on ( -O2 ).

min. mean std. dev.

Pro cedure call 34 34.6 32.50

Nemesis closure 39 39.4 25.58

Dynamic C++ 39 39.5 30.15

Static C++ 34 34.4 28.75

T able 3.1: Call times in cycles for di�eren t calling con v en tions

The o v erhead of passing a closure in a pro cedure call is 5 mac hine cycles

(ab out 37ns in this case). Not surprisingly this corresp onds with the o v erhead of

a C++ virtual function call, whic h is generally regarded as an acceptable price
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to pa y for mo dularit y . The �nal line of the table illustrates the adv an tage to b e

gained from the compiler b eing able to optimise across in v o cation b oundaries: if

the called ob ject is static, GCC can use a simple pro cedure call to implemen t the

metho d in v o cation. Nemesis forgo es this p erformance adv an tage in fa v our of full

dynamic linking.

3.6.2 E�ects of sharing co de

In theory , the p erformance o v erhead of using closures for cross-in terface in v o ca-

tions should b e comp ensated for to some exten t b y the increased cac he p erfor-

mance resulting from decreased co de size: The gran ularit y at whic h text is shared

in Nemesis means that the co de p ortion of the w orking set of the complete system

is m uc h smaller than in a statically-link ed, m ultiple address space system,

Unfortunately , observing the e�ect of image size up on execution sp eed pro v ed

to b e extremely di�cult due to the cac he arc hitecture of the mac hines a v ailable.

The DECc hip EB64 dev elopmen t b oard and the DEC3000/400 Sandpip er w ork-

station b oth use a DECc hip 21064-AA pro cessor with 8k of instruction cac he and

8k of data cac he. Both these cac hes are ph ysically addressed and direct mapp ed,

as is the uni�ed secondary cac he of 512k b ytes.

The non-asso ciativit y of the cac he system means that the lik eliho o d of `hot

sp ots' o ccurring in the cac he during normal op eration is v ery high. The result

is that minor c hanges in the arrangemen t of co de in the image can ha v e a large

e�ect on the p erformance of the system as a whole.

Figure 3.7 sho ws the result of altering the order in whic h mo dules are loaded

in to the address space. A single, reasonably large mo dule (42k text, 15k data)

implemen ting the fron t end of middlc w as mo v ed through the load order, and for

eac h con�guration a b enc hmark p erformed. The b enc hmark consisted of compil-

ing a set of in terfaces from an in-memory �ling system 2000 times. The compiler

w as the only application domain executing for the duration of the b enc hmark.

The slo w est run recorded to ok o v er 65% longer than the quic k est. Altering the

order in whic h ob ject �les w ere link ed in to the mo dule while k eeping the mo dule's

p osition in memory constan t pro duced a similar wide distribution. With as m uc h

v ariation as this it is di�cult to mak e comparisons, but an iden tical exp erimen t

w as p erformed with a v ersion of the middlc mo dule whic h con tained the complete

run time statically link ed in, and accessed via pro cedure calls rather than through
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Figure 3.7: V ariation in execution time for middlc

closures. The results w ere broadly similar, with the norm around 1220ms as

opp osed to 1300ms for the shared run time v ersion, making the o v erhead of using

closures in this case ab out 6.5%.

Optimising memory la y out of co de and data for cac he p erformance on a

system-wide basis is a large researc h topic, and b ey ond the scop e of this dis-

sertation. In tuitiv ely , ho w ev er, sharing co de b et w een domains should impro v e

p erformance in Nemesis as a result of the increased cac he p erformance, as it

do es in other systems. The �ner gran ularit y of sharing in Nemesis ma y cause

this p erformance gain to out w eigh the o v erhead of in terface calls, ho w ev er, accu-

rately quan tifying the b ene�t of suc h sharing is di�cult in a system as sensitiv e

as the one used here. Increasing the asso ciativit y of one or more cac hes should

dramatically impro v e the predictabilit y of the system as w ell as its p erformance.
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3.7 Summary

Nemesis programs and subsystems are comp osed of ob jects whic h comm unicate

across t yp ed in terfaces. In terface t yp es are ADTs de�ned in the Middl in terface

de�nition language, whic h also supp orts de�nitions of concrete data t yp es and

exceptions. Ob jects are constructed b y in v o cations across in terfaces. There is no

explicit notion of a class. There are no w ell-kno wn in terfaces, but a n um b er of

p erv asiv e in terfaces are regarded as part of a thread con text.

In terfaces are implemen ted as closures. The system is comp osed of stateless

mo dules whic h exp ort constan t closures. All linking b et w een mo dules is dy-

namic, and the system emplo ys a single address space to simplify organisation

and enhance sharing of data and text.

A uniform, 
exible and extensible name service is implemen ted ab o v e in ter-

faces, together with a run time t yp e system whic h pro vides dynamic t yp es, t yp e

narro wing, and information on t yp e represen tation whic h can b e used b y the

command language to in teract with an y system comp onen ts.

The single-address space asp ect of Nemesis together with its programming

mo del based on ob jects rather than a single data segmen t prohibit the use of a

fork-lik e primitiv e to create domains. Instead, run time facilities are pro vided to

instan tiate a new domain sp eci�ed b y an in terface closure. The single address

space enables the paren t domain to hand o� stateful ob jects to the c hild.

The p erformance o v erhead of using closures for link age is small, roughly equiv-

alen t to the use of virtual functions in C++. Ho w ev er, it is clear that the cac he

design of the mac hines on whic h Nemesis curren tly runs presen ts serious obstacles

to the measuremen t of an y p erformance b ene�ts of small co de size.
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Chapter 4

Sc heduling and Ev en ts

This c hapter describ es the problem of sc heduling applications in an op erating

system from a QoS p ersp ectiv e. It discusses some existing tec hniques whic h ha v e

b een applied to sc heduling m ultimedia applications, and then describ es the Neme-

sis sc heduler in detail. This sc heduler deliv ers guaran tees of pro cessor bandwidth

and timeliness b y transforming the problem in to t w o comp onen ts: a soluble real-

time sc heduling problem and the issue of allo cation of slac k time in the system.

The clien t in terface is designed so as to supp ort m ultiplexing of the CPU within

application domains, a requiremen t made all the more imp ortan t b y the use of an

arc hitecture whic h places m uc h system functionalit y in the application. The use

of ev en t c hannels to implemen t in ter-domain comm unication and sync hronisa-

tion is describ ed, and �nally the problems of handling in terrupts are men tioned,

together with the solution adopted in Nemesis.

4.1 Sc heduling Issues

The function of an op erating system sc heduler is to allo cate CPU time to activities

in suc h a w a y that the pro cessor is used e�cien tly and all pro cesses

1

mak e progress

according to some p olicy .

In a traditional w orkstation op erating system this p olicy is simply that all

activities should receiv e some CPU time o v er a long p erio d, with some ha ving

1

The terms pro cess and task are used in terc hangeably in this c hapter to denote an activit y

sc hedulable b y the op erating system.
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priorit y o v er others, but in a m ulti-service system the p olicy adopted m ust no w

ha v e additional constrain ts based on the passage of real time.

T rue real-time op erating systems ha v e quite strict constrain ts: in a hard real-

time system correct results must b e deliv ered at or shortly b efore the correct

time, or the system can b e said to ha v e failed. In a soft real-time system, the

temp or al constrain t on correctness is relaxed (results can b e allo w ed to b e a little

late), though the results m ust still b e lo gic al ly correct (the computation m ust

ha v e completed).

Systems handling con tin uous media frequen tly ha v e di�eren t constrain ts: not

only can results sometimes b e late, they can sometimes b e incomplete as w ell.

[Hyden94 ] giv es examples of situations where computations on m ultimedia data

need not complete for the partial results to b e useful, and a useful taxonom y

of algorithms whic h can mak e use of v ariable amoun ts of CPU time is giv en in

[Liu91 ].

Both the additional constrain ts on CPU allo cation and the toleran t nature of

some m ultimedia applications is apparen t from attempts to capture and presen t

video and audio data using con v en tional unix w orkstations, for example the

Medusa system [Hopp er92]. Ev en with some hardw are assistance, the audio is

brok en and the picture jerky and sometimes fragmen ted when other pro cesses

(suc h as a large compilation) are comp eting for CPU time. Ho w ev er, su�cien t

information generally do es get through to allo w users to see and hear what is

going on.

Nemesis represen ts an attempt to do b etter than this: �rstly , to reduce the

crosstalk b et w een applications so that the results are less degraded under load;

secondly , to allo w application-sp eci�c degradation (for example, in a w a y less

ob vious to the h uman ey e and ear); and thirdly to supp ort applications whic h

cannot a�ord to degrade at all b y pro viding real guaran tees on CPU allo cation.

4.1.1 QoS Sp eci�cation

Before sp ecifying mec hanisms for m ultiplexing the pro cessor among applications

within Nemesis, it is imp ortan t to consider the represen tation of QoS used b e-

t w een the op erating system allo cation mec hanisms and applications. As in the

rest of this dissertation, CPU time is tak en as an example since it is usually the
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most imp ortan t resource. Ho w ev er, the principles giv en here apply to most sys-

tem resources. The represen tation, a QoS sp eci�cation, m ust serv e t w o purp oses.

Firstly , it m ust allo w the application to sp ecify its requiremen ts for CPU time.

F rom the application's p oin t of view, the more sophisticated this sp eci�cation can

b e, the b etter. Ho w ev er, at o dds with the desire for expressiv eness is the second

function of a QoS sp eci�cation: to enable the resource pro vider (in this case the

sc heduler) to allo cate resources b et w een applications e�cien tly while satisfying

their requiremen ts as far as p ossible. A k ey part of this is to b e able to sc hedule

applications quic kly: the o v erhead of recalculating a complex sc hedule during a

con text switc h is undesirable in a w orkstation op erating system. F or this reason,

it is di�cult (and ma y b e un wise to try) to fully decouple the sp eci�cation of

CPU time requiremen ts from the sc heduling algorithm emplo y ed.

There is a further incen tiv e to k eep the nature of a QoS sp eci�cation simple.

Unlik e the hard real-time case, most applications' requiremen ts are not kno wn

precisely in adv ance. F urthermore, these requiremen ts c hange o v er time; v ari-

able bit-rate compressed video is a go o d example. In these cases statistical or

probabilistic guaran tees are more appropriate. F urthermore, the application b e-

ing sc heduled is t ypically m ultiplexing its allo cation of CPU time o v er sev eral

activities in ternally in a w a y that is almost imp ossible to express to a k ernel-lev el

sc heduler. An y measure of QoS requiremen ts will b e appro ximate at b est.

T o summarise, the t yp e of QoS sp eci�cation used b y a sc heduler will b e a com-

promise b et w een the complexit y of expressing fully the needs of an y application,

and the simplicit y required to dynamically sc hedule a collection of applications

with lo w o v erhead.

4.2 Sc heduling Algorithms

As w ell as the (relativ ely simple) co de to switc h b et w een running domains, the

Nemesis sc heduler has a v ariet y of functions. It m ust:

� accoun t for the time used b y eac h holder of a QoS guaran tee and pro vide a

p olicing mec hanism to ensure domains do not o v errun their allotted time,

� implemen t a sc heduling p olicy to ensure that eac h con tract is satis�ed,
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� blo c k and un blo c k domains in resp onse to their requests and the arriv al of

ev en ts,

� presen t an in terface to domains whic h mak es them a w are b oth of their o wn

sc heduling and of the passage of real time,

� pro vide a mec hanism supp orting the e�cien t implemen tation of p oten tially

sp ecialised threads pac k ages within domains.

The algorithm used to sc hedule applications is closely related to the QoS sp eci-

�cation used, and for Nemesis a n um b er of options w ere considered.

4.2.1 Priorities

Priorit y-based systems assign eac h sc hedulable pro cess an in teger represen ting its

relativ e imp ortance, and sc hedule the runnable pro cess with the highest priorit y .

They are generally unsuitable for supp orting m ultimedia applications: [Blac k94]

pro vides a comprehensiv e discussion of the problems of priorit y-based sc heduling.

While sc heduling algorithms whic h are based on priorit y are often simple and

e�cien t, priorit y do es not giv e a realistic measure of the requiremen ts of an

application: it sa ys nothing ab out the quan tit y of CPU time an application is

allo cated. Instead a pro cess is simply giv en an y CPU time un used b y a higher-

priorit y application.

Despite this, sev eral op erating systems whic h use priorit y-based sc heduling,

pro vide so-called real-time application priorit y classes, in tended for m ultimedia

pro cesses. Examples include Sun Microsystems' Solaris 2 and Microsoft's Win-

do ws NT. Applications instan tiated in this class run at a higher priorit y than

op erating system pro cesses, suc h as pagers and device driv ers. They are required

to blo c k or yield the CPU v olun tarily ev ery so often so that the op erating system

and other applications can pro ceed. F ailure to do this can cause the system to

hang|the application has e�ectiv ely tak en o v er the mac hine. F urthermore, as

[Nieh93 ] p oin ts out, it is nearly imp ossible in the presence of sev eral real-time

applications to assign priorities with acceptable results.
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4.2.2 Rate Monotonic

[Liu73 ] describ es the Rate Monotonic (RM) algorithm for sc heduling o�-line a

set of p erio dic hard real-time tasks, whic h essen tially in v olv es assigning static

priorities to the tasks suc h that those with the highest frequency are giv en the

highest priorit y . The sc hedule calculated b y RM is alw a ys feasible if the total

utilisation of the pro cessor is less than l n 2, and for man y task sets RM pro duces

a feasible sc hedule for higher utilisation. It relies on the follo wing assumptions

ab out the task set

2

:

(A1) The requests for all tasks for whic h hard deadlines exist are p erio dic, with

constan t in terv al b et w een requests.

(A2) Deadlines consist of run-abilit y constrain ts only|i.e. eac h task m ust b e

completed b efore the next request for it o ccurs.

(A3) The tasks are indep enden t in that requests for a certain task do not dep end

on the initiation or the completion of requests for other tasks.

(A4) Run-time for eac h task is constan t for that task and do es not v ary with

time. Run-time here refers to the time whic h is tak en b y a pro cessor to

execute the task without in terruption.

(A5) An y non-p erio dic tasks in the system are sp ecial; they are initialisation or

failure-reco v ery routines; they displace p erio dic tasks while they themselv es

are b eing run, and do not themselv es ha v e hard, critical deadlines.

4.2.3 Earliest Deadline First

The Earliest Deadline First (EDF) algorithm also presen ted in [Liu73 ] is a dy-

namic sc heduling algorithm whic h will giv e a feasible sc hedule when the CPU

utilisation is 100%. It, to o, relies on the assumptions of Section 4.2.2, and w orks

b y considering the deadline of a task to b e the time at whic h the results of its

computation are due.

EDF sc heduling is used b y the Sumo pro ject at Lancaster Univ ersit y to sup-

p ort con tin uous media applications o v er the Chorus microk ernel [Coulson93].

The system uses EDF to sc hedule a class of k ernel threads o v er whic h user-lev el

2

These assumptions are quoted directly from [Liu73 ].
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threads are m ultiplexed. The deadlines are presen ted to the k ernel sc heduler b y

the user tasks, a decision whic h has t w o consequences. Firstly , the guaran tees

pro vided b y the EDF algorithm are no w hin ts at b est; deadlines can frequen tly

b e missed due to the unexp ected arriv al of a new task and deadline. Secondly ,

user-lev el sc hedulers are exp ected to co op erate and not presen t di�cult deadlines

to the k ernel. If a user pro cess (through error or malicious design) presen ts dead-

lines requiring more of the CPU than the k ernel exp ects to allo cate, all tasks ma y

b e disrupted. In other w ords, the p olicing mec hanism is inadequate o v er short to

medium time p erio ds.

A t �rst sigh t, the assumptions required b y the static RM and dynamic EDF

algorithms seem to rule out their use in a general-purp ose op erating system:

tasks whic h are p erio dic and indep enden t with �xed run times are not the norm.

In particular, the indep endence of tasks in the presence of shared serv er tasks

p oses a particular di�cult y . Ho w ev er, in a system suc h as Nemesis, where shared

serv er tasks are rarely called, EDF ma y ha v e some b ene�t, esp ecially if the algo-

rithm is view ed as a means of sharing the pr o c essor b etwe en domains rather than

c ompleting tasks fr om a changing set .

4.2.4 Pro cessor Bandwidth

The Nemesis sc heduler builds on man y ideas in the Nemo system built b y Eoin

Hyden and describ ed in [Hyden94 ]. In Nemo, applications negotiated con tracts

with the system for pro cessor bandwidth (PB) in a manner analogous to mo dern

high sp eed net w orks. The concept of PB consisted of a p ercen tage share of the

pro cessor time together with some measure of the gran ularit y with whic h the

share should b e allo cated. It can b e represen ted as a pair ( p; s ), where the appli-

cation will receiv e s seconds of pro cessor time ev ery p seconds, and so con tains

measures of b oth required bandwidth and acceptable jitter. An admission con trol

mec hanism ensures that the system nev er con tracts out more than 100% of the

a v ailable PB.

Nemo in v estigated use of b oth RM and EDF algorithms to sc hedule pro cesses,

and also optionally allo w ed applications to sp ecify their o wn deadlines. It w ork ed

w ell in practice, although it did not address the issue of handling in terrupts from

devices, and the problems of comm unicating domains. Nev ertheless, the PB idea

(together with elemen ts of Nemo's clien t in terface) ha v e b een used in Nemesis.

In particular, it represen ts a highly appropriate form of QoS sp eci�cation.
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4.2.5 F a wn Jubilees

The F a wn system [Blac k94 ] adopts a no v el sc heme whereb y eac h pro cess is allo-

cated a particular slice of time o v er a system-wide, �xed p erio d (31.5 milliseconds

in the system rep orted), called a jubilee . All pro cesses are sc heduled in turn

within a jubilee. A t the end of the jubilee all allo cations of CPU time are reset.

Extra time remaining to w ards the end of a jubilee is dealt out using a hierarc h y

of queues: when a pro cess runs out of time in a queue it is mo v ed to the next lo w er

queue. Eac h pro cess has a n um b er of di�eren t allo cations of time corresp onding

to di�eren t queues it ma y �nd itself on. When one queue is empt y , the sc heduler

starts on the next queue do wn un til the jubilee is o v er, th us guaran teed time is

merely the top-lev el time allo cation.

This approac h w as rejected at an early stage in the dev elopmen t of Nemesis

due to its in
exibilit y

3

. No guaran tees are giv en ab out ho w often a pro cess is

sc heduled other than the system-wide jubilee length, th us all pro cesses m ust b e

sc heduled with this frequency . Accoun ting is c heap since allo cations only o ccur

on jubilee b oundaries, but if one pro cess absolutely m ust b e sc heduled at some

high frequency , then all pro cesses m ust, resulting in an unacceptably high n um b er

of con text switc hes. F or n pro cesses, there m ust b e n con text switc hes p er jubilee,

and it ma y b e imp ossible to sc hedule at this gran ularit y .

There are en vironmen ts (suc h as the switc h line cards on whic h F a wn w as de-

v elop ed) where this kind of sc heduling mec hanism is highly appropriate. Ho w ev er,

it is less useful in a general-purp ose op erating system in tended for w orkstations.

4.3 Sc heduling in Nemesis

Sc heduling in Nemesis is discussed in the next few sections. First, the service

mo del and arc hitecture are presen ted: ho w clien ts of the sc heduler view the ser-

vices it pro vides. Then the algorithm itself is describ ed, follo w ed b y the in terface

b et w een the sc heduler and the clien t. Finally , the handling of ev en t c hannels and

device in terrupts is discussed.

3

It should b e noted that the algorithm referred to under the title `In terpro cess Sc heduling in

Nemesis' in [Blac k94 ] b ears no resem blance to the Nemesis op erating system describ ed herein.
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4.3.1 Service Mo del and Arc hitecture

The sc heduler deals with en tities called sc heduling domains , or sdoms . An sdom

corresp onds to either a single Nemesis domain or a set of domains collectiv ely

allo cated a share of the a v ailable pro cessor time. Eac h sdom receiv es a QoS from

the system sp eci�ed b y a tuple f s; p; x; l g . The slice s and p erio d p together

represen t the pro cessor bandwidth to the sdom: it will receiv e at least s seconds

of CPU time in eac h p erio d of length p . x is a b o olean v alue used to indicate

whether the sdom is prepared to receiv e extra CPU time left o v er in the system.

l , the un blo c king latency , is describ ed in Section 4.4.5 b elo w.

The precise nature of guaran tee the Nemesis sc heduler pro vides to an sdom

is this: the sc heduler will divide real time in to a set of p erio ds of length p for

the sdom in question, and during eac h p erio d the sdom will receiv e the CPU for

some n um b er of slices whose total length will b e at least s .

Contracted
Domain A

Contracted
Domain B

Contracted
Domain CSdoms:

Scheduler:

Best-effort
Class 1

Best-effort
Domain a

Best-effort
Domain b

Best-effort
Domains:

Best-effort
Class 2

Best-effort
Domain c

Figure 4.1: Sc heduling service arc hitecture

The service arc hitecture is illustrated in �gure 4.1. Sdoms usually corresp ond

to con tracted domains, but also corresp ond to b est-e�ort classes of domains.

In the latter case, pro cessor time allotted to the sdom is shared out among its

domains according to one of sev eral algorithms, suc h as simple round-robin or

m ulti-lev el feedbac k queues.

The adv an tage of this approac h is that a p ortion of the total CPU time can b e

reserv ed for domains with no sp ecial timing requiremen ts to ensure that they are

not starv ed of pro cessor time. Also, sev eral di�eren t algorithms for sc heduling

53



b est-e�ort domains can b e run in parallel without impacting the p erformance of

time-critical activities.

4.3.2 Kernel Structure

The Nemesis k ernel consists almost en tirely of in terrupt and trap handlers; there

are no k ernel threads. When the k ernel is en tered from a domain (as opp osed

to another in terrupt handler) a new k ernel stac k is created afresh in a �xed

(p er pro cessor) area of memory . The domain op erations describ ed b elo w suc h as

block , yield and send are implemen ted en tirely in P ALco de [Sites92], though

they ma y cause the sc heduler to b e en tered. Ha ving the op erations en tirely in

P ALco de reduces the n um b er of full con text switc hes required (the p enalt y for

a P ALco de trap is only t w o pip eline drains), and simpli�es the implemen tation

since P ALco de executes with all in ternal c hip registers a v ailable and all in terrupts

mask ed. In terrupt dispatc hing is also p erformed in P AL mo de.

The sc heduler is implemen ted as an Alpha/AXP soft w are in terrupt handler

[DEC92], and so executes in the protection domain of the curren tly running

domain. The sc heduler is alw a ys the last p ending in terrupt to b e serviced, and

executes with all in terrupts mask ed.

4.4 The Nemesis Sc heduler

The op eration of the sc heduler can no w b e describ ed.

4.4.1 Sc heduler Domain States

An sdom can b e in one of �v e states:

� running

� runnable

� w aiting

� running optimistically

� blo c k ed
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Running sdoms ha v e one of their domains b eing executed b y a pro cessor, in time

that they ha v e b een guaran teed b y system. Runnable sdoms ha v e guaran teed

time a v ailable, but are not curren tly sc heduled. W aiting sdoms are w aiting for

a new allo cation of time, whic h will notionally b e the start of their next p erio d.

During this time they ma y b e allo cated spare time in the system and `run opti-

mistically'. Finally , they ma y b e blo c k ed un til an ev en t is transmitted to one of

their domains.

4.4.2 The Basic Sc heduling Algorithm

With eac h runnable sdom is asso ciated a deadline d , alw a ys set to the time at

whic h the sdom's curren t p erio d ends, and a v alue r whic h is the time remaining

to the sdom within its curren t p erio d. There are queues Q

r

and Q

w

of runnable

and w aiting sdoms, b oth sorted b y deadline, and a third queue Q

b

of blo c k ed

sdoms.

The sc heduler requires a hardw are timer that will cause the sc heduler to b e en-

tered at or v ery shortly after a sp eci�ed time in the future; ideally a microsecond-

resolution in terv al timer. Suc h a timer is used on the EB64 b oard, but has to b e

sim ulated with a 122 � s p erio dic tic k er on the Sandpip er.

When the sc heduler is en tered at time t as a result of a timer in terrupt or an

ev en t deliv ery:

1. the time for whic h the curren t sdom has b een running is deducted from its

v alue of r .

2. if r is no w zero, the sdom is inserted in Q

w

.

3. for eac h en try on Q

w

for whic h t > d , r is set to s , and the new deadline d

0

is set to d + p . This sdom is mo v ed to Q

r

again.

4. a time is calculated for the next timer in terrupt dep ending on whic h of d

r

and d

w

+ p

w

is the lo w er, where d

x

is the deadline of the head of Q

x

, and

p

x

is the p erio d of the head of Q

x

.

� if d

r

is the lo w er, the time is t + r

r

. This is the p oin t when the head

of Q

r

will run out of time.
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� otherwise, the time is d

w

. This is the time that the head of Q

w

will

b ecome runnable and tak e o v er from the head of Q

r

.

The in terv al timer is set to in terrupt at this time.

5. the sc heduler alw a ys runs the head of the run queue: the sdom with the

earliest deadline.

This basic algorithm will meet all con tracts pro vided that the total share of

the CPU do es not exceed 100% (i.e.

P

s

i

=p

i

< 1). Moreo v er, it can e�cien tly

supp ort domains requiring a wide range of sc heduling gran ularities.

Firstly , note that the sc heduler is only en tered when a c hange of domain is

p oten tially necessary . Step 4 ensures that extra CPU time is only allo cated to

sdoms when the sc heduler has b een called for some other reason. The o v erhead

for actually al lo c ating the time is v ery small indeed: the op eration is a comparison

and an addition.

Secondly , the existence of a feasible sc hedule (one whic h satis�es all con tracts)

is guaran teed b y the admission con trol algorithm since the total share of the

pro cessor is less than 100%, and slices can b e executed at an y p oin t during their

p erio d. In the limit, all sdoms can pro ceed sim ultaneously with an instan taneous

share of the pro cessor whic h is constan t o v er time. This limit is often referred to

as pro cessor sharing [Co�man73 ]

4

.

Finally if w e regard a `task' as `the execution of an sdom for s nanoseconds',

this approac h satis�es the conditions required for an EDF algorithm to function

correctly: requests for tasks are p erio dic with �xed in terv al b et w een requests and

constan t run-time. All tasks are truly indep enden t and non-p erio dic tasks do not

exist, pro viding no new tasks are in tro duced in to the system (see b elo w). The

EDF result in [Liu73 ] sho ws that the algorithm do es, in fact, w ork: all con tracts

will b e met.

This argumen t relies on t w o simpli�cations: �rstly , that sc heduling o v erhead

is negligible, and secondly that the system is in a steady state with no sdoms

b eing in tro duced to or remo v ed from the queues. These p oin ts are addressed

b elo w as w ell as the other elemen ts of the sc heduling algorithm, suc h as blo c king

and the use of slac k time in the system.

4

I am indebted to Simon Crosb y for this line of argumen t
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4.4.3 T aking o v erhead in to accoun t

Sc heduling o v erhead is curren tly made up for b y `slac k' time in the system (100%

of the CPU is nev er con tracted out), and b y not coun ting time in the sc heduler as

used b y an yb o dy . This has w ork ed v ery satisfactorily in practice under quite high

load, with a reasonable n um b er of domains. It is conceiv able that a pathological

collection of p erio ds and slices migh t induce the highest p ossible resc hedule fre-

quency , whic h is the frequency of the domain with the smallest p erio d times the

n um b er of domains. Ho w ev er, this is in tuitiv ely highly unlik ely , and with more

analysis this migh t b e a v oided in the admission con trol system. Alternativ ely

it could b e detected and dealt with at run time, for example b y renegotiating

con tracts to increase the slac k time in the system.

4.4.4 Remo ving Domains from the System

An sdom can cease to b e considered b y the sc heduler in one of t w o w a ys. The

�rst is that it can simply b e killed: it is unlink ed from its queue, its con tract

ann ulled and the storage it o ccupied returned to the free p o ol. This p oses no

particular problems: the system will con tin ue to sc hedule things as normal with

more slac k time.

Secondly , a domain can issue a block P ALco de call, whic h sets a 
ag in the

domain's state indicating that it has requested a blo c k, and en ters the sc heduler.

The domain is desc heduled as normal and placed on the blo c k ed queue Q

b

. As

ab o v e, no sp ecial action needs to b e tak en b y the sc heduler.

If a domain has no further useful w ork to p erform in its curren t p erio d, it

can issue a yield call, whic h simply sets r := 0 for the domain and causes a

resc hedule.

4.4.5 Adding Domains to the System

By con trast, adding a domain to the set considered b y the sc heduler, whether b y

creating a new domain or un blo c king an existing one, is more complex since the

total resource demand increases. The k ey issue is deciding the v alues of d and r

for the new domain.
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If the sdom is to b e in tro duced at time t , a safe option is to set d := t + p and

r := s . This in tro duces the sdom with the maxim um sc heduling leew a y; since a

feasible sc hedule exists no deadlines will b e missed as a result of the new domain.

F or most domains this is su�cien t, and it is the default b eha viour for almost

all domains. In the case of device driv ers reacting to an in terrupt, sometimes

faster resp onse ma y b e required. When un blo c king an sdom whic h has b een

asleep for more than its p erio d, the sc heduler sets r := s and d := t + l , where

l is the latency hin t. F or most sdoms l will b e equal to p to prev en t deadlines

b eing missed. F or device driv ers l ma y b e reduced.

The consequences of reducing l in this w a y are that if suc h an sdom is w ok en

up when the system is under hea vy load, some sdoms ma y miss their deadline

for one of their p erio ds. The sc heduler's b eha viour in these circumstances is to

truncate the running time of the sdoms: they lose part of their slice for that

p erio d. Thereafter, things settle do wn.

Unblock

Typical Allocation:

Allocation with short block:

Block

Figure 4.2: Unfairness due to short blo c ks

Ev en with sdoms for whic h l = p , a problem can arise if a domain is un blo c k ed

b efore the end of the p erio d in whic h it w as originally blo c k ed (see �gure 4.2). The

p olicy ab o v e w ould giv e it a fresh allo cation and p erio d immediately , whic h is not

en tirely fair. One approac h is lea v e r and d unc hanged o v er the short blo c k, but

this migh t cause other domains to miss their deadlines when the driv er un blo c ks

with a large allo cation and v ery short deadline. Suc h situations are therefore

treated as if a yield had b een executed, and the sdom is giv en its allo cation at

the start of its next p erio d (see �gure 4.3).
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Block Unblock

Typical Allocation:

Allocation with short block:

Figure 4.3: F airer un blo c king

4.4.6 Use of Extra Time

As long as Q

r

is non-empt y , the head is due some con tracted time and should

b e run. If Q

r

b ecomes empt y , the sc heduler has ful�lled all its commitmen ts to

sdoms un til the head of Q

w

b ecomes runnable. In this case, the sc heduler can opt

to run some sdom in Q

w

for whic h x is true, i.e. one whic h has requested use of

slac k time in the system. Domains are made a w are of whether they are running

in this manner or in con tracted time b y a 
ag in their con trol blo c k.

The curren t p olicy adopted b y the sc heduler is to run a random elemen t of Q

w

for a small, �xed in terv al or un til the head of Q

w

b ecomes runnable, whic hev er is

so oner. Th us sev eral sdoms can receiv e the pro cessor `optimistically' b efore Q

r

b ecomes non-empt y . The optimal p olicy for pic king sdoms to run optimistically

is a sub ject for further researc h. The curren t implemen tation allo cates a v ery

small time quan tum (122 � s) to a mem b er of Q

w

pic k ed cyclically . This w orks

w ell in most cases, but there ha v e b een situations in whic h unfair `b eats' ha v e

b een observ ed.

4.5 Clien t In terface

The run time in terface b et w een a domain and the sc heduler serv es t w o purp oses:

� It pro vides the application with information ab out when and wh y it is b eing

sc heduled, and feedbac k as to the domain's progress relativ e to the passage

of real time.

� It supp orts user-lev el m ultiplexing of the CPU among distinct subtasks

within the domain, for example b y supp orting a threads pac k age.
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Time

The abstraction of time used in the system is the same throughout: the system

assumes the presence of a w orld-readable clo c k giving time in nanoseconds since

the mac hine started. In practice this will inevitably b e an appro ximation, but

it can b e pro vided v ery simply and e�cien tly b y means of a single 64-bit w ord

in memory . There is no guaran tee that this time v alue runs at pr e cisely the

same rate as time outside the mac hine, nor is suc h assurance needed. Domains

sync hronising to ev en ts clo c k ed externally from the mac hine will need to mak e

domain-sp eci�c long-term adjustmen ts an yw a y , and the passage of true, planet-

wide time falls in to this category also.

Con text Slots

A Nemesis domain is pro vided with an arra y of slots , eac h of whic h can hold a

pro cessor con text. In the case of the Alpha/AXP implemen tation, a slot consists

of 31 in teger and 31 
oating-p oin t registers, plus a program coun ter and pro cessor

status w ord. Tw o of the slots are designated the activ ation con text and resume

con text resp ectiv ely; this designation can b e c hanged at will b y the domain. A

domain also holds a bit of information called the activ ation bit .

Desc heduling and Activ ation

A mec hanism similar to Nemo's is used when the domain is desc heduled. The

con text is sa v ed in to the activ ation con text or the resume con text, dep ending on

whether the activ ation bit is set or not. When the domain is once again sc hed-

uled, if its activ ation bit is clear, the resume con text is simply resumed. If the

activ ation bit is set, it is cleared and an up call tak es place to a routine previously

sp eci�ed b y the domain (in fact, an in v o cation o ccurs across an in terface of t yp e

DomainEntryPoint ). This en try p oin t will t ypically b e a user-lev el thread sc hed-

uler, but domains are also initially en tered this w a y

5

. Figure 4.4 illustrates the

t w o cases.

The up call o ccurs on a dedicated stac k (in the domain con trol blo c k) and

deliv ers information suc h as curren t system time, time of last desc hedule, reason

for up call and con text slot used at last desc hedule. The state p oin ter for the

5

Indeed, a new domain to b e started is sp eci�ed solely b y its DomainEntryPoin t closure.
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deschedule activation

temporary
activation

context

activation bit= 1 activation bit= 0

Context
Slots

Activation
Slot

Resume
Slot

deschedule activation
activation bit= 0activation bit= 0

Context
Slots

Activation
Slot

Resume
Slot

Figure 4.4: Desc hedules, Activ ations and Resumptions

closure will con tain enough information to giv e the domain a su�cien t execution

en vironmen t to sc hedule a thread.

A threads pac k age will t ypically use one con text slot for eac h thread and

c hange the designated activ ation con text according to whic h thread is running.

If more threads than slots are required (curren tly 32), slots can b e used as a cac he

for thread con texts. The activ ation bit can b e used with appropriate exit c hec ks

to allo w the thread sc heduler to b e non-reen tran t, and therefore simpler.

Implemen ting threads pac k ages o v er the up call in terface has pro v ed remark-

ably easy . A Nemesis mo dule implemen ting b oth preemptiv e and non-preemptiv e

threads pac k ages, pro viding b oth an in terface to the ev en t mec hanism and syn-

c hronisation based on ev en t coun ts and sequencers comes to ab out 900 lines of

hea vily commen ted C (m uc h of whic h is closure b oilerplate) and ab out 20 assem-

bler op co des. A further mo dule pro viding the thread sync hronisation primitiv es

describ ed in [Birrell87 ] comes to 202 lines of C, including commen ts. F or compar-

ison, the POSIX threads library for OSF/1 ac hiev es essen tially the same function-

alit y o v er OSF/1 k ernel threads with o v er 6000 lines of co de, with considerably

inferior p erformance.

4.6 Sc heduling and Comm unication

Comm unication b et w een domains is relev an t to the sc heduler b ecause it ma y

w ell a�ect the optimal c hoice of domain to run. Ho w ev er, it is imp ortan t not to

allo w comm unication to in
uence sc heduling decisions to the exten t that resource

guaran tees are violated.
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In ter-pro cess comm unication generally has t w o asp ects: �rstly the presen ta-

tion of information b y one en tit y to another, and secondly a sync hronisation signal

b y the sender to indicate that the receiv er should tak e action. These comp onen ts

are orthogonal, and in Nemesis they are clearly separated. Information transfer

o ccurs through areas of shared memory , and is discussed in c hapter 5. Signalling

b et w een domains is pro vided b y ev en t c hannels . An ev en t c hannel is a unidirec-

tional connection capable of con v eying single in teger v alues and in
uencing the

sc heduler.

In the con text of this dissertation, the k ey p oin ts ab out ev en t c hannels are as

follo ws:

� They pro vide a comm unication and sync hronisation mec hanism whic h do es

not rely on a serv er (suc h as the k ernel).

� They imp ose no particular sync hronisation p olicy on either of the domains

using a c hannel. The e�ect of the arriv al of an ev en t for a domain is limited

to un blo c king the domain if necessary , and causing a reactiv ation if the

domain is running.

Ev en t c hannels are more primitiv e than traditional comm unication mec ha-

nisms suc h as semaphores, ev en t coun ts and sequencers, and message passing,

in that they tend to transfer less information and are less coupled to the sc hed-

uler. Suc h mec hanisms can b e built on top of ev en t c hannels, and c hapter 5

describ es ho w RPC, the most common form of in ter-domain comm unication used

in Nemesis, is implemen ted o v er them.

4.6.1 Channel End-P oin ts

Domains are pro vided with arra ys of transmit- and receiv e-side ev en t c hannel

end-p oin ts , analogous to so c k ets. An end-p oin t ma y b e in one of four states,

sho wn in �gure 4.5. When the domain starts up all but t w o end-p oin ts are

initially free . The domain ma y Alloc ate an end-p oin t of either t yp e, whic h ma y

subsequen tly b ecome connected as a result of either a Connect op eration initiated

b y the domain or the domain replying to an incoming connection request. If a

connection is closed do wn, the end-p oin t en ters a dead state, from whic h it can

b e Free d.
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or peer
Close()

Close()
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Free()

Connect()
or

incoming
request

Figure 4.5: Ev en t Channel End-P oin t States

As w ell as its curren t state, a receiv e-side end-p oin t con tains t w o 64-bit v alues

called receiv ed and ac kno wledged . If an end-p oin t (of either 
a v our) is in the

connected state, it also con tains a ( domain; index ) pair giving its p eer. Figure 4.6

sho ws the user writable and user read-only p ortions of ev en t end-p oin ts. It is

imp ortan t to note that the state of an end-p oin t is represen ted b y a com bination

of a state w ord and the v alues of the p eer �elds, in suc h a w a y that the t w o

transitions whic h require privileged actions ( close and connect ) rely only on

�elds whic h cannot b e written b y the domain itself. In e�ect, the only end-p oin t

states seen b y privileged co de are `connected' and `not connected'.

Transmit
Side

Receive
Side

Writeable by
owning domain

Read-only to
owning domain

State
State

Acked Count

Received Count
Tx. Domain
Tx. Index

Rx. Domain
Rx. Index

Figure 4.6: Ev en t Channel End-P oin t Data Structures
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4.6.2 Sending Ev en ts

An in v o cation to transmit an ev en t tak es as argumen ts the transmitter's c han-

nel end-p oin t, and a v alue to add to the receiv er's coun t. The ev en t deliv ery

mec hanism is required to p erform sanit y c hec ks on the sp eci�ed ev en t c hannel,

incremen t the remote coun t, and if necessary signal to the sc heduler that the

target domain requires atten tion. The exact pro cedure is as follo ws:

1. V alidate the ev en t c hannel end-p oin t in the transmitter. Ev en t c hannels

are sp eci�ed b y an index in an arra y , so this in v olv es a range c hec k and

ensuring that the receiv e domain p oin ter is non-zero.

2. The relev an t end-p oin t in the receiving domain is lo cated and its receiv ed

coun t incremen ted b y the v alue sp eci�ed in the call.

3. Eac h domain has a FIF O holding receiv e-side ev en t end-p oin t indices, to

aid in dem ultiplexing incoming ev en ts. If this FIF O is not full, the receiv e

end-p oin t is en tered in to the FIF O.

4. A 
ag is set in the domain to indicate that it has receiv ed one or more

ev en ts.

5. If this 
ag w as previously clear, a resc hedule is requested.

Only information whic h is read-only to the user is examined during the call,

m uc h reducing the n um b er of consistency c hec ks that need to b e p erformed at

in v o cation time. The pro cedure is implemen ted as the event P ALco de call and

the en tire co de, including c hec ks and error conditions, consists of 87 mac hine

instructions. F or a m ultipro cessor v ersion the co de w ould b e sligh tly longer, to

include spinlo c ks on the ev en t structures.

The ev en t deliv ery mec hanism in the v ersion of Nemesis describ ed herein is

quite conserv ativ e ab out resc hedules: it requests a sc hedule whenev er the target

domain has not receiv ed an y ev en ts since it last executed. Ev en t deliv ery w as

exp ected to b e more common than resc hedules, so it w as imp ortan t to mak e the

event op eration v ery fast.

With exp erience, this tradeo� has pro v ed inappropriate. Domains tend to

b e sc heduled quite frequen tly and so the sc heduler is en tered as a result of most

event calls, often unnecessarily . The new v ersion of Nemesis has a P ALco de
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whic h only en ters the sc heduler if the target is blo c k ed or actually running.

Otherwise, ev en t pro cessing b y the sc heduler is deferred un til it is en tered for

other reasons.

An imp ortan t asp ect of the ev en t mec hanism is that while it acts as a hin t

to the sc heduler, causing it to un blo c k or reactiv ate a domain as necessary , the

sending of an ev en t do es not in itself force a resc hedule. Th us comm unication b e-

t w een domains is decoupled from sc heduling decisions to the exten t that resource

con tracts are not a�ected b y the transmission of ev en ts.

4.6.3 Connecting and Disconnecting End-P oin ts

The pro cess of ev en t c hannel setup is carried out as m uc h as p ossible within

the t w o domains in v olv ed. A privileged third part y is required to p erform t w o

functions:

� Acting as an exc hange for routing initial connection requests.

� Filling in the ev en t �elds not writable b y the domains.

This third part y is called the Binder. Ev ery domain is started up with initial

ev en t c hannels to and from the Binder, and these are used for connection requests.

Figure 4.7 sho ws the in teraction with the Binder when domain d

1

wishes to set

up a connection to send ev en ts to d

2

.

Binder
domain

Domain d2Domain d1

4
(c2)

3
(rx, c2)

2
(d1, s, c1)

1
(tx, d2, s, c1)

Figure 4.7: Ev en t Channel Connection Setup

6

W ritten b y P aul Barham.
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A similar thing happ ens when the initiator wishes to receiv e ev en ts, or set

up t w o ev en t c hannels, one eac h w a y . Connection setup tak es the form of t w o

in ter-domain RPC calls, one nested within another:

1. Domain d

1

sends a request to the Binder sp ecifying a transmit end-p oin t

it has allo cated for itself ( tx ), the target domain d

2

, a service iden ti�er s ,

and a co okie c

1

. s is a 64-bit iden ti�er used to iden tify what domain d

1

actually w an ts to talk to in d

2

. c

1

is another 64-bit n um b er t ypically used

b y the In ter-domain Comm unication mec hanism to pass shared memory

addresses, but it is ignored b y the Binder.

2. The Binder then calls a metho d of an in terface in domain d

2

passing the

iden ti�er of d

1

, s and c

1

. This in terface has previously b een registered with

the Binder b y d

2

.

3. If the connection request is accepted, d

2

returns to the Binder a receiv e

end-p oin t that it has allo cated ( r x ) together with c

2

, a co okie of its o wn.

4. The Binder �lls in the �elds of the t w o end-p oin ts tx and r x , th us creating

the c hannel.

5. The �rst call returns with the co okie c

2

. The connection has no w b een

made.

This is the only in teraction required with the Binder. Close do wn of ev en t

c hannels is p erformed b y the close P ALco de routine, whic h zero es the p eer

information in b oth end-p oin ts. The represen tation of end-p oin t states within

the domain is c hosen so that this represen ts the dead state. If the caller is on

the transmit side, the P ALco de also sends an ev en t of v alue zero to the receiving

domain. This has the e�ect of alerting the domain to the demise of the c hannel.

A c hannel closed b y a receiv er will cause an exception to the sender next time it

tries to send on it.

4.7 Device Handling and In terrupts

The Nemesis sc heduler as describ ed pro vides e�cien t sc heduling of domains with

clear allo cation of CPU time according to QoS sp eci�cations. In terrupts presen t

a problem to the sc heduler, ho w ev er, b ecause CPU cycles used in the execution

of an in terrupt service routine are di�cult to accoun t to a particular domain.
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In terrupts cause other problems for a system whic h attempts to giv e guar-

an tees on a v ailable time. In most existing op erating systems, the arriv al of an

in terrupt usually causes a task to b e sc heduled immediately to handle the in ter-

rupt, preempting whatev er is running. The sc heduler itself is usually not in v olv ed

in this decision: the new task runs as an in terrupt service routine.

The in terrupt service routine (ISR) for a high in terrupt rate device can there-

fore hog the pro cessor for long p erio ds, since the sc heduler itself hardly gets a

c hance to run, let alone another pro cess. [Dixon92 ] describ es a situation where

careful prioritising of in terrupts led to high throughput, but with most in terrupts

disabled for a high prop ortion of the time.

Sensible design of hardw are in terfaces can alleviate this problem, but devices

designed with this b eha viour in mind are still rare, and moreo v er they do not

address the fundamen tal problem: sc heduling decisions are b eing made b y the

in terrupting device and in terrupt dispatc hing co de, and not b y the system sc hed-

uler, e�ectiv ely b ypassing the p olicing mec hanism.

The solution adopted in Nemesis decouples the in terrupt itself from the do-

main whic h is handling the in terrupt source. Device driv er domains register an

in terrupt handler

7

with the system, whic h is called b y the in terrupt dispatc h

P ALco de with a minim um of registers sa v ed. This ISR t ypically clears the con-

dition, disables the source of the in terrupt, and sends an ev en t to the domain

resp onsible. This sequence is su�cien tly short that it can b e ignored from an

accoun ting p oin t of view. F or example, the ISR for the LANCE Ethernet driv er

on the Sandpip er

8

is 12 instructions long.

Since an y domain can b e running when the ISR is executed, a P ALco de trap

called kevent is used b y the ISR to send the ev en t. This call is similar to event

but b ypasses all c hec ks and allo ws the caller to sp ecify a receiv e end-p oin t directly .

It can only b e executed from k ernel mo de.

4.7.1 E�ect of In terrupt Load

A t lo w load, the un blo c king latency hin t l can b e used b y the device driv er domain

to resp ond to in terrupts with lo w latency if necessary , while in terrupts whic h do

not need to b e serviced quic kly (suc h as those from serial lines) do not disturb

the sc heduling of other tasks.

7

Actually a closure of t yp e KernelEntryPoint .

8

W ritten b y P aul Barham.
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A t a high in terrupt rate from a giv en device, at most one pro cessor in terrupt is

tak en p er activ ation of the driv er domain, and the sc heduling mec hanism prev en ts

the driv er from hogging the CPU. As the activit y in the device approac hes the

maxim um that the driv er has time to pro cess with its CPU allo cation, the driv er

rarely has time to blo c k b efore the next action in the device that w ould cause

an in terrupt, and so con v erges to a situation where the driv er p olls the device

whenev er it has the CPU.

When device activit y is more than the driv er can pro cess, o v erload o ccurs.

Device activit y whic h w ould normally cause in terrupts is ignored b y the system

since the driv er cannot k eep up with the device. This is deemed to b e more

desirable than ha ving the device sc hedule the pro cessor: if the driv er has all the

CPU cycles, the `clien ts' of the device w ouldn't b e able to do an ything with the

data an yw a y . If they could, then the driv er is not b eing giv en enough pro cessor

time b y the domain manager. The system can detect suc h a condition o v er a

longer p erio d of time and reallo cate pro cessor bandwidth in the system to adapt

to conditions.

4.8 Comparison with Related w ork

The clien t in terface to the Nemesis sc heduler is a dev elopmen t of that used in the

Nemo system; [Hyden94 ] giv es an extensiv e surv ey of related sc hemes as w ell as

describing Nemo in detail. This section presen ts a selection of sc heduling systems

not already men tioned whic h are of relev ance to Nemesis.

4.8.1 Sc heduling

The Psyc he system [Scott90] aims to supp ort a n um b er of di�eren t sc heduling

p olicies and pro cess mo dels o v er the same hardw are. Psyc he uses an up call

mec hanism to notify a user-lev el sc heduler that it had receiv ed service b y a virtual

pro cessor , whic h is analogous to a k ernel thread in a traditional system. Up calls

are also used to supp ort user-lev el threads pac k ages in systems suc h as Sc heduler

Activ ations [Anderson92 ], but these systems rely on k ernel threads in some form,

adding to the n um b er of register con text switc hes needed and the amoun t of

state required in the k ernel. The underlying k ernel-lev el sc heduler in all cases

do es not use �ne-grained allo cation of time, and time is not presen ted explicitly

to the user-lev el sc hedulers as a useful aid to sc heduling. Psyc he also pro vides a
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re-activ ation prior to de-sc heduling as a hin t to the user pro cess that it is ab out

to lose the pro cessor. Suc h a mec hanism w as though t unnecessary in Nemesis,

where applications are exp ected to adapt their b eha viour o v er longer time scales

than single time slices.

V arious algorithms ha v e b een pro duced to deliv er a share of the CPU rather

than priorities. A recen t example, Lottery Sc heduling [W aldspurger94 ] emplo ys

an in teresting sc heduler whic h uses a random probabilistic allo cation of CPU

time. The abstraction used is that of tic k ets in a lottery: the more tic k ets a

pro cess has, the more lik ely it is to `win' the next sc heduling slot, and so the

greater the share of the CPU it receiv es in the long run. The lottery mo del

cop es nicely with nested allo cations of CPU time, but do es not giv e a notion of

the passage of real time, or allo w domains to sp ecify a particular gran ularit y of

allo cation. Lik e the F a wn system, allo cation is based on a �xed tic k er (100ms

in this case), allo wing no precision in sc heduling b elo w this lev el. F urthermore,

extra time in the system is implicitly handed out equally to all domains: there is

no ro om for a tailor-able allo cation p olicy .

Pro cessor Capacit y Reserv es [Mercer93 ] is a sc heme similar to Nemesis in

sp ecifying the service required b y an application in terms of pro cessor bandwidth.

Ho w ev er, the problem of shared serv ers is addressed b y ha ving clien ts transfer

resource reserv ations to the serv er, with the serv er c harging time to the clien t.

This can create problems of QoS crosstalk b et w een domains and also fails to

address the problem of blo c king sync hronisation b et w een domains. Nor is the

allo cation of slac k time addressed: all pro cesses are sc heduled as b est-e�ort during

slac k time in the system.

4.8.2 Comm unication and In terrupts

The metho d of in terrupt handling in Nemesis somewhat resem bles `structured

in terrupts' [Hills93 ], though the presence of a QoS -based sc heduler giv es consid-

erably more incen tiv e to use them.

A t least one recen t A TM in terface [Smith93 ] has resorted to p olling on a

p erio dic timer in terrupt to alleviate the problem of high in terrupt rates. Nemesis

naturally con v erges to a p olling system at high loads but retains the b ene�ts of

in terrupt-driv en op eration when system load is lo w.
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In terms of in ter-pro cess comm unication, few systems ha v e separated sig-

nalling, sync hronisation and data transfer to the exten t that Nemesis has. Most

k ernels (suc h as Mac h [Accetta86 ] or Chorus [Rozier90 ]) pro vide blo c king syn-

c hronisation primitiv es for k ernel threads and message passing for in ter-domain

comm unication. Nemesis has no k ernel threads and relies on user-space function-

alit y for data transfer. This di�erence is addressed in more detail in c hapter 5.

4.9 Ev aluation

T o examine the b eha viour of the sc heduler under load, a set of domains w ere

run o v er the Sandpip er v ersion of the k ernel, with a sc heduler whic h used the

pro cessor cycle coun ter to record the length of time eac h domain ran b et w een

resc hedules. The mix of domains w as c hosen to represen t device driv ers, appli-

cations using blo c king comm unication, and `free-running' domains able to mak e

use of all a v ailable CPU cycles. The full set w as as follo ws:

� The middlc compiler, in a lo op compiling a set of in terface de�nitions. This

domain did not p erform an y comm unication, and simply ran `
at out'.

� An application to dra w an animation of a spacecraft on the screen, and

prin t logging information to the console driv er using blo c king lo cal RPC.

Tw o instan tiations of this application w ere emplo y ed.

� A console daemon, consisting of an in terrupt driv en UAR T driv er and an

RPC service used b y the spacecraft domains.

� An Ethernet monitor, whic h resp onded to eac h pac k et receiv ed from the

Ethernet in terface in promiscuous mo de and generated a graph of net w ork

load on the screen.

F or an initial run, the QoS parameters used in table 4.1 w ere used. The results

are sho wn in �gure 4.8.

In these graphs eac h data p oin t represen ts the CPU time used b y a domain

since the previous p oin t. P oin ts are plotted when a domain passes a deadline

(and so receiv es a new allo cation of CPU time), or when it blo c ks or un blo c ks.

This represen tation is c hosen b ecause it mak es clear exactly what the sc heduler is

doing at eac h p oin t, information that w ould b e obscured b y in tegrating the time
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Figure 4.8: CPU allo cation under 70% load.
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Figure 4.9: CPU allo cation under 100% load.
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QoS parameters ( � s)

p s l CPU share

Console daemon 14000 1400 14000 10%

Ethernet monitor 2000 200 200 10%

Spacecraft 1 10000 100 10000 10%

Spacecraft 2 10000 2000 10000 20%

Middl compiler 25000 5000 25000 20%

T otal: 70%

T able 4.1: QoS parameters used in �gure 4.8

QoS parameters ( � s)

p s l CPU share

Console daemon 14000 350 14000 2.5%

Ethernet monitor 4000 160 160 4%

Spacecraft 1 10000 2000 10000 20%

Spacecraft 2 10000 4350 10000 43.5%

Middl compiler 25000 7500 25000 30%

T otal: 100%

T able 4.2: QoS parameters used in �gure 4.9
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used o v er one or more allo cation p erio ds. Short v ertical troughs in the traces for

spacecraft domains corresp ond to blo c ks.

Allo cation of guaran teed CPU time is clearly fairly accurate. Accoun ting and

sc heduling within Nemesis is p erformed at the gran ularit y of the system clo c k,

whic h in this case is 122 � s. Th us a small amoun t of jitter is in tro duced in to eac h

domain's allo cation on ev ery resc hedule. This is the reason wh y middlc has a

higher jitter than the other domains: since its p erio d is longer, it will exp erience

more resc hedules p er p erio d.

Figure 4.8 sho ws that the pseudo-random algorithm for allo cating extra time

lea v es something to b e desired: the allo cation to a giv en domain is fair o v er a

long time scale, but can v ary wildly from p erio d to p erio d.

4.9.1 Beha viour Under Hea vy Load

The next run used the QoS parameters sho wn in table 4.2.

In theory all the pro cessor time in the system w as committed at this p oin t,

although since the console driv er is blo c k ed for m uc h of the time there is still a

small amoun t of leew a y . Figure 4.9 sho ws the result: con tracted time allo cation

is still v ery stable, ev en when the amoun t of slac k time a v ailable to domains is

small.

4.9.2 Dynamic CPU reallo cation

An imp ortan t feature of Nemesis is its abilit y to reallo cate resources dynamically ,

under user or program con trol. Figure 4.10 sho ws this in action. The exp erimen t

used the same QoS parameters in table 4.2, except the slice length for some

domains w as altered at roughly 5, 10 and 12 seconds in to the exp erimen t. The

v alues of s used are sho wn in table 4.3.

This reallo cation w as ac hiev ed b y simply altering the v alues of the s �eld in

the domain con trol blo c ks, and sho ws ho w the sc heduler can cop e immediately

with the new distribution of resources, ev en when the system load is pushed up

to 100%. In practice this reallo cation w ould b e sub ject to an admission con trol

pro cedure to ensure that the pro cessor w as nev er o v er-committed.
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Figure 4.10: Dynamic CPU reallo cation.
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Figure 4.11: CPU allo cation to Ethernet driv er
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V alue of s ( � s)

0-5 sec. 5-10 sec. 10-12 sec. 12-22 sec.

Spacecraft 2 3000 4250 4250 5350

Middl compiler 7500 7500 5000 5000

T otal CPU share committed

86.5% 99% 89% 100%

T able 4.3: Changes in CPU allo cation in �gure 4.10

4.9.3 E�ect of In terrupt Load

Figure 4.11 illustrates the e�ectiv e decoupling of domain sc heduling from in ter-

rupt handling in Nemesis. It sho ws a trace of time allo cated to the Ethernet

load monitor during the exp erimen t sho wn in �gure 4.9. The load monitor uses

the LANCE Ethernet in terface on the Sandpip er in promiscuous mo de to dra w a

bar on the screen corresp onding to curren t Ethernet usage. The reception of an

Ethernet pac k et causes an in terrupt, whic h in turn causes an ev en t to b e sen t to

the domain.

The �rst p oin t to note is that most of the time, a resc hedule is o ccurring

up on the receipt of ev ery pac k et on the net w ork. Despite this, and the relativ ely

lo w CPU allo cation giv en to the domain (4% of the total a v ailable), almost all

Ethernet pac k ets are pro cessed.

The second and more imp ortan t p oin t is that this activit y is not in terfer-

ing with the rest of the system. The load monitor is running with sligh tly less

CPU time guaran teed to it than it really requires: during the 18 seconds of the

run ab out 12 bu�er o v erruns o ccurred

9

. Since the system as a whole is hea vily

committed, the time a v ailable to the domain has b een limited and the in terrupt

rate on the device is prev en ted from impacting on the p erformance of the other

domains in the system.

9

The monitor is capable of pro cessing ev ery pac k et if it is giv en ab out 5% of the pro cessor.
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4.9.4 Sc heduler Ov erhead

T o obtain an idea of ho w m uc h of the pro cessor's time w as sp en t sc heduling, the

sc heduler w as instrumen ted using the pro cessor cycle coun ter on the 21064 pro-

cessor. The system w as run with a set of 7 domains: 6 application domains whic h

drew animations on the screen and p erformed RPCs to write logging information

to a 7th domain implemen ting an in terrupt-driv en console driv er. Resc hedules

w ere therefore b eing caused b y time-slicing in terrupts, ev en ts sen t b y domains,

blo c k requests from domains, and ev en ts generated b y the UAR T in terrupt ser-

vice routines. This pro vided a plausible appro ximation to the system under real

load.

Eac h of the application domains w as receiving a guaran teed 400 � s of pro cessor

time ev ery 3600 � s, and the console driv er w as receiving 1400 � s ev ery 14000 � s.

The system w as therefore ab out 77% committed. An 8th domain, the Domain

Manager, w as blo c k ed throughout the run. 30000 passes through the sc heduler

w ere observ ed; this to ok ab out 5 seconds. The cac he artifacts rep orted in c hapter

3 caused some problems, but a coheren t picture emerged. Figure 4.12 sho ws the

distribution of times tak en to calculate a new sc hedule.
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Figure 4.12: Distribution of resc hedule times

The sc heduler can execute extremely fast: the lo w est time observ ed so far
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is 1.37 � s not including con text switc h o v erhead, and most sc hedules tak e under

4 � s. The four p eaks in the graph corresp ond to tasks the sc heduler ma y or ma y

not need to p erform during the course of a resc hedule, namely:

1. The case when no priorit y queue manipulation is required; it is this case

whic h is most lik ely to b e pro duced b y the ev en t deliv ery optimisations

men tioned in section 4.6.2.

2. Mo ving one sdom b et w een Q

r

and Q

w

.

3. Handling the arriv al of ev en ts, including blo c king and un blo c king domains.

Also mo ving more than one domain b et w een queues.

4. Com binations of 2 and 3.

The sc heduler is not a w ell-tuned piece of soft w are at presen t: is w as writ-

ten with comprehensibilit y and ease of exp erimen tation in mind more than ra w

p erformance. Despite this, it represen ts on a v erage less than 2% o v erhead at the

fastest resc hedule rate p ossible on a Sandpip er (ab out once ev ery 122 � s). The

cost of un blo c king domains could b e signi�can tly reduced b y re-implemen ting the

algorithm whic h �nds the domain to un blo c k: it is curren tly a linear scan of the

queue

10

.

4.9.5 Sc heduler Scalabilit y

The execution time of the sc heduler dep ends on the n um b er of domains b eing

sc heduled. Aside from the un blo c king searc h men tioned ab o v e, the dep endency

is en tirely due to the queue manipulation functions. The queues are implemen ted

as heaps, so one w ould exp ect the relation b et w een resc hedule time and n um b er

of domains to b e logarithmic.

Figure 4.13 sho ws the result of p erforming the exp erimen t in section 4.9.4 with

v arying n um b ers of domains, altering the allo cation p erio d for the application

domains to k eep their total pro cessor bandwidth at 67%, with slices of 400 � s.

The results tend to supp ort the h yp othesis that sc heduling o v erhead is logarithmic

with the n um b er of domains. F urthermore the incremen tal cost of extra domains

10

A t time of writing, a new v ersion of Nemesis incorp orates mo di�cations to the sc heduler

b y Da vid Ev ers to remo v e this b ottlenec k.
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Figure 4.13: Cost of resc hedule with increasing n um b er of domains

ab o v e ab out 10 is v ery small (a few nanoseconds), resulting in an highly scalable

as w ell as e�cien t sc heduler.

The anomaly in the case of 3 domains is b eliev ed to b e an artifact of the heap

manipulation pro cedures.

4.9.6 Ev en t deliv ery

The time tak en to deliv er an ev en t to a domain has b een measured at roughly

2.3 � s. This do es not include the sc heduler pro cessing required. In a hea vily

loaded system ev en t pro cessing for sev eral domains will b e p erformed in a single

pass through the sc heduler, resulting in a reduction in this o v erhead o v er all

domains.

Section 5.5.1 presen ts the results of timing RPC calls built o v er the ev en t

mec hanism.
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4.10 Summary

This c hapter has discussed sc heduling in op erating systems, and in particular the

requiremen ts of con tin uous media applications, whic h frequen tly o ccup y a region

distinct from hard and soft real-time applications but are still time-sensitiv e.

The form and meaning of a QoS sp eci�cation with regard to CPU time has b een

discussed.

V arious approac hes to sc heduling in m ulti-service op erating systems ha v e b een

describ ed, culminating in the sc heduler used in Nemesis. The latter separates the

general QoS-based sc heduling problem in to t w o comp onen ts: that of deliv ering

guaran teed CPU time and that of allo cating slac k time in the system. The �rst

problem is mapp ed on to one whic h is solv ed using Earliest Deadline First tec h-

niques whilst still enabling strict p olicing of applications. The presen t solution

to the second problem is simple and reasonably e�ectiv e; re�ning it is a sub ject

for future researc h.

The sc heduler is fast, scalable, and p ermits domains to b e sc heduled e�cien tly

sub ject to QoS con tracts ev en when nearly all pro cessor time has b een con tracted

out to domains. F urthermore, allo cation of pro cessor share to domains can b e

easily v aried dynamically without requiring an y complex sc heduling calculations.

The clien t in terface to the sc heduler is based on the idea of activ ations. It

mak es applications a w are of their CPU allo cation and pro vides a natural basis

for the implemen tation of application-sp eci�c threads pac k ages, of whic h sev eral

ha v e b een pro duced.

The only k ernel-pro vided mec hanism for in ter-domain comm unication is the

ev en t c hannel, whic h transmits a single v alue along a unidirectional c hannel.

Ev en t arriv al un blo c ks a blo c k ed domain and causes reactiv ation in a running

domain.

In terrupts are in tegrated at a lo w lev el b y means of simple �rst-lev el in ter-

rupt handlers with most pro cessing o ccurring within application domains. The

activ ation in terface allo ws this to b e ac hiev ed with a small in terrupt latency at

lo w mac hine load, and the p olicing mec hanism ensures that high in terrupt rates

do not starv e an y pro cesses under high load.
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Chapter 5

In ter-Domain Comm unication

The basic metho d for comm unication b et w een Nemesis domains is the ev en t c han-

nel mec hanism describ ed in c hapter 4. Ho w ev er, it is clearly desirable to pro vide

facilities for comm unication at a higher lev el of abstraction. These comm unica-

tion facilities come under the general heading of In ter-Domain Comm unication

(IDC).

Nemesis pro vides a framew ork for building IDC mec hanisms o v er ev en ts. Use

is made of the run-time t yp e system to allo w an arbitrary in terface to b e made

a v ailable for use b y other domains. The basic paradigm is dictated b y the Middl

in terface de�nition language: Remote Pro cedure Call (RPC) with the addition

of `announcemen t' op erations, whic h allo w use of message passing seman tics.

This c hapter discusses the nature of IDC in general, and then describ es in

detail the Nemesis approac h to in ter-domain binding and in v o cation, including

optimisations whic h mak e use of the single address space and the system's no-

tion of real time to reduce sync hronisation o v erhead and the need for protection

domain switc hes.

5.1 Goals

Most op erating systems pro vide a basic IDC mec hanism based on passing mes-

sages b et w een domains, or using RPC [Birrell84 ]. The RPC paradigm w as c hosen

as the default mec hanism for Nemesis, b ecause it �ts in w ell with the use of in-

terfaces, and do es not preclude the use of other mec hanisms.
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The use of an RPC paradigm for comm unication in no w a y implies the tra-

ditional RPC implemen tation tec hniques (marshalling in to bu�er, transmission

of bu�er, unmarshalling and dispatc hing, etc.). This should not b e surprising,

since RPC is itself an attempt to mak e comm unication lo ok lik e lo cal pro cedure

call. There are cases where the RPC programming mo del is appropriate, but the

underlying implementation can b e radically di�eren t. In particular, with the ric h

sharing of data and text a�orded b y a single address space, a n um b er of highly

e�cien t implemen tation options are a v ailable.

F urthermore, there are situations where RPC is clearly not the ideal paradigm:

for example, bulk data transfer or con tin uous media streams are often b est han-

dled using an out-of-band RPC in terface only for con trol. [Nicolaou90 ] describ es

early w ork in tegrating an RPC system for con trol with a t yp ed stream-based

comm unication mec hanism for transfer and sync hronisation of con tin uous media

data.

The aim in building RPC-based IDC in Nemesis w as not to constrain all

comm unication to lo ok lik e traditionally-impl emen ted RPC, but rather to:

1. pro vide a con v enien t default comm unication mec hanism,

2. allo w a v ariet y of transp ort mec hanisms to b e pro vided b ehind the same

RPC in terface, and

3. allo w other comm unication paradigms to b e in tegrated with the IDC mec h-

anism and co exist with (and emplo y) RPC-lik e systems.

5.2 Bac kground

The design of an RPC system has to address t w o groups of problems: the cre-

ation and destruction of bindings , and the comm unication of information across

a binding.

Op erating systems researc h to date has tended to fo cus on optimising the

p erformance of the comm unication systems used for RPCs, with relativ ely little

atten tion giv en to the pro cess of binding to in terfaces. By con trast, the �eld of

distributed pro cessing has sophisticated and w ell-established notions of in terfaces

and binding.
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5.2.1 Binding

In order to in v ok e op erations on a remote in terface, a clien t requires a lo cal

in terface encapsulating the engineering needed for the remote in v o cation. This

is sometimes called an in v o cation reference . In the con text of IDC a binding is

an asso ciation of an in v o cation reference with an in terface instance. In Nemesis

IDC an in v o cation reference is a closure p oin ter of the same t yp e as the remote

in terface, in other w ords, it is a surrogate for the remote in terface.

An in terface reference is some ob ject con taining the information needed to

establish a binding to a giv en in terface. T o in v ok e op erations on a remote in ter-

face, a clien t has to ha v e acquired an in terface reference for the in terface. It m ust

�rst establish a binding to the in terface (so acquiring an in v o cation reference),

and then use the in v o cation reference to call op erations in the remote in terface.

An in terface reference can b e acquired in a v ariet y of w a ys, but it t ypically

arriv es in a domain as a result of a previous in v o cation. Name serv ers or traders

pro vide services b y whic h clien ts can request a service b y sp ecifying its prop erties.

An in terface reference is matc hed to the service request and then returned to the

clien t. Suc h services can b e em b edded in the comm unication mec hanism, but if

in terface references are �rst-class data t yp es (as they are in Nemesis) traders are

simply con v en tional services implemen ted en tirely o v er the IDC mec hanism. This

leads to a programming mo del where it is natural to create in terface references

dynamically and pass them around at will.

In the lo cal case (describ ed in c hapter 3), an in terface reference is simply a

p oin ter to the in terface closure, and binding is the trivial op eration of reading the

p oin ter. In the case where comm unication has to o ccur across protection domain

b oundaries (or across a net w ork), the in terface reference has to include rather

more information and the binding pro cess is corresp ondingly more complex.

Strictly sp eaking, there is a subtle distinction b et w een creating a binding

(simply an asso ciation) and establishing it (allo cating the resources necessary to

mak e an in v o cation). This distinction is often ignored, and the term in terface

reference used to refer to an in v o cation reference. This leads to systems where the

true in terface reference itself is hidden from the clien t, whic h only sees in v o cation

references.
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Implicit binding

An implicit binding mec hanism creates the engineering state asso ciated with a

binding in a manner in visible to the clien t. An in v o cation whic h is declared to

return an in terface reference actually returns a closure for a v alid surrogate for

the in terface. Creation of the surrogate can b e p erformed at an y stage b et w een

the arriv al of the in terface reference in an application domain and an attempt

b y the application to in v ok e an op eration on the in terface reference. Indeed,

bindings can time out and then b e re-established on demand.

The k ey feature of the implicit binding paradigm is that information ab out

the binding itself is hidden from the clien t, who is presen ted with a surrogate

in terface indistinguishable from the `real thing'.

Implicit binding is the approac h adopted b y man y distributed ob ject systems,

for example Mo dula-3 Net w ork Ob jects [Birrell93 ] and CORBA [Ob j91]. It is

in tuitiv e and easy to use from the p oin t of view of a clien t programmer. F or

man y applications, it pro vides all the functionalit y required, pro vided that a

garbage collector is a v ailable to destro y the binding when it is no longer in use.

The Spring op erating system [Hamilton93a ] is one of the few op erating sys-

tems with a clear idea of binding. Binding in Spring is implicit. It uses the

concept of do ors , whic h corresp ond to exp orted in terfaces. A clien t requires a

v alid lo cal do or iden ti�er to in v ok e an op eration on a do or; an iden ti�er is b ound

to a do or b y the k ernel when the do or in terface reference arriv es in the domain.

Binding is hidden not only from the clien t but also from the serv er, whic h is gener-

ally una w are of the n um b er of clien ts curren tly b ound to it. Spring allo ws a serv er

to sp ecify one of a n um b er of mec hanisms for comm unication when the service

is �rst o�ered for exp ort. These services are called sub con tracts [Hamilton93b ].

Ho w ev er, there is no w a y for the mec hanism to b e tailored to a particular t yp e

of service.

Explicit binding

T raditional RPC systems ha v e tended to require clien ts to p erform an explicit

bind step due to the di�cult y of implemen ting generic implicit binding. The ad-

v en t of ob ject-based systems has recen tly made the implicit approac h prominen t

for the adv an tages men tioned ab o v e.
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Ho w ev er, implicit binding is inadequate in some circumstances, due to the

hidden nature of the binding mec hanism. It assumes a single, `b est e�ort' lev el

of service, and precludes an y explicit con trol o v er the duration of the binding.

Implicit binding can therefore b e ill-suited to the needs of time-critical applica-

tions.

Instead, bindings can b e established explicitly b y the clien t when needed. If

binding is explicit, an op eration whic h returns an in terface reference do es not

create a surrogate as part of the unmarshalling pro cess, but instead pro vides a

lo cal in terface whic h can b e later used to create a binding. This in terface can

allo w the duration and qualities of the binding to b e precisely con trolled at bind

time with no loss in t yp e safet y or e�ciency . The price of this lev el of con trol is

extra application complexit y , whic h arises b oth from the need to parametrise the

binding and from the loss of transparency: acquiring an in terface reference from

a lo cally-implemen ted in terface can no w b e di�eren t from acquiring one from a

surrogate.

Some recen t researc h, notably ANSA Phase I I I [Ot w a y94 ], is dev eloping so-

phisticated binding mo dels whic h are t yp e-safe and encompass b oth implicit and

explicit binding to supp ort QoS sp eci�cation at the lev el of RPC in v o cations.

Muc h terminology used in this c hapter is b orro w ed from the ANSA Binding

Mo del, and Nemesis IDC binding shares man y concepts with ANSA.

Finally , note that the b eha viour of the serv er is indep enden t of whether clien t

binding is p erformed explicitly or implicitly , since the same comm unication mec h-

anism is lik ely to b e used in b oth cases for setting up the binding.

5.2.2 Comm unication

The comm unication asp ect of IDC (ho w in v o cations o ccur across a binding) is

indep enden t of the binding mo del used. Ideally , an IDC framew ork should b e

able to accommo date n umerous di�ering metho ds of data transp ort within the

computational mo del. Curren t op erating systems whic h supp ort RPC as a lo cal

comm unications mec hanism tend to use one of t w o approac hes to the problem of

carrying a pro cedure in v o cation across domain b oundaries: message passing and

thread tunnelling.
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Message P assing

One approac h is to use the same mec hanism as that used for remote (cross-

net w ork) RPC calls: a bu�er is allo cated, argumen ts are marshalled in to it, and

the bu�er is `transmitted' to the serv er domain via the lo cal v ersion of the net w ork

comm unication mec hanism. The clien t then blo c ks w aiting for the results to come

bac k. In the serv er a thread is w aiting on the comm unication c hannel, and this

thread un blo c ks, pro cesses the call, marshals results in to a bu�er and sends it

bac k. The clien t thread is w ok en up, unmarshals the results, and con tin ues.

Muc h recen t researc h has concen trated on reducing the latency for this kind

of in v o cation, mostly b y raising the lev el at whic h the optimisations due to the

lo cal case are p erformed. Since the lo cal case can b e detected when the binding

is established, an en tirely di�eren t marshalling and transmission mec hanism can

b e used, and hidden b ehind the surrogate in terface. F requen tly one bu�er is used

in eac h direction, mapp ed in to b oth domains with appropriate protection righ ts.

This means the bu�er itself do es not need to b e copied, v alues are simply written

in on one side and read out on the other.

The ultimate latency b ottlenec k in message-passing comes do wn to the time

tak en to cop y the argumen ts in to a bu�er and p erform a con text switc h, thereb y

in v oking the system sc heduler.

Thread tunnelling

This b ottlenec k can often b e eliminated b y lea ving the argumen ts where they

are when the surrogate is called (i.e., in registers), and `tunnelling' the thread

b et w een protection domains. Care m ust b e tak en with regard to protection of

stac k frames, etc, but v ery lo w latency can b e ac hiev ed. The sc heduler itself can

b e b ypassed, so that the call simply executes a protection domain switc h.

Ligh t w eigh t RPC [Bershad90 ] replaced the T aos RPC mec hanism for the case

of same mac hine in v o cations with a sophisticated thread-tunnelling mec hanism.

Eac h RPC binding state includes a set of shared regions of memory main tained

b y the k ernel called A-stac ks , whic h hold a partial stac k frame for a call, and a

set of link age records . Eac h thread has a c hain of link age records, whic h hold

return addresses in domains and are used to patc h the A-stac k during call return

for securit y . LRPC uses a feature of the Mo dula-2+ calling con v en tions to hold

the stac k frame for the call in the A-stac k, while executing in the serv er on a
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lo cal stac k called the E-stac k, whic h m ust b e allo cated b y the k ernel when the

call is made. V arious cac hing tec hniques are used to reduce the o v erhead of this

op eration so that it is insigni�can t in the common case. T o address the problem

of threads b eing `captured' b y a serv er domain, a facilit y is pro vided for a clien t

to create a new thread whic h app ears to ha v e returned from a giv en call.

F or RPC calls whic h pass argumen ts to o large to b e held in registers, or whic h

require k ernel v alidation, other mec hanisms m ust b e used. F or example, Spring

falls bac k on message passing for large parameters, and the n ucleus m ust p erform

access con trol and binding when do ors are passed b et w een domains.

A sligh tly di�eren t approac h is used b y the Opal system [Chase93 ]. Opal

uses binding iden ti�ers similar to Spring do ors, con v enien tly called p ortals. Call-

ing through a p ortal is a k ernel trap whic h causes execution at a �xed address

in the serv er protection domain. Unlik e do ors, ho w ev er, p ortals are named b y

system-wide iden ti�ers whic h can b e freely passed b et w een domains, and so an y-

one can try to call through a p ortal. Securit y is implemen ted through c hec k

�elds v alidated at call time, and passw ord capabilities. An RPC system based

on surrogates is built on top of this mec hanism. This approac h reduces k ernel

o v erhead o v er Spring at the cost of call-time p erformance.

In all cases, the p erformance adv an tage of thread tunnelling comes at a price:

since the thread has left the clien t domain, it has the same e�ect as ha ving blo c k ed

as far as the clien t is concerned. All threads m ust no w b e sc heduled b y the k ernel

(since they cross protection domain b oundaries), th us applications can no longer

reliably in ternally m ultiplex the CPU. Accoun ting information m ust b e tied to

k ernel threads, leading to the crosstalk discussed in c hapter 2.

5.2.3 Discussion

RPC in v o cations ha v e at least three asp ects:

1. The transfer of information from sender to receiv er, whether clien t or serv er

2. Signalling the transfer of information

3. The transfer of con trol from the sender to the receiv er

The thread tunnelling mo del ac hiev es v ery lo w latency b y com bining all comp o-

nen ts in to one op eration: the transfer of the thread from clien t to serv er, using
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the k ernel to sim ulate the protected pro cedure calls implemen ted in hardw are on,

for example, Multics [Organic k72 ] and some capabilit y systems suc h as the CAP

[Wilk es79]. These systems assumed a single, global resource allo cation p olicy , so

no sp ecial mec hanism w as required for comm unication b et w een domains.

With care, a message passing system using shared memory regions mapp ed

pairwise b et w een comm unicating protection domains can pro vide high through-

put b y amortising the cost of con text switc hes o v er sev eral in v o cations, in other

w ords b y ha ving man y RPC in v o cations from a domain outstanding. This sep-

aration of information transfer from con trol transfer is esp ecially b ene�cial in a

shared memory m ultipro cessor, as describ ed in [Bershad91].

Of equal imp ortance to Nemesis is that the coupling of data transfer and

con trol transfer in tunnelling systems can result in considerable crosstalk b et w een

applications, and can seriously imp ede application-sp eci�c sc heduling.

5.2.4 Design Principles

A go o d RPC system pro vides high throughput and lo w latency , and should b e

as easy as p ossible for a programmer to use without compromising 
exibilit y or

expressiv eness. A n um b er of design principles can b e iden ti�ed:

1. The in v o cation path should b e fast. In cases where it is acceptable to

sacri�ce securit y and other guaran tees in the in terest of p erformance, this

should b e p ossible without in tro ducing undue complexit y in to the API.

2. Since m uc h co de is shared, and re-compilation of co de is m uc h less frequen t

than the creation and destruction of services, as m uc h optimisation and

c hec king as p ossible should b e p erformed at compile time.

3. Since creation and destruction of connections to services is less frequen t

than in v o cations, as m uc h run time optimisation and c hec king as p ossible

should b e p erformed w ell b efore an y calls b et w een from a particular clien t

to a serv er are actually made.

4. T o supp ort an ob ject-based (or in terface-based) programming paradigm, it

should b e easy to create and destro y services dynamically , and pass refer-

ences to them freely around the system.
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5. The common case in the system should b e v ery simple to use, without

compromising the 
exibilit y needed to handle un usual cases.

Comm unication in Nemesis has b een designed with these goals in mind.

5.3 Binding in Nemesis

This section describ es ho w IDC bindings are created b et w een domains in Neme-

sis. Although designed for a single mac hine and address space, the arc hitecture

has man y similarities with ideas dev elop ed in the �eld of distributed naming

and binding, in particular ANSA Phase I I I. As a lo cal op erating system IDC

mec hanism, it has a n um b er of no v el features:

� All in terfaces are strongly t yp ed. Most t yp e c hec king is done at compile-

time. Run-time t yp e c hec king is highly e�cien t.

� Multiple classes of comm unication mec hanism are supp orted. The particu-

lar implemen tation of IDC transp ort is c hosen b y the serv er domain when

a service is exp orted.

� Optimisations can b e in tegrated transparen tly in to the system. These in-

clude the elimination of con text switc hes for in v o cations whic h do not alter

serv er state, and relaxation of sync hronisation conditions and securit y in

certain circumstances.

� Both implicit and explicit binding are supp orted. The binding mo del is

determined b y the clien t indep enden tly of the class of IDC comm unication

emplo y ed. Precise con trol o v er the duration and qualities of a binding is

p ossible.

5.3.1 Infrastructure

The system-wide infrastructure for IDC in Nemesis consists of the Binder and

ev en t deliv ery mec hanism (discussed in c hapter 4) and v arious mo dules, eac h of

whic h implemen ts a class of IDC transp ort. In addition, there are stub mo d-

ules whic h encapsulate co de sp eci�c to the remote in terface t yp e, and a n um b er

of supp ort ob jects whic h are instan tiated b y domains wishing to comm unicate.

These include ob ject tables and gatek eep ers.

88



Ob ject T ables

A domain has an ob ject table whic h can map an in terface reference either to a

previously created surrogate or to a `real' in terface closure, dep ending on whether

the service is lo cal or not. It is used in a similar w a y to the Mo dula-3 ob ject

table [Ev ers93 ], except that Nemesis do es not implemen t garbage collection.

Gatek eep ers

Most classes of IDC comm unication mec hanism use shared memory bu�ers for

comm unication of argumen ts and results. Th us when establishing a binding, b oth

clien t and serv er need to acquire regions of memory whic h are mapp ed read-only

to the other domain. A p er-domain service called a gatek eep er maps protection

domains to memory heaps. The precise mapping is domain-dep enden t: for ex-

ample, a domain ma y use a single, globally readable heap for all comm unication

when information leak age is not a concern, or can instan tiate new heaps on a p er-

protection domain basis. This allo ws a domain to trade o� securit y for e�ciency

of memory usage.

Stub mo dules

A stub mo dule implemen ts all the t yp e-sp eci�c IDC co de for an in terface t yp e.

This includes a n um b er of comp onen ts:

� An op eration table for the clien t surrogate. Eac h op eration marshals the

relev an t argumen ts, signals that the data is ready , and blo c ks the thread

w aiting for a reply . When this arriv es, it unmarshals the results, and if

necessary dispatc hes an y exceptions whic h ha v e b een raised.

� The dispatc h pro cedure for the serv er side. This is called b y the serv er

thread corresp onding to a binding when an in v o cation arriv es. It unmar-

shals argumen ts for the appropriate op eration, in v ok es the op eration in the

true in terface, catc hes an y exceptions and marshals them or the results in to

the bu�er.

� A stub record . This includes information on the t yp e of in terface this is a

stub mo dule for, together with information useful at bind time suc h as the

size of bu�ers needed for the binding.

89



A stub mo dule suc h as this can b e generated automatically b y the Middl com-

piler. Other stubs, implemen ting cac hing, bu�ering or the more sp ecialised opti-

misations men tioned b elo w can b e built from a mixture of generated and hand-

written co de. Stub mo dules are installed b y the system loader in a naming

con text whic h allo ws them to b e lo cated based on the t yp e they supp ort.

5.3.2 Creating an o�er

T o exp ort an IDC service, a domain uses an instance of an IDCTransport closure

t yp e. T ypically there will b e sev eral a v ailable, o�ering di�eren t classes of IDC

transp ort. The class of transp ort used determines the underlying comm unication

implemen tation to b e emplo y ed. The domain also uses an ob ject table (of t yp e

ObjectTbl ), whic h pro vides t w o closures. The �rst is used b y the domain to

register and lo okup in terface references and o�ers, and the second is in v ok ed b y

the system Binder when a clien t wishes to bind to an in terface that the domain

has exp orted.

The situation in �gure 5.1 sho ws a situation in whic h a domain has decided to

o�er for exp ort an in terface of t yp e FileSystem . The domain in v ok es the Offer

op eration of the IDCTransport , passing the FileSystem closure as a Type.Any .

The ObjectTbl is accessible through the p erv asiv e record.

IDCTransport

Server
Domain

ObjectTbl
BinderCallback

Offer(FileSystem_clp)

FileSystem

Figure 5.1: Creating a service o�er

If all go es w ell, the result should b e as sho wn in �gure 5.2. The IDCTransport

has created t w o new closures of t yp es IDCService and IDCOffer . The IDCService

closure allo ws the domain to con trol the op eration of the o�er, for example it al-

lo ws the o�er to b e withdra wn and the state asso ciated with it destro y ed. It also
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pro vides an op eration used in ternally for binding to the service. Not sho wn is

the stub mo dule, lo cated at this time b y lo oking up the name `FileSystem' in an

appropriate naming con text main tained b y the loader.

The IDCOffer itself is what is handed out to prosp ectiv e clien ts, for example it

can b e stored as a Type.Any in some naming con text. In other w ords, it functions

as an in terface reference. It is e�ectiv ely a mo dule (its op erations can b e in v ok ed

lo cally in an y domain), and it has a Bind op eration whic h attempts to connect

to the real service. The t yp e of service referred to b y an o�er is a v ailable as a

t yp e co de. The closure (co de and state) is assumed to b e a v ailable read-only to

an y domain whic h migh t wish to bind to it.

A �nal consequence of o�ering a service is that the o�er is registered in the

serv er domain's ob ject table. This is so that if the serv er domain receiv es the o�er

from another domain at some later stage, it can recognise it as a lo cal in terface

and need not p erform a full bind to it.

5.3.3 Binding to an o�er

Giv en an IDCOffer closure, a clien t can in v ok e the Bind op eration to attempt

to connect to the serv er. The IDCOffer op erates as a lo cal in terface, and uses

IDCTransport

IDCOffer

IDCService

IDCOffer

Server
Domain

Client
Domain

ObjectTbl
BinderCallback

FileSystem

Figure 5.2: The result of o�ering a service
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the clien t's lo cal state to call the Binder with a request to set up ev en t c hannels

to the serv er domain, passing the o�er in terface reference as an iden ti�er (�gure

5.3).

IDCTransport

IDCOffer

IDCService

IDCOffer

Server
Domain

Client
Domain

ObjectTbl
BinderCallback

Binder

Bind()

Connect()

Connect()

Bind()

Binder
FileSystem

Figure 5.3: An attempt to bind to an o�er

Since the clien t is e�ectiv ely executing some co de supplied b y the serv er in the

clien t's protection domain, there is conceiv ably a securit y problem here. Ho w ev er,

since all o�ers generated b y a particular transp ort class share the same op eration

table

1

, and the n um b er of di�eren t transp ort classes in the system is small, it is

a simple matter for a concerned clien t to cop y the closure record and v alidate the

address of the op eration table. A similar mec hanism is used in Spring.

The Binder in turn calls the ob ject table in the serv er domain, whic h deter-

mines whic h IDCService closure corresp onds to the o�er. The Bind op eration on

this closure is called. This in v o cation creates the state (shared memory bu�ers,

ev en t c hannel end-p oin ts, threads, etc.) for the binding. It also creates a closure

of t yp e IDCServerStub , whic h allo ws the serv er domain to close do wn a binding,

for example.

It is at this p oin t that access con trol on the in terface is exercised. Ho w this

is p erformed is, once again, up to the serv er. The ob ject table could hold access

con trol lists, for example. Alternativ ely , the IDCService could implemen t a

rather more application-sp eci�c p olicy . The exc hange of co okies can b e used for

more secure authen tication if necessary .

Information for creating the connection b et w een the clien t and serv er domains

is passed bac k to the Binder. The Binder connects the ev en t c hannel end-p oin ts

1

Regardless of t yp e
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in clien t and serv er domains, and returns from the call b y the IDCOffer in the

clien t's domain. Finally , the Bind call to the o�er returns after creating t w o

closures: the �rst is of the same t yp e as the service and acts as the surrogate.

The second is of t yp e IDCClient and allo ws the clien t domain to manipulate

the binding in certain w a ys (for example, to close it do wn). A t this stage the

situation lo oks lik e �gure 5.4. All the state required for the binding has b een

created in b oth clien t and serv er domains.

IDCTransport

IDCServerStub

IDCOffer

IDCService

IDCOffer

Server
Domain

Client
Domain

ObjectTbl
BinderCallback

Binder

Binder

Event Channels

FileSystem

IDCClient

FileSystem

Figure 5.4: The result of a successful bind

5.3.4 Naming of In terface References

In this binding system the in terface reference whic h is passed b et w een domains

is a p oin ter to the IDCOffer closure. P ossession of an in terface reference do es

not imply an y kind of access righ ts to the service. Rather, the in terface reference

is simply a lo w-lev el name for the service. Access con trol is carried out b y the

serv er domain at bind time, so the k ernel do es not need to enforce restrictions on

ho w in terface references are passed b et w een domains

2

.

2

In this resp ect, the statemen t concerning unguessable in terface references in Nemesis on

page 56 of [Blac k94 ] is incorrect.
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As with an y other v alue in the system, the IDCOffer ma y b e installed at will

in the name space. This is made p ossible b y the highly orthogonal nature of the

Nemesis naming sc heme: an y v alue can b e named, and b ecause of the explicit

nature of in terface references (closure p oin ters in the lo cal case and IDCOffer s

in the remote case) there is little reliance on name space con v en tions, with their

asso ciated managemen t problems.

5.4 Comm unication

One of the principal b ene�ts of the binding mo del is that b y allo wing the serv er to

dictate the transp ort mec hanism used, it allo ws great 
exibilit y in implemen ting

comm unication across a binding.

Coupled with the use of a single address space, a n um b er of useful optimi-

sations are p ossible in the case of comm unication b et w een domains on a single

mac hine, without a�ecting the p erformance of con v en tional RPC. In this section

sev eral increasingly sp ecialised optimisations are describ ed, starting with the de-

fault Nemesis lo cal RPC transp ort.

5.4.1 Standard mec hanism

The `baseline' IDC transp ort mec hanism (and the �rst to b e implemen ted) op-

erates v ery m uc h lik e a con v en tional RPC mec hanism. The bind pro cess creates

a pair of ev en t c hannels b et w een clien t and serv er. Eac h side allo cates a shared

memory bu�er of a size determined from the stub record of the o�er and from

a heap determined b y the domain's gatek eep er, whic h ensures that it is mapp ed

read-only in to the other domain. The serv er creates a thread whic h w aits on the

incoming ev en t c hannel.

An in v o cation copies the argumen ts (and the op eration to b e in v ok ed) in to the

clien t's bu�er and sends an ev en t on its outgoing c hannel, b efore w aiting on the

incoming ev en t c hannel. The serv er thread w ak es up, unmarshals the argumen ts

and calls the concrete in terface. Results are marshalled bac k in to the bu�er, or

an y exception raised b y the serv er is caugh t and marshalled. The serv er then

sends an ev en t on its outgoing c hannel, causing the clien t thread to w ak e up.

The clien t unmarshals the results and re-raises an y exceptions.
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Stubs for this transp ort are en tirely generated b y the Middl compiler, and

the system is go o d enough for cases where p erformance is not critical. The initial

bindings domains p ossess to the Binder itself use this transp ort mec hanism.

5.4.2 Constan t Read-only Data

F or information whic h do es not c hange, or whic h is guaran teed to b e read and

written atomically (for example, single mac hine w ords), data can simply b e made

readable in the clien t domain. All `IDC' transp ort co de is executed within the

clien t's domain, and no comm unication need o ccur. The Domain in terface (whic h

presen ts the clien t in terface to the k ernel sc heduler and the domain data struc-

tures), the system lo cal clo c k (a 64-bit tic k er), and the initial implemen tation of

the T yp e System use this optimisation.

If the data in v olv ed is readable globally , no bind step is tec hnically necessary

and a ready-made surrogate (requiring no p er-domain state) ma y b e exp orted

instead of the IDCOffer . Alternativ ely , a trivial IDCOffer could return the sur-

rogate.

A more useful function of the IDCOffer in this case is to ensure that the

data is a v ailable, or request that it b e made so. The (constan t) surrogate is only

returned if the data is readable.

5.4.3 Optimistic Sync hronisation

In man y cases it ma y b e p ossible for a serv er domain to mo dify a data structure

in place in suc h a w a y that a clien t whic h is reading it do es not cause an y excep-

tions. V ersion n um b ers can then b e emplo y ed to implemen t a form of optimistic

sync hronisation: a clien t wishing to read the data structure notes the v ersion

n um b er, reads the data structure, and then lo oks to see if the v ersion n um b er

has c hanged. If it has, then some in v arian t on the data structure as read b y the

clien t ma y not hold and it m ust retry the op eration. If up dates to the structure

are rare, this tec hnique can b e v ery fast.

If it is desired to share write access to a data structure b et w een m utually

trusting domains, more sophisticated optimistic sync hronisation metho ds can

emplo y ed. Suc h an approac h has b een found to w ork w ell in the Syn thesis op er-
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ating system [Massalin89 ]. As with access to imm utable data, the details of the

mec hanism can b e hidden with a surrogate ob ject.

5.4.4 Timed Critical Sections

A more exciting p ossibilit y is to use the kno wledge of the passage of time to allo w

safe read access to data structures whic h ma y c hange, and whic h migh t normally

cause exceptions (suc h as bad p oin ter references) in clien ts if they c hanged in the

middle of a read sequence.

The basic idea is that a data structure is alw a ys c hanged in suc h a w a y that

a clien t in the pro cess of tra v ersing it will not encoun ter a bad reference un til a

�xed p erio d of time has passed from the time of up date.

A simple example is to ha v e a single lo cation holding a p oin ter to a structure.

T o up date the structure, a new cop y is made, the p oin ter c hanged in an atomic

write, and then the old cop y deleted after a certain p erio d of time.

A timed critical section is a programming construct that causes a thread

to register the start of the tra v ersal with the threads pac k age. Since the user-

lev el thread sc heduler is en tered with a guaran teed frequency (giv en b y its QoS

parameters), it can observ e mo di�cations to the data structure and halt the

thread (b y raising an exception on it) b efore it has a c hance to encoun ter a bad

reference if the time limit is passed.

Timed critical sections ha v e y et to b e implemen ted, and while clearly inap-

propriate in some circumstances they are men tioned here as an in triguing line of

future w ork.

5.4.5 Sp ecialist Serv er Co de and Hybrid Solutions

As a �nal p oin t, note that all the tec hniques describ ed in the previous sections

can co exist within the same in terface stub. F or example, information can b e read

from a serv er simply b y reading shared memory while cross-domain ev en ts are

used to transmit up dates to a data structure. F or ease of protot yping it ma y b e

easy to use a compiler to generate a standard set of stubs for a giv en service,

and then at a later date optimise the stubs when the p erformance requiremen ts

of the in terface and its e�ect on the rest of the system are b etter understo o d.
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5.5 Discussion

It is vital to mak e the distinction b et w een the in terfaces that a programmer sees

to a particular service, and the in terfaces placed at the b oundaries of protection

domains or sc hedulable en tities. A noticeable feature of most mo dern op erating

systems is that they usually confuse these t w o t yp es of in terface. This is a ma jor

con tributing factor to the problem of application crosstalk.

The binding mo del describ ed ab o v e enables the functionalit y of a service to

b e split arbitrarily b et w een the protection and sc heduling domains of clien t and

serv er with no increase in complexit y; indeed the ob ject-based RPC in v o cation

of Nemesis is simpler to use than the ad-ho c mec hanisms in most traditional

op erating systems.

It is in teresting to note that the binding mo del is m uc h closer to that of mo d-

ern distributed programming en vironmen ts than con v en tional op erating systems.

This is a natural consequence of Nemesis enforcing m uc h stronger separation of

resource usage (in particular CPU time) b et w een applications than other op er-

ating systems. It is also a re
ection of the fact that the fundamen tal concepts in

binding are m uc h more prominen t in the distributed case.

Within the 
exibilit y of the binding mo del, a n um b er of tec hniques can b e

emplo y ed for comm unication b et w een domains to reduce the lev el of sync hroni-

sation that m ust o ccur. The division in service functionalit y b et w een clien t and

serv er is usually dictated b y the needs of securit y and sync hronisation rather than

b y the abstractions used to think ab out the service. When serv er pro cesses are

ev en tually called, it is generally to p erform the minim um necessary w ork in the

shortest p ossible time.

When a con v en tional message exc hange b et w een domains has to o ccur, the

separation of data transmission (shared memory bu�ers) from sync hronisation

(ev en ts) allo ws high p erformance without unduly compromising the QoS guaran-

tees or sc heduling p olicies of b oth clien t and serv er.

Finally , Nemesis bindings are one-to-one and visible in the serv er. This means

that a serv er can attac h QoS parameters to incoming in v o cations according to

con tracts negotiated at bind time. This is in mark ed con trast to systems suc h

as Spring: in Spring the k ernel is a w are of bindings and threads but the serv er

is not, whereas in Nemesis the serv er is a w are of bindings and threads but the

k ernel is not.
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This feature of Nemesis enables the use of small sc hedulers within the serv ers

to reduce crosstalk, and giv es clien t applications qualitativ e b ounds on the jitter

they exp erience from a service. Op erating system serv ers whic h pro vide QoS in

this w a y , particularly windo w systems, are curren tly b eing in v estigated within

Nemesis [Barham95b ].

5.5.1 P erformance

Figure 5.5 sho ws the distribution of same-mac hine n ull RPC times b et w een t w o

domains on an otherwise unloaded mac hine. Most calls tak e ab out 30 � s, whic h

compares v ery fa v ourably with those rep orted in [Chase93 ] for Mac h (88 � s) and

Opal (122 � s) on the same hardw are. The calls taking b et w een 55 � s and 65 � s

exp erience more than one resc hedule b et w een ev en t transmissions.
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Figure 5.5: Distribution of Null RPC times

Nemesis do es not curren tly implemen t full memory protection domains; the

cost of a full protection domain switc h consists of a single instruction to 
ush

the 21064 data translation bu�er (DTB), follo w ed b y a few DTB misses. This

cost of a DTB �ll on the curren t hardw are has b een estimated at less than 1 � s

[F airbairns95 ].
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It m ust b e emphasised that �gure 5.5 represen ts measuremen ts of absolutely

standard, non-optimised user-thread to user-thread RPC calls across an in terface

of t yp e NullRPC . The RPC in v olv ed calling through generated stubs, t w o com-

plete passes through the sc heduler, plus an activ ation to b oth clien t and serv er

domains, eac h of whic h w as running the default v anilla threads pac k age. The

call ev en w en t through a call dispatc her at the serv er end. A highly optimised

Nemesis domain has b een observ ed to send a message to another domain and

receiv e a reply in under 14 � s though it is unreasonable to claim this is a n ull

RPC call. It do es, ho w ev er, illustrate the e�ciency of the ev en t mec hanism in

addition to its 
exibilit y .

p ercen tage

Sc heduler and con text switc h 29

Ev en t deliv ery 20

Activ ation handler 47

Stubs 4

T able 5.1: Breakdo wn of call time for same-mac hine RPC

The cost of a same-mac hine n ull RPC call breaks do wn roughly as sho wn in

table 5.1 (measured using the pro cessor cycle coun ter). There are no unexp ected

�gures, except that the e�ciency of the user-lev el thread sc heduler in dispatc hing

ev en ts clearly lea v es something to b e desired.

5.6 Summary

Comm unication b et w een domains in Nemesis is ob ject-based and uses in v o cations

on surrogate in terfaces. As in the case of a single domain, in terfaces can b e created

and destro y ed easily , and in terface references can b e passed around at will.

Establishing a binding to an in terface in another domain is an explicit op-

eration, and is t yp e-safe. This explicit bind op eration allo ws the negotiation of

QoS with the serv er and returns con trol in terface closures whic h allo w clien t and

serv er to con trol the c haracteristics of the binding. Implicit binding of in terface
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references can b e p erformed if desired in generated stub co de. P assing in terface

references b et w een domains requires no in terv en tion b y the op erating system,

and the single address space facilitates the pro cess of binding so that the system

binder's in v olv emen t in the pro cess is minimal.

Comm unication b et w een domains o v er a binding is in the default case p er-

formed with shared memory bu�ers, using ev en ts to con v ey sync hronisation infor-

mation. This pro vides lo w k ernel o v erhead and to a large exten t decouples remote

in v o cation from the sc heduler, prev en ting crosstalk due to IDC op erations. The

normal in v o cation path is v ery fast, more so if the cost of a resc hedule can b e

amortised o v er sev eral in v o cations.

The 
exibilit y and abstraction of the binding mo del also p ermits the trans-

paren t in tegration of a n um b er of lo cal-case RPC optimisations, including a no v el

tec hnique to use domains' kno wledge of the passage of time to relax sync hroni-

sation constrain ts on data structures.

This leads on to the more general v alue of the Nemesis IDC arc hitecture:

since the in terfaces o v er whic h in v o cations are p erformed are not the same as

those b et w een protection domains or sc hedulable en tities, functionalit y can b e

mo v ed b et w een serv er and clien t. In particular, as m uc h of an op erating system

service can b e executed in the clien t domain as the requiremen ts of securit y and

sync hronisation will allo w.

100



Chapter 6

Conclusion

This dissertation has presen ted a w a y of structuring an op erating system b etter

suited to the handling of time-sensitiv e media than existing systems. This c hapter

summarises the w ork and its conclusions, and suggests future areas of study .

6.1 Summary

Chapter 2 discussed the requiremen ts for an op erating system to pro cess m ultime-

dia. The use of a Qualit y of Service paradigm to allo cate resources, in particular

the pro cessor, has b een sho wn to giv e the kind of guaran tees required. Ho w-

ev er, implemen ting suc h a resource allo cation p olicy in a con v en tional k ernel-

or microk ernel-based op erating system is problematic for t w o reasons, b oth aris-

ing from the fact that op erating system facilities are pro vided b y the k ernel and

serv er pro cesses, and hence are shared b et w een applications.

The �rst problem is that of accoun ting for resource usage in a serv er. Curren t

attempts to solv e this problem fall in to t w o categories:

� Accoun ting can b e p erformed on a p er-thread basis, in whic h case threads

m ust b e implemen ted b y the k ernel and cross protection domain b oundaries

to execute serv er co de.

� Alternativ ely , accoun ting can b e p erformed on a p er-domain basis, in whic h

case some means of transferring resources from a clien t to a serv er is re-

quired.
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Both these solutions are sho wn to b e inadequate. The former approac h prev en ts

the use of application-sp eci�c sc heduling p olicies, while the latter is di�cult to

mak e e�cien t in practice since resource requiremen ts are di�cult to determine.

Both approac hes also allo w badly b eha v ed serv ers to capture clien ts' resources.

The second problem is that of application crosstalk, �rst iden ti�ed in proto col

stac k implemen tations but extended in this dissertation to co v er all shared op er-

ating system services. Crosstalk has b een observ ed in practice and it is imp ortan t

to design an op erating system to minimise its e�ect.

The approac h prop osed in this dissertation is to m ultiplex system services as

w ell as resources at as lo w a lev el as p ossible. This amoun ts to implemen ting the

minim um functionalit y in serv ers, migrating comp onen ts of the op erating system

in to the clien t applications themselv es. The rest of the dissertation is concerned

with demonstrating that it is p ossible to construct a w orking system along these

lines, b y describing the Nemesis op erating system.

Chapter 3 presen ted the mo del of in terfaces and mo dules in Nemesis, whic h

address the t w o principal soft w are engineering problems in constructing the sys-

tem: managing the complexit y of a domain whic h m ust no w implemen t most of

the op erating system, and sharing as m uc h co de and data b et w een domains as

p ossible. The use of closures within a single address space allo ws great 
exibilit y

in sharing, while t yp ed in terfaces pro vide mo dularit y and hide the fact that most

system services are lo cated in the clien t application.

An unexp ected result from c hapter 3 is that the gain in p erformance from

small image sizes is v ery di�cult to quan tify . The fully direct-mapp ed cac he

system in the mac hines used mean t that e�ects of rearranging co de within the

system o v erwhelmed the e�ects of sharing memory , ev en with image sizes m uc h

larger than the cac he. The o v erhead of closure passing in Nemesis is also sw amp ed

b y the cac he e�ects.

Chapter 4 addressed the problem of sc heduling, and ho w CPU time can b e

allo cated to domains within a system suc h as Nemesis. Existing systems either

do not allo w su�cien t 
exibilit y in the nature of CPU time guaran tees, or else do

not p ermit adequate p olicing of pro cessor usage b y domains. Allo cation of CPU

time in Nemesis is based on a notion of a time slice within a p erio d b est suited

to an individual domain's needs. An algorithm is devised whic h transforms the

problem of meeting all domains' con tracts in to one whic h can b e solv ed using an

Earliest Deadline First (EDF) sc heduler. A mec hanism dev elop ed from that of the

Nemo system is used to presen t domains with information ab out their resource

102



allo cation, and to pro vide supp ort for in ternal m ultiplexing of the CPU within

eac h domain via a user-lev el threads pac k age. Comm unication b et w een domains

is designed so as not to violate sc heduling constrain ts. Pro cessor in terrupts are

decoupled from sc heduling so as to prev en t high in terrupt rates from seriously

impacting system p erformance.

The sc heduler is sho wn to b e v ery fast, and to scale w ell with the n um b er

of sc hedulable en tities in the system. F urthermore, it can e�cien tly sc hedule a

job mix where resource guaran tees ha v e e�ectiv ely committed all the a v ailable

pro cessor resources.

Chapter 5 discusses the design of an in ter-domain comm unication facilit y .

A mo del of binding is presen ted whic h allo ws great freedom in splitting service

functionalit y b et w een clien t and serv er domains, and p ermits negotiation of qual-

it y of service parameters at bind time where serv er domains implemen t resource

sc heduling b et w een clien ts.

A con v en tional lo cal RPC system built o v er this framew ork, using shared

memory and the ev en ts mec hanism from c hapter 4, is sho wn to b e signi�can tly

faster than comparable systems on the same hardw are. F urthermore, sev eral op-

timisations are discussed whic h use the single address space structure of Nemesis.

In the design of an op erating system for m ulti-service applications, there is

a tension b et w een the need for predictabilit y and accurate accoun ting, and the

desire for e�ciency of resource usage and allo cation in the system. Monolithic

and k ernel-based systems can mak e highly e�cien t use of resources but giv e little

in the w a y of �ne-grained guaran tees to applications. Nemesis demonstrates

that an op erating system can mak e useful Qualit y of Service guaran tees without

compromising system p erformance.

6.2 F uture W ork

Nemesis as describ ed in this dissertation is a w orking protot yp e, and while it

app ears capable of ac hieving its aims, m uc h w ork needs to b e done b efore it can

b e used reliably as a w orkstation op erating system: virtual memory , net w ork

proto col stac ks, etc. The system is also curren tly geared to w ards unipro cessor

mac hines, and the c hanges required to the sc heduling mec hanism on a m ultipro-

cessor require consideration.
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The issue of ho w to collect garbage automatically in a single address space op-

erating system remains problematic. Not all p oin ters can b e traced from a giv en

protection domain, and without a cen tral p olicy or con v en tion for ob ject cre-

ation and destruction it is di�cult to imagine an e�ectiv e, system-wide collector.

Ideas from the �eld of distributed systems ma y help here: it migh t b e p ossible to

run a lo cal p er-domain collector with comm unication b et w een domains to handle

in ter-domain references.

Some of these issues are b eing addressed in a new v ersion of the op erating

system b eing pro duced in the Computer Lab oratory . This system will b e made

a v ailable for general release, and is one of the platforms used in the DCAN

pro ject, a collab orativ e v en ture b et w een the Lab oratory , APM Ltd. and Nemesys

Researc h Ltd. to in v estigate the distributed con trol and managemen t of A TM

net w orks.

Researc h in to the design of applications whic h can adapt to c hanging condi-

tions is at an early stage. Of particular in terest is the design of real-time threads

pac k ages for applications with particular requiremen ts. The implemen tation of

the timed critical sections outlined in section 5.4.4 also falls in to this category .

It is exp ected that exp erience with the system will mak e clear the issues in the

design of a Qualit y of Service Manager, to pro vide system wide resource allo ca-

tion and admission con trol. This service, and its user in terface, are crucial to the

success of QoS as a resource allo cation paradigm.
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