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Abstract

We present the first formally-verified Internet router, which is part
of the SCION Internet architecture. SCION routers run a crypto-
graphic protocol for secure packet forwarding in an adversarial
environment. We verify both the protocol’s network-wide secu-
rity properties and the low-level properties of its implementation.
Namely, we develop a series of protocol models by refinement in
Isabelle/HOL and we use an automated program verifier to prove
that the router’s Go code satisfies crash freedom, freedom from
data races, and adheres to the most concrete model in our series of
refinements. Both verification efforts are soundly linked together.
Our work demonstrates the feasibility of coherently verifying a
security-critical network component from high-level protocol mod-
els down to performance-optimized production code, developed
by an independent team. In the process, we uncovered critical at-
tacks and bugs in both the protocol and its implementation, which
were confirmed by the code developers, and we strengthened the
protocol’s security properties. This paper presents the challenges
we faced when verifying an existing real-world system, explains
our approach to tackling these challenges, summarizes the main
results, and distills valuable lessons for the verification of secure
systems, in particular for the techniques and tools employed.
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1 Introduction

Faulty software poses a serious threat to the reliability and security
of critical computing infrastructures and can lead to catastrophic
system failures or devastating attacks. In light of this problem, sub-
stantial progress has been made over the past decades on the theory
and tools for software verification and several major software ver-
ification projects have been completed in the area of operating
systems [25, 29], compilers [34, 36], distributed systems [26, 50, 60],
security protocols [11, 18, 19], and cryptographic libraries [48, 68].

Given that Internet routers are a central part of our critical
networking infrastructure and deployed on a large scale, their se-
curity and reliability are of paramount importance. In this paper,
we present the first comprehensive formal verification of Internet
routers and their protocols.

Our verification effort focuses on the SCION Internet archi-
tecture [16], a clean-slate redesign of an inter-networking infras-
tructure with a focus on strong security and reliability properties.
SCION border routers are responsible for packet forwarding, which
is simple and efficient, since each packet’s path is embedded in the
packet header, alongside cryptographic authenticators that autho-
rize the path. SCION has real-world deployment: SCION services
and connectivity are offered by over 20 Internet service providers
reaching networks on 5 continents [61], and is used, for instance,
as the networking layer for Swiss interbank clearing [54].

The security and correctness of Internet routing depend on both
system-wide, global, security properties of the protocol (e.g., that pack-
ets can travel only along previously authorized paths, a property
called path authorization) and local properties of the code (e.g., that
the protocol is implemented correctly). Verifying them involved a
host of challenges, in particular:

C1: How to model a packet forwarding protocol and verify its se-
curity for arbitrary network topologies under a strong attacker
model?

C2: How to verify the pre-existing router implementation, a sub-
stantial code base that uses complex language features?

C3: How to verify the security and correctness of an existing,
deployed router comprehensively, from protocol to code?

C4: How to organize the verification effort efficiently, given the
size of the project, both of the protocol and codebase?
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Challenge C1 concerns the protocol: We must account for the com-
plex adversarial environment in which SCION routers operate. This
involves an arbitrary network topology, an arbitrary set of autho-
rized paths, and active and possibly colluding attackers. Moreover,
the protocol is designed to achieve global properties like path au-
thorization and loop freedom. Efficiency mandates that each router
performs only local checks related to its own position on a packet’s
embedded path. Showing that these checks imply the global proper-
ties requires stating and proving suitable invariants over recursive
data structures that hold despite the attackers’ presence. Doing this
in full generality requires an expressive specification language like
higher-order logic.

Challenge C2 concerns the implementation: The router code was
developed independently of our verification effort and without ver-
ification in mind, with an emphasis on performance. Accordingly,
the SCION router is implemented in roughly 4,700 lines of opti-
mized, concurrent Go code that heavily uses aliasing to minimize
memory consumption and copying. Despite significant advances in
program verification techniques, verification of complex properties
about an entire pre-existing code base written in an expressive
language like Go has so far been out of reach. It requires tools
that support all the used language features and idioms, express all
needed properties, and can do so at scale.

Challenge C3 is concerned with formally integrating these two
lines of reasoning to provide sound guarantees from protocol to
code. Finally, challenge C4 is concerned with finding techniques
and processes to organize a multi-year project into manageable
tasks, distributing work over several team members, and dealing
with the changes that are inevitable in any software project.

All the verification projects previously mentioned employ tech-
niques that significantly simplify the verification task, such as the
co-development of the implementation and its verification, the adop-
tion of a programming language and a software design that ease
verification, and code extraction from correctness proofs. However,
we verify existing, optimized, and independently developed code,
which prevents the application of these techniques and requires a
different verification approach.

Verification for networking data planes has so far focused on
network configurations [9, 28, 33, 59] or on network functions [38,
47, 64-66]. The former only consider network models and their
configurations and is mostly restricted to either local properties
of single nodes or network-wide properties of fixed, concrete net-
works. The latter only considers local properties of implementations,
but no global, network-wide properties. Moreover, all works in this
category are restricted to non-adversarial settings.

Approach. To tackle the above challenges, we decompose our
overall project into smaller tasks using different forms of modularity.
Concretely, we employ the Igloo methodology [56], which soundly
combines protocol verification by refinement with code verifiers
based on separation logic [51]. To verify the SCION router, we
model the protocol and its adversarial networking environment as
a labeled transition system in Isabelle/HOL [43]. We start from an
abstract protocol with a weak adversary and refine it into more
concrete ones with a strong, symbolic (Dolev-Yao [20]) adversary.
We build on existing basic protocol models [31, 32] and extend
them with bi-directional and multi-segmented paths. We prove
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network-wide properties: path authorization, valley freedom, and
loop freedom. The latter two were not considered in previous work.
We extract a router model from the most concrete protocol model
and extend Igloo’s tooling to automatically translate it into a pro-
gram specification that completely describes the router’s allowed
I/O behavior. We use the Gobra verifier [62] to verify the router’s Go
code against this specification. This ensures that the code correctly
follows the protocol and establishes additional code properties such
as crash freedom, and freedom from data races. Since verification is
performed statically, the executable code and its performance are
entirely unaffected. Igloo’s soundness result implies that the proto-
col properties are preserved for the code executing in its adversarial
network environment. Hence, our protocol verification results are
seamlessly and soundly extended to the router implementation.
While we have presented the above tasks as sequential steps,
we worked on protocol and code verification in parallel with two
teams using the best tool for the respective task, interfaced only by
the generated program specification. This decomposition substan-
tially sped up and simplified our verification. We believe that our
approach is useful for other extensive verification projects.

Contributions. We summarize our main contributions.

e We present the first comprehensive verification of a full-fledged
Internet router, and indeed of any large networking infrastruc-
ture component. We establish system-wide protocol security
properties and local code properties. We discovered and fixed
vulnerabilities and bugs in the protocol and its implementation
that had escaped extensive prior reviews and testing.

e We model the SCION protocol in detail, covering crucial fea-
tures of the implementation, and verify two new network-wide
security properties.

e We demonstrate the feasibility of verifying advanced, perfor-
mance-optimized production code developed by a different
team. This required combining,extending, and scaling up var-
ious verification techniques to cover the language features
and software designs used by this program, and substantial
performance improvements to Gobra to handle the complexity
of production code.

e We summarize our experience in verifying a complex system
independently of its development and distill lessons learned
that can be useful for future verification projects.

Our Isabelle/HOL and Gobra formalization and proofs are avail-
able online [1].

2 Background: SCION overview

SCION is a secure inter-domain network architecture, providing
connectivity between autonomous systems (AS). The control plane,
performing path discovery and dissemination, executes on a service
infrastructure, whereas the data plane, providing packet forwarding,
runs on border routers. Although this paper presents the verifica-
tion of the border router, this section provides an overview of the
entire architecture.

SCION network. ASes in the SCION network are organized hi-
erarchically, where each AS has bidirectional links to neighboring
ASes: CustProv links point to provider ASes and ProvCust links point
to customer ASes. ASes at the top of the hierarchy, i.e., without
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Figure 1: Network topology example. Autonomous systems
are linked hierarchically (arrows), except among core ASes
(bold). Dotted lines represent authorized path segments.

providers, are core ASes, which connect to each other via Core links.
Fig. 1 shows an example. Every AS assigns to each of its inter-AS
links an interface, which, in combination with the AS identifier, is
globally unique. SCION routers are border routers as they connect
the internal AS network to other ASes via inter-AS links.

Segment construction. The control plane discovers and simulta-
neously authorizes forwarding paths between ASes. For scalability,
paths are established along several authorized segments. Down-
segments are constructed along ProvCust links starting at a core AS,
and core segments along Core links. Up-segments are obtained by
reversing down-segments. Core segments can also be reversed for
the traversal in the opposite direction. All segments are authorized
by the on-path ASes using nested message authentication codes
(MACs), which we will present in Sec. 4.2. Authorizing only cer-
tain paths allows network operators to enforce their own policies
according to their economic and compliance requirements.

Segments consist of a sequence of hop fields, each carrying the
forwarding information of one AS. Each hop field contains the in-
terfaces of the incoming and outgoing links (prev and next), and a
cryptographic authenticator containing the nested MACs, which
the respective router uses to verify that the segment was authorized
by the control plane. Crucially, not only the adjacent inter-AS links,
but the entire segment is authorized. This rules out subtle path splic-
ing attacks [32], in which hop fields from different segments would
be combined to craft a new, unauthorized segment, for example
crafting path C-E-G without E’s consent in Fig. 1.

Segment combination. To send a packet, the source end host
combines one or more authorized segments to form an AS-level path
from its own AS to the destination host’s AS, and embeds this path
in the packet header. Such a path can consist of up to three segments:
an up-segment from the source AS to a core AS, a core-segment
to another core AS, and a down-segment to the destination AS.
Typically, there are multiple paths that the source can choose from.

The combination of segments follows rules that protect the eco-
nomic interests of ASes. One central goal is to avoid valleys, where
an AS forwards packets from a provider to a provider (e.g., from A
to C via E in Fig. 1). Since ASes are paid by their customers, and
must pay their providers, such packets only create costs but no
revenue for the valley AS.

Forwarding. In the data plane, routers forward each packet ac-
cording to their hop field’s forwarding information after validating
the authenticator. Inter-domain forwarding tables are not required
since each packet contains its own forwarding state. Routing and
forwarding within each AS are performed by the AS’s intra-domain
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routing system and are not part of SCION. We verify SCION’s
forwarding protocol, which we further explain in Sec. 4.

3 Overview of properties and verification

In this section, we summarize the protocol and code properties
we establish and the resulting overall security guarantee, present
our verification approach (cf. Fig. 2), and state the assumptions on
which our verification rests. Sec. 4 and 5 provide more details on
the protocol and code verification, respectively.

3.1 Verification guarantees

We proved the central security properties of SCION’s data plane
protocol. Prior work [31, 32] considered only the first property.

o Path authorization: each segment that a packet traverses is

contained in an authorized segment.

o Valley freedom: packets that already traversed a ProvCust link

must not traverse a CustProv link.

o Loop freedom: packets do not follow the same link twice.
These properties protect the honest ASes’ interests and rule out
malicious end hosts sending packets along unauthorized, uneco-
nomical, or impractical paths. We verify them against a strong
attacker model consisting of malicious end hosts with access to the
secret MAC keys of a set of compromised ASes.

On the code level, we verified the following properties:

o Safety: the implementation is well-behaved, that is, it neither

crashes nor causes data races.

e Functional correctness: the functions compute the intended

results, for instance, they perform the required MAC check.

e Protocol compliance: the router validates and forwards SCION

packets as prescribed by the protocol model.

Thus, our verification ensures that there are no bugs in the code
that compromise the security of the overall system, for example,
because the code lacks some check prescribed by the protocol.

As explained below, we prove the above-mentioned protocol and
code properties separately and soundly link them using the Igloo
methodology [56], leading to the following end-to-end guarantee:

THEOREM 3.1. Any SCION network, whose routers execute the
verified router code, satisfies the network-wide data plane security
properties (under the assumptions from Sec. 3.6).

Liveness properties (e.g., sent packets are eventually received)
would require additional bandwidth reservation [23] and DDoS
prevention mechanisms, and are hence out of scope of this work.

3.2 Modular verification approach

A key enabling factor in our project is the decomposition of the
overall verification effort into manageable chunks, addressing chal-
lenge C4. We use five decomposition strategies:

(1) Separation of protocol and implementation: We verify the SCION
data plane protocol and its implementation separately and link
the two parts soundly.

(2) Protocol refinement: We use refinement to develop the protocol
model step by step and focus on one protocol aspect at a time.

(3) Protocol parametrization: We parametrize our protocol models
on the cryptographic mechanisms used to secure segments,
allowing us to quickly adapt to protocol changes.
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Figure 2: Overall verification approach.

(4) Layered code properties: We annotate and verify the implemen-
tation in three layers, each focusing on a different aspect of
the intended behavior.

(5) Program modularity: We use modular program verification,
which verifies each function of the program independently.

3.3 Separating protocol and code verification

The first form of modularity mentioned above offers several cru-
cial benefits. First, it allows us to leverage the strongest and most
appropriate techniques and tools available for each purpose: we
use stepwise refinement in Isabelle/HOL for the protocol (Sec. 3.4
and 4) and automated deductive verification in Gobra for the im-
plementation (Sec. 3.5 and 5).

Second, it enables protocol and code verification to proceed
largely in parallel. Furthermore, since the code properties are lay-
ered and the safety and many functional correctness properties are
independent of the protocol verification (cf. Fig. 2), verifying those
properties allowed us to quickly identify bugs in the pre-existing
implementation (and to deliver value immediately).

Finally, there is a clear and explicit interface between protocol
and code verification in the form of an I/O specification, which
we automatically generate from the router model and completely
describes the router’s intended I/O behavior. By verifying the im-
plementation against this I/O specification, we establish the im-
plementation’s protocol compliance. Importantly, code verification
does not require any reasoning about the attacker. A soundness
result [56] guarantees that the router model and the resulting I/O
specification have the same trace properties and, using composi-
tional refinement, also guarantee a trace inclusion between the
protocol models and the implementation. Consequently, all proper-
ties proved for the protocol model also hold for the implementation,
as stated in Theorem 3.1, thereby addressing challenge C3.

3.4 Protocol verification

Security protocol models are commonly verified using state-of-
the-art automated protocol verifiers such as Tamarin [40, 52] and
ProVerif [12, 13]. These tools are based on the (Dolev-Yao) attacker
model, which identifies the attacker with the network. Their net-
work model is unstructured and has no representation of a network
topology. While modeling a topology is possible, one would have to
limit the topology’s size and/or the maximal length of authorized
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segments to avoid non-termination issues. Moreover, verification
time would scale poorly as these limits increase.

Since we aim for much stronger results, which hold for arbi-
trary network topologies and arbitrary-length authorized segments,
these tools are not suitable for verifying SCION’s data plane pro-
tocol. We therefore use the general-purpose theorem prover Is-
abelle/HOL [43], whose higher-order logic specification language
provides the necessary expressiveness to construct a fully general
protocol model that combines a Dolev-Yao attacker with an arbi-
trary network topology. We develop the SCION data plane protocol
in several steps using refinement and parametrization to structure
our models and proofs [4, 39]. These modeling and verification
techniques allow us to tackle challenge C1.

We formalize the protocol models as labeled transition systems,
where each label, called an event, is associated with a transition
relation. A sequence of such events is called a trace. We formulate a
series of such models at different abstraction levels and relate them
via refinement proofs (cf. Fig. 2):

Abstract model: contains all the essential protocol functionality,
but only a restricted attacker, and no cryptography.

Concrete model: introduces cryptography to protect the segments,
as well as a strong attacker (see Sec. 4.1).

Decomposed model: splits the concrete model into an environ-
ment model and a router model, and introduces separate I/O
events, corresponding to the implementation’s I/O library calls.

We express and prove the desired security properties as invariants
over the models’ state, which we also equivalently express as trace
properties. Since refinement guarantees trace inclusion, it preserves
trace properties and hence invariants. We can therefore prove each
security property at its most suitable abstraction level.

3.5 Code verification

In contrast to most existing verification projects, the SCION router
was developed independently from our verification effort and opti-
mized for speed rather than verification (cf. challenge C2), which
substantially complicates verification. In particular, the implemen-
tation uses most of Go’s language features, including some that
are difficult to reason about. These include threads, global state,
closures, and interfaces, which require advanced reasoning about
concurrency, higher-order specifications, and structural subtyping.
Moreover, the router implementation minimizes memory usage.
The employed memory-efficient data structures and memory recla-
mation strategies are difficult to reason about and, to our knowledge,
have not been considered in other verification projects.

Choosing the right verification tools and techniques is key to ad-
dressing these challenges. To enable modular reasoning in the pres-
ence of concurrency, we use concurrent separation logic (CSL) [44].
This choice is almost forced on us, as other widespread logics either
do not handle concurrency at all or require explicit, non-modular
reasoning about thread interleavings that does not scale. To better
handle the size and complexity of the code, we perform automated
verification based on SMT solvers, which significantly reduces the
effort of writing proofs, at the cost of limiting specifications to first-
order logic (which, e.g., makes specifying closures challenging).
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Thus, to prove that the router implementation is well-behaved,
functionally correct, and satisfies the router model’s I/O specifica-
tion, we use Gobra [62], an SMT-based automated deductive verifier
for Go. Gobra is based on a variant of separation logic and allows
for function-modular reasoning about concurrent programs, that
is, it verifies each function independently against a user-written
specification. Each function specification consists of a precondition,
which expresses constraints on the parameters and states in which
a function may be called, and a postcondition, which describes the
function’s results and its side effects. As usual for deductive verifi-
cation tools, programmers must supply loop invariants. Before our
project, Gobra supported most, but not all, of the language features
used in the router implementation; thus, we had to extend it to sup-
port the missing features. Crucially, Gobra already supported some
advanced separation logic specification constructs not available in
many automated verifiers, which significantly simplifies reasoning
about some code patterns used by the implementation (see Sec. 5).

Gobra is designed to be sound, i.e., not miss errors. However, it
may produce spurious errors (false positives), mostly when the SMT
solver fails to prove a valid condition. In these cases, programmers
can introduce additional annotations to guide the proof search so
that verification succeeds.

3.6 Assumptions
Our guarantees hold under the following assumptions:

Environment. We prove the security of the SCION router based
on a model of the environment consisting of a network and an
attacker model; we assume that these models cover the behav-
ior of the real environment. We also assume the correctness and
security of the control plane. Moreover, we verify the router’s
source code, but assume the correctness of the compiler, run-
time system, operating system, and hardware.

Libraries. The router implementation uses external libraries (Go’s
standard library, Prometheus [2], and GoPacket [24]), whose
behaviors we specified using pre- and postconditions, but we
did not verify their implementations. We did the same for aux-
iliary SCION libraries that perform logging, allocation of error
values, and declaration of new gopacket’s layer types.

Tool soundness. We assume that the Isabelle/HOL and Gobra
verification tools are sound. We connect the protocol model to
code via an I/O specification, which we translated manually
from Isabelle to Gobra syntax. This simple, mostly syntactic
translation is also trusted.

4 Protocol modeling and verification

We describe our modeling and verification of the SCION data plane
protocol. We build upon an existing model [31, 32], which covers
only the first two levels in Fig. 2 and only considers up-segments,
ignoring other segment types and their combination. Furthermore,
that model addresses path authorization, but neither valley freedom
nor loop freedom. We hence (i) extend this prior model to cover
all features of the actual SCION protocol and all desired security
properties, (ii) add the third level in Fig. 2, and (iii) extract the I/O
specification for the code verification, tripling the size of the prior
work. Moreover, for the new protocol attacks that we identified
(see Sec. 4.5), all but one rely on the additional protocol features.
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Figure 3: A two-segment packet at hop E of the path D-A-
E-H in Fig. 1 (payload not shown). For up-segments, where
dir = false, the meaning of prev and next is reversed. The first
hop field’s prev and the last hop field’s next are empty (L).
The current segment and hop field have bold frames.

4.1 Environment model

Network and control plane model. The state of our transition
systems consists of packets in the sets int(A), the internal network
of AS A, and ext(A, i, B, j), the inter-AS link between interface i of
AS A and interface j of AS B. We do not model intra-AS networking,
as it is not managed by SCION.

Representing the segments produced by the control plane, we
parametrize our model over a set of authorized up-, down- and
core-segments. Prior work covered only up-segments.

Attacker model. Recall that the verified properties protect honest
ASes against malicious senders. We assume that

e asubset of ASes may be compromised, that is, their secret keys
are revealed to the attacker, but all routers follow the protocol;

o end-hosts in any AS may be compromised, regardless of whether
their AS is compromised or not.

Instead of explicitly modeling compromised end hosts and routers
deviating from the protocol, our model accounts for them by al-
lowing the attacker to inject packets anywhere (int and ext) in the
network, not only at compromised ASes.

In our abstract model, which does not (yet) use cryptography,
the attacker can freely combine path segments to form packets, but
the segments must be authorized. In the concrete model, we lift this
limitation and introduce a full-fledged Dolev-Yao attacker [20], who
manipulates symbolically represented messages and can eavesdrop
on and inject new packets globally. The attacker’s knowledge K
consists of eavesdropped messages, all authorized segments, and the
secret keys of a set of compromised ASes. The attacker’s message
forging capabilities are modeled as a closure operator DY (K), which
closes the set K under the messages the attacker can derive (e.g.,
by constructing MACs with known keys) and hence inject. As is
common in symbolic models, we assume perfect cryptography.
Hence, only protocol flaws relating to the use of cryptographic
primitives are considered, not flaws in the primitives themselves.

4.2 Protocol models

The abstract and concrete models describe how packets are created,
processed, and forwarded.

4.2.1 Packet structure. A packet consists of up to three segments.
Each segment consists of a direction flag (dir), a segment identifier
(segID), and a sequence of hop fields (cf. Sec. 2). Counters keep
track of the current segment and hop field. Fig. 3 shows an example
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two-segment packet for the path D-A-E-H in Fig. 1.

Packets in the abstract and concrete model differ in their use of
the segment identifier segID and their hop field’s authenticator ox.
In the abstract model, where the attacker cannot modify segments,
the AS’s name suffices as an authenticator, and segment identifiers
are not used. In the concrete model, these fields are instantiated
with cryptographic values.

Concrete cryptographic authenticators. During segment construc-
tion, each AS X on a segment creates a hop field with its local
forwarding information (the interfaces prevx and nextx) and au-
thorizes the segment’s use by embedding a cryptographic authenti-
cator ox in the hop field. This authenticator is a MAC constructed
using a local MAC key Kx that is shared between the border routers
within AS X:

ox = MACk, (prevx, nexty, segID). (1)

Here, segID is the (mutable) segment identifier, which the first AS
on a segment initializes with a random value RND. Each subsequent
AS X, after computing its ox, updates

segID := ox @ seglD, (2)

where & is exclusive-or (XOR). Each hop field’s MAC thus pro-
tects the hop’s prev and next fields and also, via nested MACs, all
preceding hop fields. During forwarding, AS X reconstructs ox
using Eq. (1), checks that it matches the hop field’s authenticator,
and forwards the packet with segID updated as in Eq. (2).

In an earlier version of SCION, the MAC directly included the
MAC of the previous hop field. This simpler protocol was easier
to verify, but it made segment truncation more difficult. In a trun-
cated up-segment, the final router would lack the parent MAC of
the last hop field required for authenticator verification, unless it
was explicitly included in the segment. The XOR-based solution
eliminates the need to include extra MACs for verification, as it
folds the accumulated MACs into the segID field.

4.2.2  Events. Our models each have a router event, which forwards
packets, and an attacker event, which injects attacker-fabricated
packets into the network.

The router event for a router in AS A receives a packet pkt ei-
ther from an external interface i or from the internal network,
checks its validity, updates it, and sends it either to the next hop
on the path over interface j or the internal network to be pro-
cessed by a different router. The router uses two validity checks:
ifs_valid(pkt, A, i, j), which ensures the validity of interfaces, in par-
ticular that the packet is received from the interface specified in
the hop field, and crypto_valid(pkt, A), which checks the validity
of the segment identifier and authenticator (only in the concrete
model). When a packet moves to a new segment, the router also
enforces the segment combination rules (cf. Sec. 2). In the updated
packet, denoted by update(pkt), the counters for the current hop
field and, if needed, segment are incremented and, in the concrete
model, the segment identifier is updated.

Overall, the checks and updates by the router event depend
on: (i) whether a packet is leaving or entering an AS, (ii) whether
forwarding to the next AS happens on the same or a different router
in the same AS, (iii) the forwarding direction, and (iv) whether
segment switching occurs. We must account for all combinations of
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these factors. For instance, whether the segment identifier must be
updated depends on (i)—(iii), whether it is updated before or after
computing the authenticator depends on (i) and (iii), and depending
on (iv) more than one segment identifier may need to be updated.
These case distinctions adds substantial complexity to our models
over the prior work, which only considered a single factor, namely
(i). All of the protocol attacks discovered in this work relate to
missing checks in subtle combinations of (i)-(iv) (see Sec. 4.5).

In the abstract attacker event, the adversary can create packets
consisting of only authorized segments, but combined arbitrarily. In
the concrete event, we instead allow the attacker to inject arbitrary
derivable packets from the set DY(K) (anywhere in the network).
These events also cover the case of honest senders, as all authorized
segments are known to the attacker.

4.3 Protocol verification

We express the security properties from Sec. 3.1 as invariants of the
packets’ network traversal history, which we record in the packets
themselves as a separate history field for each segment. This history
is just for specification purposes and cannot be manipulated by the
attacker. More precisely, the path-authorization state invariant ex-
presses that for all packets in a state, each of their segment’s history
belongs to the set of authorized segments. We close this set under
prefixing and suffixing to allow for partial traversals. The loop-
freedom invariant expresses that each inter-AS link ext(A, i, B, j)
traversed in the concatenation of the packet segments’ histories is
unique, while valley-freedom expresses that these links follow an
up-core-down order. These properties hold for honest ASes, pro-
tecting them from malicious end hosts colluding with on-path ASes.
As in prior work [32], they do not hold for compromised ASes. For
example, for loop freedom to hold, there must be at least one honest
AS in the loop.

We prove the above invariants for the abstract model, where they
are easiest to prove. Since the abstract attacker can only combine
authorized segments, path authorization is trivial. This allows us to
focus on valley and loop freedom, proving that each abstract event
preserves these two invariants. Throughout the proof, we use tech-
nical auxiliary invariants regarding the format of packets and hop
fields: for example we prove that the interfaces of adjacent hop field
match, unless the ASes at both ends of the link are compromised.

For the refinement, we must relate the abstract and concrete
states and events, and show that all concrete events have an ab-
stract counterpart. The challenge here is to show that the refinement
preserves intra-segment path authorization, since the concrete at-
tacker can seemingly do much more by sending arbitrary derivable
packets instead of just authorized segments. Once established, the
refinement preserves all three main properties (actually, all trace
properties). Moreover, the protocol uses XOR, which is notoriously
difficult to reason about [3, 22]. Below, we first explain how we
handle XOR and then describe our refinement proof in more detail.

XOR model. Rather than representing XOR using equational the-
ories, we adopt a normal form representation of symbolic terms [32],
where two terms equal modulo the XOR equational theory have
identical normal forms. The normal form of the XOR of different
terms is represented as a finite set, and the XOR of such sets corre-
sponds to their symmetric set difference. By ensuring that all terms
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are in normal form, it becomes sufficient to check for equality of
finite sets rather than reasoning over equational theories. In line
with prior work [32], we over-approximate the attacker’s XOR ca-
pabilities by allowing the attacker to extract x and y from x @ y,
which greatly simplifies reasoning. This is a sound approximation
that suffices for our setting, since the dataplane protocol uses XOR
only as an accumulator function, but not for secrecy.

Refinement proof. Our refinement proof proceeds in two steps.
First, we observe that while in the concrete model, the attacker
can send arbitrary derivable paths, forwarding only occurs if the
hop fields are valid. We hence show that we can shorten concrete
paths to their longest valid prefix in the packet abstraction function.
Second, we show that this shortened cryptographically valid path is
authorized for any packet that the adversary can derive. For this, we
extract the path from a single hop field’s MAC, following its nested
structure, and show it is authorized. Our proof involves customized
induction schemes, tailored to sequences of hop fields and further
auxiliary invariants, e.g., that the intruder’s knowledge remains
constant across all reachable states of our concrete event system.

4.4 Linking protocol to code verification

To transition from protocol to code verification, we decompose
the concrete protocol model into a model for each router and an
environment model. We show that the composition of these models
refines the original concrete model. In this refinement, we introduce
buffering to separate the router’s I/O operations from its internal
message processing, in order to subsequently map these operations
to the implementation’s I/O library calls.

We automatically generate an I/O specification from the router
model, along with a correctness proof showing its trace equiva-
lence with the router model. We then manually translate this I/O
specification into Gobra’s specification language, which is straight-
forward. Our code-level verification includes proving that the router
implementation conforms to this specification, see Sec. 5.

To relate the messages at the protocol level with those in the
implementation, we assume a function o mapping bitstrings to
terms, similarly to [56, Sec. 4.2]. The existence of such a function
is a standard assumption in symbolic protocol verification. It rep-
resents the common abstraction of treating bitstring messages as
well-typed terms under a perfect cryptography assumption, which
precludes, for instance, collisions between different message types
and cryptographic collisions (e.g. MACs). We also assume that the
cryptographic operations at the code level correctly implement the
corresponding abstract operations by relating them using a.

In SCION, MACs are required to use pseudorandom functions
(PRFs), making collisions unlikely. The situation is more complex for
XOR, as it is trivial for the attacker to craft XOR collisions. However,
in SCION, XOR is used only in the segment identifiers, which have
the form MACy (a, X)®X. Since XORing with a random value yields
a random result, the problem of finding a collision for such terms
again reduces to the PRF security of the underlying MAC scheme.
Furthermore, an attacker would need to find a collision such that
the resulting hop fields have valid interfaces that can be used for
forwarding. Nonetheless, the inability of symbolic models to reason
about collisions reflects their inherent limitations. Cryptographic
proofs avoid this issue, but they are often difficult to formalize and
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ID Vulnerability description Fixed
V1 Path segment limit not enforced. v
V2 Routers can switch from a segment in the down v

direction to a segment in the up direction, thus cre-
ating a valley.

V3  Non-core ASes can switch between segments in the v
same direction.
V4  Core ASes fail to enforce segment constraints when v

switching, allowing multiple Core-type links.
V5 No mechanism to stop forwarding after hop fields v
marked for verification only.

Table 1: List of protocol vulnerabilities.

Attack V1V2V3V4V5 P1P2P3

1. Inter-segment path splicing: at- . X
tacker appends an up-segment to an-

other up-segment (or down-down).

2. Loop / traffic reflection: attacker e o o X X
sends packets in a loop among core

ASes, causing congestion.

3. Arbitrary source routing: attacker ¢ o o o
picks arbitrary forwarding paths.

4. Splicing: attacker combines hop e X
fields from different segments.

Table 2: Protocol attacks and their required vulnerabili-
ties (V1-V5) and violated properties: P1—Path authorization,
P2—Valley freedom, P3—Loop freedom.

scale for complex protocols. Computational soundness could bridge
symbolic and cryptographic models, but this is impossible for most
symbolic models that include XOR, including ours [58].

4.5 Results

Artifacts. Overall, we produced several formal protocol mod-
els of packet forwarding in SCION, together with their execution
environment and attacker model. This Isabelle/HOL development
consists of 16,100 LoC, containing over 1,000 lemmas, and substan-
tially extends the existing SCION formalization which consisted
of 5,500 LoC [32], with around 450 lemmas. Overall, our Isabelle
formalization takes five minutes to verify on a standard laptop. We
estimate that this development took two to three person years.

The protocol formalization and proofs guarantee that packet
forwarding in SCION as deployed today is secure, even in the
presence of a strong attacker. We expect them to be useful also to
verify SCION’s control plane protocols and during SCION’s future
evolution, for instance, to assess the impact of protocol changes on
the intended security properties.

Attacks found and protocol improvements. During our verification
effort, we found five previously unknown protocol vulnerabilities,
giving rise to four novel attacks, see Tables 1 and 2. Three of the
vulnerabilities are related to the subtle edge cases in the segment
switching logic. All vulnerabilities were confirmed and resolved.
The most severe attack (Attack 3 in Table 2) allowed a malicious
sender to fabricate arbitrary forwarding paths, thus violating all
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three security properties. This attack exploited missing checks in
the way that segments are combined and in the limit of the number
of segments. An attacker could hence craft a packet that follows an
arbitrary path by using a dedicated segment for each individual hop.
This attack could be used to send packets in a loop for a bounded
number of iterations, causing congestion and network failures.

The vulnerabilities were resolved in updates to the protocol. The
updates added several validation checks in the segment switching
logic (addressing V2-V4), removed the need for hop fields used
solely for verification purposes (addressing V5), and enforced a
limit of three segments (addressing V1). The updated protocol is
the one presented and verified in this paper.

Furthermore, we discovered an additional check that routers
could perform (checking link types within a segment), which al-
lowed us to prove a stronger valley and loop freedom property.
Originally, SCION routers checked for valleys only when switching
between segments, assuming that the control plane would only con-
struct valley-free segments. While carrying out our formal proofs,
we noticed that two compromised ASes, one at each end of a seg-
ment, were enough for an attacker to extend the segment with
a valley hop and craft a two-segment packet with a loop passing
through the honest ASes in the middle of the segment. Our proposed
intra-segment link type checks guarantee that a valley or loop can
exist only if all on-path ASes are compromised, as opposed to at
least some AS. The developers implemented our recommendation.

5 Code verification

In this section, we explain how we verify that the router imple-
mentation satisfies the properties listed in Sec. 3.1, namely safety,
functional correctness, and protocol compliance.

We verify the intended properties by annotating all functions in
the router implementation with pre- and postconditions and use
Gobra to check that the function implementations satisfy their spec-
ifications for all possible executions. Annotations are expressed in
special comments that are recognized by the verifier, but ignored by
other tools like the compiler. Since verification in Gobra is modular,
we can split the overall verification effort into small tasks, which
can be tackled in parallel (modularity aspect 5 in Sec. 3.2).

We verify the code in three main steps (modularity aspect 4 in
Sec. 3.2). Step 1 focuses on safety, that is, the implementation neither
crashes nor causes data races. This step guarantees in particular
the absence of common coding errors such as de-referencing a nil
pointer or accessing an array out-of-bounds. Step 2 verifies func-
tional correctness, that is, that all functions compute the intended
results. This entails strengthening the pre- and postconditions from
step 1 to express and prove the additional properties. Step 3 proves
protocol compliance, that is, that the implementation satisfies the
I/O specification obtained from the router model. This step relies
on the properties proved in step 2, for instance, to show that each
packet forwarded by the router was previously validated and its
headers updated according to the SCION protocol.

We perform these steps by progressively strengthening the func-
tion specifications in a tight feedback loop with the verification tool.
Gobra is integrated into the IDE. Verification errors are reported
in terms of the original Go code and its annotations; the program-
mer is not exposed to the underlying verification logic. We also
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//@req PktMem(pkt) && DataPlaneMem(d)

//@req ifs_valid(Abs(pkt),d,1i,]) && crypto_valid(Abs(pkt),d)
//@req Token(ly) && IOSpec(ly, so)

//@req pkt € sg.inputBuffer[i]

//@ens PktMem(pkt) && DataPlaneMem(d)

//@ens update(old(Abs(pkt)), Abs(pkt))

//@ens Token(l;) && IOSpec(ly, s1)

//@ens pkt € s;.outputBuffer[j]

func process(pkt,d,i,j /*@,1y,s0 @x/) /%@ (1;,s1) @x/

o N I S I NI Caye

Figure 4: The specification of process expresses safety
(Lines 1 and 5), functional properties (Lines 2 and 6), the
I/0O spec (Lines 3 and 7), and properties about the I/O abstract
state (Lines 4 and 8). req and ens declare pre- and postcondi-
tions; old allows a postcondition to refer to a pre-state value.

added Gobra to our continuous integration workflow to re-verify
the implementation on every change.

The router implementation uses complex language features that
are hard to reason about and therefore often avoided when code
is written with verification in mind. To be able to verify the exist-
ing router implementation, we had to develop novel verification
techniques for the features used in the original SCION code base
and implement them in Gobra. In particular, we developed a novel
automated solution for specifying and verifying closures with cap-
tured state and side effects. Additionally, for the first time in a
Separation Logic verifier, we added support for modularly speci-
fying invariants on global variables, which are established by the
package initializers and maintained by the rest of the program. We
also extended Gobra to support many features of Go that did not
require fundamentally new solutions but did require substantial
engineering efforts, e.g., support for the built-in types of Go and its
unique control structures (e.g., defer statements and for-range
loops), and we added support for (ghost) mathematical types to
allow for cleaner specifications. For these extensions, we greatly
benefited from the fact that Gobra is based on an intermediate veri-
fication language, Viper [42], such that additional Go features can
be supported by devising an encoding into Viper and leveraging
its existing proof automation. The extensions are now available in
Gobra, substantially strengthening its practical applicability.

Below, we provide more details on the three verification steps out-
lined above, discuss how we mitigate tool performance challenges
that we encountered in all three, and summarize our results. We
illustrate these steps on the function process in Fig. 4, which is a
simplified version of the router implementation’s function process.
It takes as arguments the packet pkt to process, a structure d rep-
resenting the router’s configuration, as well as the ids of the input
and output buffers, i and j. It is called after the interface and cryp-
tographic checks. The function implementation, which we omit for
brevity, performs the update of the router model’s packet processing
event (see Sec. 4.4). We explain the function’s specification below.

5.1 Verifying safety

Gobra uses implicit dynamic frames [55], a variant of separation
logic [45, 51]. The expressiveness of this logic is crucial to tackle
the concurrency and complex heap structures in the SCION code
base and to obtain the modularity needed for a verification effort
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of this scale. Using this logic, Gobra checks that programs do not
crash and do not exhibit data races, as we explain next.

Permissions. Separation logic expresses ownership of memory
by associating a permission with each location, which is created
during allocation and can be transferred between different function
executions. Gobra checks that a function may access a location only
if it holds the corresponding permission; otherwise verification fails.

Permissions are a powerful reasoning principle that Gobra uses
for several purposes. Since there is only one permission for each
location, it is not possible for two threads to access a location simul-
taneously, which rules out data races and thus allows us to reason
about code without having to consider interference by other threads.
Gobra’s fractional permissions [14] allow concurrent read accesses
while still ensuring exclusive writes. Moreover, allocating an array
creates one permission per array slot. Any out-of-bounds access
is detected by Gobra since the permission for the (non-existent)
slot is not available. Finally, permissions allow modular reasoning
about side effects. As long as a function holds on to the permission
for a location, no other function can possibly modify this location.
This allows Gobra to preserve properties of locations across calls.

A function’s pre- and postcondition express which permissions
the function expects from its caller and which it returns upon
termination (see Lines 1 and 5 in Fig. 4). Predicates such as PktMem
group together the permissions of entire data structures.

In Go, threads are typically synchronized using channels and
locks. To reason about thread interactions, Gobra allows both chan-
nels and locks to be associated with an invariant. A channel invari-
ant expresses properties of the messages sent over the channel and
may also include permissions, such that a message may transfer
permission to a memory location. Locks are handled analogously.

Complex code patterns. A key difficulty in verifying an existing
code base that was not written with verification in mind is the use
of complex code patterns that improve performance, but complicate
reasoning. We give three examples and explain how we tackle them.

First, packets have two data representations, as a bytestring and
as a struct. Conceptually, bytestrings are unmarshaled into the
struct, then processed, and then marshaled back to the bytestring.
However, the details are more complicated because (1) these three
steps are interleaved, such that the implementation effectively uses
both representations, and (2) struct fields store views of portions
of the bytestring (so-called slices in Go), such that both represen-
tations share memory. As a result, it is difficult to specify permis-
sions and the relevant invariants in a purely recursive manner as
is standard in automated verification tools. Our solution instead
uses iterated separating conjunctions (ISCs) [41, 51] and magic
wands [17, 51, 53], two separation logic constructs that enable non-
recursive specifications. ISCs represent permissions for every value
of a quantified variable and are commonly used to specify per-
missions to random access data structures like arrays (e.g., the
ISC forall 1 :: @ <= i < len(a) ==> acc(al[il) gives per-
mission to every element of the array a). Magic wands are sep-
arating implications commonly used to express permissions to
partial data structures (e.g., the wand tree(x) --* tree(root)
represents the permissions to the tree starting at root with the ex-
ception of the subtree starting at x). ISCs allow us to describe how
the struct’s fields overlap with the bytestring, whereas magic wands
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enable us to preserve information when there is a short-lived over-
lap between bytestrings and structs. Both of these features, while
standard in the theory of separation logic, are very rarely supported
in automated separation logic verifiers. We have found them (ISCs
in particular) indispensable not only for their traditional use cases
like specifying arrays and partial data structures, but also due to the
additional flexibility they gave us for specifying other code patterns
like these overlapping struct representations.

Second, to avoid memory allocation and reduce the time spent
on garbage collection, the router maintains a pool of allocated
structs, for instance, to represent SCION paths. Whenever a path is
created, a struct is retrieved from the pool, and returned afterward.
Verification must ensure that structs do not continue to be used after
being returned to the pool, and that they are properly initialized
before they are re-used. We re-use Gobra’s existing permission
system to prove this property: When a struct instance is returned
to the pool, we prove that all permissions to it are returned to the
pool. Thus, it can no longer be used by other code, since that would
require those same permissions that are now no longer available.

Third, the router implementation makes extensive use of inter-
faces for subtype polymorphism. To verify code that uses these
interfaces, we have to annotate each interface with specifications
that must be satisfied by each implementation of the interface.
Due to Go’s structural subtyping, one cannot easily determine all
implementations of an interface. This makes devising interface spec-
ifications challenging, as one must anticipate the behavior of each
interface implementation in the entire code base. As a result, we
frequently adjusted interface specifications in the SCION libraries
as we verified new implementations that were not compatible with
the previous version of the specification. Each such change required
re-verifying the already-verified interface implementations against
the adjusted specification. This highlights a limitation of modular
verification when applied to existing code.

5.2 Verifying functional correctness

Functional properties describe the result and the state updates per-
formed by a function. Even if a function’s implementation operates
on low-level data structures such as bytestrings, its specification
needs to express the functional properties in terms of the logical
values that the low-level data structures represent. This data ab-
straction is essential to making specifications human-readable and
connecting them to the state of the protocol model.

The implicit dynamic frames logic used by Gobra allows pro-
grammers to express data abstraction via mathematical functions,
written as side-effect-free Go functions, that map a concrete data
structure to its logical representation. In contrast to standard sepa-
ration logic, these pure functions decouple permission reasoning
from reasoning about the values stored in memory. This allowed
us to incrementally extend the specifications for safety properties
discussed earlier with functional properties. The SCION implemen-
tation already contained numerous pure functions; using those
in specifications substantially reduced the annotation overhead
compared to standard separation logic.

In our example, the pure function Abs abstracts the concrete
representation of a packet pkt to a message in the protocol model.
This function is used in the precondition of process (Line 2 in



CCS 25, October 13-17, 2025, Taipei

1 pred I0Spec(l,s) {
2 (forall i, pkt :: pkt in s.outputBuffer[i] ==>
3 Send(1l, i, pkt, ?1,) &&

4 10Spec(ly, slfoutputBuffer[i] -= pkt])) &&

5 . // other I/0 permissions

6

}

Figure 5: The core predicate of the I/O specification generated
from our router model. The predicate includes permissions
for all I/O operations prescribed by the model (we show only
the Send permission here). The recursive predicate applica-
tion shows how the position in the protocol (1) and the model
state (s) are updated when an I/O operation is performed.
Variable ?1; is existentially quantified.

Fig. 4) to express that the packet header has been validated. The
postcondition at Line 6 states that process modifies the packet as
prescribed by the router model’s process event. Crucially, specifying
these functional properties in the contract of process does not
require changing the safety specifications previously added.

This step specified and proved critical properties of functions that
parse, serialize, and manipulate the headers of the SCION packets.
Many of these functions are part of the API of SCION. As such, our
security guarantees apply not only to the router implementation,
but also to third-party clients of the SCION libraries.

5.3 Verifying protocol compliance

To verify that the router code implements the protocol correctly, we
prove that each I/O operation performed by the router is permitted
by the abstract router model. To reason about I/O behavior, we
associate a separation-logic permission with each I/O operation
that may be performed by the implementation. We annotate the
relevant I/O operations of Go’s I/O library to require and consume
the corresponding permission. Consequently, a caller may perform
the I/O operation only if it holds the permission; otherwise verifi-
cation fails. This approach was originally proposed by Penninckx
et al. [46]; we handle concurrency differently to make the router
model and I/O specification independent of the concurrency used
in the implementation (see below).

I/O specification. The I/O specification generated from the router
model (see Sec. 4.4) is a separation logic formula that provides the
I/O permissions for the entire router, that is, expresses which I/O
operations the router may perform, their arguments, and in which
order they may occur. Fig. 5 shows the definition of the predicate
I0Spec, the core of the I/O specification. The predicate’s parameter
s represents the router model’s state; its relation to the router’s con-
crete data structures is expressed via abstraction functions (Sec. 5.2).
I0Spec’s other parameter, 1, is a protocol location that indicates the
execution’s current position in the protocol; it is used to specify
valid sequences of I/O operations and is advanced whenever the
router performs a protocol step, such as sending a packet.

An individual I/O permission is parameterized with the protocol
locations before and after the operation, as well as the parameters
and results of the operation. For instance, Line 3 in Fig. 5 provides
the permission to send packet pkt over the AS interface i, provided
that the packet is in the corresponding output buffer (Line 2) and
the protocol is at location 1. Performing this operation advances
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//@ req SktMem(conn) && PktMem(pkt)

//@ req Token(l;) && Send(1l;,conn,pkt,?1,)
//@ ens SktMem(conn) && PktMem(pkt)

//@ ens Token(ly)

func (conn) Write(pkt /*@, 1 @x/)

[ R N

Figure 6: A simplified specification of the Write function of
Go’s I/0 library. The function sends packet pkt; conn is the
network socket representing the AS interface that the packet
is sent over. Lines 1 and 3 specify permissions for the packet
and socket. Lines 2 and 4 specify I/O permissions.

the protocol to location 1;. The recursive instance of I0Spec at
Line 4 lets the router perform the next I/O operation. Its parameters
reflect the new protocol location as well as the updated router state,
where pkt is removed from the output buffer. The condition under
which a Send operation is permitted and the modification of the
router state are extracted automatically from the guard and update,
respectively, of the corresponding event in the router model.

The router’s full I/O specification, extracted from the router
model, is Token(1l) && I0Spec(l, sg), where s is the initial ab-
stract state and Token(1) indicates the initial protocol location.
This specification, which is a precondition of the router’s entry-
point, describes the permitted I/O operations of the entire router.

Verifying I/O properties. Fig. 6 shows a specification of the Write
function from Go’s I/O library, which forwards messages to the
network. In addition to the memory permissions specified at Line 1,
calling Wri te also requires the current protocol location to be 11 and
a Send-permission to send the packet pkt over the AS interface’s
network socket conn (Line 2). To verify the following call to Write

/%@ 1y,_ :=@x/process(pkt,t,connj,,conng, /*@, 1, s @x/)
conngyt . Write(pkt /*@,1; @x/)

we use the postconditions at Lines 7 and 8 of process (Fig. 4),
together with the definition of I0Spec, to obtain the I/O permission
required by the Write operation.

An attempt to call Write without first calling process would
fail for two reasons: First, we could not establish Token(11), i.e.,
the execution would be at the wrong protocol location. Second,
we could not obtain the I/O permission from I0Spec because the
condition pkt in s.outputBuffer[i] would not hold, i.e., the
router would not be in the expected state. This illustrates that
verification enforces that both the sequence of I/O operations and
the evolution of the router state precisely follow the protocol model.

Concurrency. The router implementation spawns multiple threads,
each of which receives packets, processes them, and forwards the re-
sult. The router model, from which we extract our I/O specification,
is agnostic to the concurrency used in a concrete implementation.
Hence, the I/O specification is parametrized with a global router
state (s in Fig. 5) and describes how this state is affected by each
operation. In the implementation, the receive, process, and send
operations may occur concurrently, while operations on the same
packet are sequenced via constraints on the state (e.g., Line 2 of
Fig. 5 ensures that pkt is received and processed before it is sent).

Due to this global nature of the I/O specification, verification
must ensure that each thread may obtain I/O permissions and that
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all threads collectively maintain the global state used in the I/O
specification. To this end, we treat the I/O specification like a shared
data structure in concurrent separation logic. This data structure
consists of (1) global ghost (that is, verification-only) variables cL
and cS for the current protocol location and the current model
state, and (2) an invariant Token(cL) && IOSpec(cL, cS) for the
current token and I/O specification. We enforce that each protocol
step performed by a thread executes atomically and preserves the
invariant [27]. In this atomic step, a thread may use the token
and IOSpec predicate from the invariant (e.g., to perform an I/O
operation), update cL and ¢S, and then release the token and I0Spec
predicate to make them available for the next thread.

This novel way of verifying I/O properties for concurrent pro-
grams does not restrict the concurrency used by the implementation
and allows the protocol models and the extracted I/O specification
to be completely agnostic of the implementation’s concurrency
structure, which further increases the modularity of our approach.

5.4 Taming verification performance

To our knowledge, this project contains one of the largest veri-
fication efforts ever carried out in a deductive verifier based on
separation logic, and the largest ever carried out in Gobra. The
size and complexity of both the verified code and its specifications
repeatedly led to scalability issues with Gobra, resulting in verifica-
tion times that were too long to make effective progress. This was
the single biggest challenge for the code verification.

Most performance problems we ran into could be attributed to
one or both of the following causes:

(1) Long functions: Gobra verifies code using symbolic execu-
tion, which verifies each path in the control flow and each case
in the specification (e.g., for disjunctions) separately, leading to a
potentially-large number of branches. The time required to verify a
function depends mostly on the size of the function, the number of
branches, and the complexity of the properties to be verified. The
SCION router implementation contains several large functions (e.g.,
the function Run has 96 LoC and prepareSCMP has 101 LoC) with
many branches, for which verification was too slow.

(2) Large verification context: While we verify each function sep-
arately, the effort for the verification tool is impacted by the entire
program’s verification context, which includes user-provided type
declarations and invariants, as well as mathematical axioms gener-
ated by Gobra to model Go’s built-in types such as slices, structs,
and interfaces. Large verification contexts have a severe impact on
verification performance because the resulting global declarations
and (quantified) axioms in the proof obligations can overwhelm the
SMT solver by causing too many quantifier instantiations.

To mitigate performance problems, we extended Gobra with
three novel features to provide finer-grained control over the verifi-
cation context and over the verification algorithms used by Gobra.

First, since our goal is to verify the existing SCION router as
is, we cannot refactor long functions into several shorter ones. To
achieve the same effect for verification without changing the code,
we designed a new code annotation (called outline statement) that
causes verification to handle a code segment as if it was extracted
into a separate function. Analogously to functions, outline state-
ments have pre- and postconditions and are verified separately (i.e.,
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modularly), such that they split the verification of a function into
smaller logical parts without actually changing the implementation.
As a concrete (contrived) example, consider the following code:

x.f = 5;
y.f =6;
assert x.f < y.f;

Pretending that the second statement was difficult to verify, we
could extract it as follows:

x.f = 5;

// @ requires acc(y.f)

// @ ensures acc(y.f) & y.f == 6
// @ outline (

y.f =6;

/] @)

assert x.f < y.f;

This feature allows for fine-grained control over the proof context,
as (1) the preconditions of outline statements can be used to prune
the proof context for the outlined statement, and (2) quantified
assertions that are established and used only in an outline block
are not included in the proof context of the entire function.

Second, we developed a pre-processing step for Gobra that con-
servatively identifies and prunes irrelevant definitions and axioms
in the verification context before verifying a function.

Third, we modified Gobra to give users more fine-grained con-
trol to select or fine-tune the verification algorithms used on a
per-function basis. It is therefore possible, for example, to use more
efficient but less complete algorithms for reasoning about the heap
by default (e.g., the SE-PS algorithm [21]), but fall back to slower but
more precise algorithms if needed (e.g., the SE-PC algorithm [21]).

These three features improved Gobra’s performance substan-
tially and enabled the successful verification of the router.

We experimented with multiple additional optimizations that
revealed interesting tradeoffs between performance, completeness
and verification stability. An example is the support for verifying all
branches of a function in parallel rather than sequentially. Despite
improving verification performance, this feature caused verification
instability (i.e., non-deterministic reports of spurious errors), likely
because the verifier accumulated declarations and definitions across
branches, thus enlarging the verification context, which is a known
cause of verification instability [67]. We resolved such trade-offs
generally in favor of verification stability and completeness because
they are essential for making steady progress in the verification.

The performance issues we encountered are general problems
that, given sufficiently complex code and specifications, are likely
to occur with other automated verifiers as well. Since the overall
strategies we used to mitigate them are not specific to Gobra or
separation logic, we believe they will also apply in other contexts
and may be useful to other verification projects in the future.

5.5 Results

We equipped the router’s implementation with annotations that
allow Gobra to prove safety, functional correctness, and compliance
with the protocol model. We targeted the current, open-source im-
plementation, which consists of 4,700 lines of Go code (ignoring
comments and empty lines), including SCION-specific libraries, but
excluding third-party libraries like the Go standard library or the
library gopacket. We achieved our goal of verifying the deployed,
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Issue description Type

Missing bounds check when reading a host address from a S
bytestring

Latent race condition when processing packets with empty paths

nil-pointer dereference when reversing an empty SCION path

Improper error handling when forwarding to the internal network

Missing checks after decoding a SCION path

Incorrect error reporting when reversing paths

Incorrect accumulation of metrics about processed packets

Missing checks for the number of hop fields in a SCION path

H|l"H ||| " |"H|W»VW|Ww

Packets simultaneously originating from, and bound to the internal
network are not rejected

Missing checks for the validity of the size of path segments P

Table 3: Selected issues reported in the official SCION reposi-
tory on GitHub.

performance-optimized implementation as is, except for three small
and local changes to work around limitations of Gobra. First, we
rewrote one type declaration that uses a specific combination of
Go’s interfaces and Go’s delegation mechanism that is not sup-
ported by Gobra. Second, we split some compound expressions,
which allows us to add necessary annotations about intermediate
results. Third, we rewrote some range-loops into regular for-loops,
which in some cases simplifies permission-based reasoning.

Altogether, we fully verified 345 functions across 12 packages.
For three additional functions, we verified only the paths that are
relevant here; the unverified paths deal with error reporting or
SCION extensions that are not part of our project.

In total, we added 16,700 lines of specifications and annotations,
including 1,000 for the I/O specification and the definitions it de-
pends on. We wrote another 2,600 lines of trusted specifications
for the Go standard library and third-party libraries. The overhead
of 3.6 lines of annotation per line of code is typical for SMT-based
deductive verification and would be substantially higher for verifica-
tion using an interactive theorem prover. Annotating and verifying
the code took roughly 2.7 person years (not including the time
required to extend Gobra); running Gobra on the implementation
takes 46 minutes on a commodity desktop. We expect that our
specifications will also facilitate the safe evolution of the code base;
after annotating any modified parts, Gobra can check whether the
changed implementation is still correct and secure.

Discovered implementation bugs. We reported fourteen previ-
ously unknown issues in the router implementation, all of which
were confirmed and fixed by the SCION developers. The detected
issues affect the router’s safety, functional correctness, and the I/0
behavior. We list a subset of the errors we found in Table 3. While
verifying safety (referred to as S in Table 3), we found missing
bounds checks, a nil-pointer dereference, and data races. Verifica-
tion of functional correctness (F) uncovered missing checks after
decoding SCION paths, incorrect error handling, and the incorrect
accumulation of metrics. Finally, while verifying protocol compli-
ance (P), we discovered a critical bug where the router did not reject
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packets simultaneously originating from and destined to the inter-
nal network. As a consequence, an attacker could craft an ill-formed
packet that keeps being redirected to the internal network of an AS,
potentially jeopardizing the availability of the router. This behavior
is explicitly ruled out by the SCION protocol and our models, but
was allowed by the implementation. These findings demonstrate
that all steps of the code verification were effective in uncovering
bugs. Remarkably, all of these bugs escaped the extensive code
reviews, testing, and fuzzing that are continuously performed on
the code base, in parallel with formal verification.

6 Lessons learned

In this section, we reflect on our project and draw lessons learned
for future large-scale verification efforts.

6.1 Overall approach

The most important success factor for our project was to separate
protocol and code verification, which worked extremely well.

First, this separation proved to be very valuable, since it allowed
us to use the right tools for each task. Performing both verification
tasks within one framework would have been much harder. For
example, to simplify reasoning about path segments, we derived
tailor-made induction schemes. We also built protocol models that
are parametrized on cryptographic schemes and assumptions about
them. These features are not commonly available in SMT-based pro-
gram verifiers. However, performing the entire verification within
an interactive proof assistant would have meant forgoing the high
degree of automation offered by SMT-base program verifiers and
incurred a significant increase of the verification effort.

Second, our project demonstrated that the linked protocol and
code verification processes are mutually beneficial, as opposed
to the protocol models just serving as a specification of the code.
By soundly linking the models to the code, we detected not only
discrepancies between the models and the specified security proper-
ties, but also instances where the models did not faithfully capture
the informal protocol specification. For example, initially our mod-
els performed checks on packets upon exiting an AS whereas the
implementation correctly conducts checks on entry. In another
example, described in Sec. 5.5, a discrepancy between models and
code turned out to be an error in the implementation instead.

Using two frameworks, Isabelle and Gobra in our case, requires a
semantic-preserving translation between them. The existing Igloo
methodology soundly links the two formalisms using I/O specifica-
tions. We extended it with an automated, sound extraction of I/O
specifications in Isabelle/HOL, which made the extraction of the
router’s I/O specification effortless and reduced its further transla-
tion to Gobra to simple syntactic transformations (see Sec. 3.6). The
generated I/O specification is relatively simple and can be reused
for different router implementations.

Overall, our success suggests that our verification approach can
be used in other verification projects that target protocols and their
pre-existing implementations. It is flexible enough to accommodate
any protocol modeling approach based on transition systems. This
includes, for example, Tamarin protocol models [7], and many pro-
gram verifiers based on separation logic for different programming
languages, including C, Go, Java, Python, and Rust.
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6.2 Continuous development

Like most software, the SCION protocol and code are constantly
evolving. In such projects, one cannot defer verification until the
software reaches a stable state. Instead, we started our verification
effort already when SCION was just a research project and evolved
our formalizations and proofs along with the protocol and code.
Verifying the protocol and code already during their develop-
ment has substantial benefits. As described in Sec. 4.5, we uncovered
vulnerabilities and made suggestions to strengthen the obtained
security guarantees, which were implemented early. In contrast,
updating already widely-deployed protocols is hard and costly. Sim-
ilarly, detecting implementation bugs early reduces the risk of their
exploitation by attackers, which would cause economic and reputa-
tion damage. This is especially critical for a secure next-generation
Internet architecture that is seeking widespread acceptance.
However, the early start also led to significant challenges. We
faced multiple protocol changes that affected our models. Evalu-
ating their effects on the security properties would have required
laborious modifications to all models in the refinement sequence
for each proposed change. To adapt to changes quickly, building on
prior work [30, 32], we used parametrization to prove the security
of an entire class of data plane protocols. The formalization defines
several parameters (such as a cryptographic check function) and
conditions that are sufficient for proving security in the param-
eterized refinement development. Since the proof effort for each
instance is minimal, we could easily adapt to protocol changes.
The development of the router implementation was driven by
strict performance and schedule constraints, such that extracting
it from a formal model or co-developing code and proofs was not
possible. Consequently, we verified an existing implementation that
was frequently changing, as developers added features, optimized
performance, and fixed bugs. We annotated a clone of the SCION
repository, to which we ported changes from the original repository
weekly to keep both repositories in sync. Porting changes to our
code base required adding and often adapting annotations. In this
process, we benefitted greatly from using modular verification,
which confines the adaptations to a local scope and avoids adapting
or re-verifying the unaffected parts of the code base.
We showed that conducting quality assurance during develop-
ment is feasible, but requires strong modularity to limit the impact
of changes. The reward is a higher chance of fixing found problems.

6.3 Limits of automated code verification

It was initially unclear whether SMT-based, automated verifica-
tion would scale to the SCION router’s Go implementation. While
we hoped automation would make verifying a large, complex im-
plementation a manageable task, SMT-based verification has two
known limitations.

First, automated verification gives users less control over the
proof, with limited means for debugging when the tool cannot auto-
matically prove a property. We were always able to find strategies
to work around this limitation, typically by phrasing annotations
in a way that is beneficial for the SMT solver. In some cases, this
required a good understanding of the tool’s inner workings.

Second, proof automation may be slow, hindering the workflow
of writing and incrementally improving specifications. As explained
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in Sec. 5.4, verification performance was a central challenge, and
required developing strategies and improving the tools.

We conclude that automated verification of real-world code bases
in complex languages is feasible. We are confident that automated
verification greatly reduced the effort of verifying the code base
compared to a more manual approach. We believe this also applies
to similar verification projects, although some interaction with tool
developers for debugging or adding features will likely be required.

7 Related work

We discussed operating system and compiler verification in the in-
troduction. We focus here on the verification of networking systems,
security protocols, and other distributed systems.

Networking-related verification. As noted in the introduction, our
work differs from verifying network configurations [9, 28, 33, 59],
which only considers the model level, and network functions [38,
47, 64-66], which focuses on the fully automated verification of lo-
cal properties of network component implementations. In contrast,
we combine protocol model and code verification to establish both
network-wide security properties and local properties of the router.
Moreover, the complexity of the existing implementation mandates
deductive verification, requiring substantially more human effort.

As mentioned previously, we build on an existing protocol veri-
fication of a simplified version of SCION [30, 32]. We adopted their
refinement-based approach, but extended the models substantially.
Chen et al. [15] model S-BGP and an early version of SCION in a
Prolog-style declarative language for networking protocols, and
verify route authenticity (control plane) and data path authenticity
(data plane, for SCION only). The latter is weaker than path au-
thorization, as it considers each hop separately instead of relating
successive hops. Hence, it does not rule out path splicing attacks.

Arnaud et al. [5, 6] model routing protocols in a process calculus
and propose two decision procedures for their analysis. One ana-
lyzes a protocol for any topology and the other works for a given
topology. All of these works are limited to protocol design verifica-
tion, whereas we also provide guarantees for the implementation.

Verified security protocols. The Everest project has verified sev-
eral security protocols, including TLS [11, 18] and QUIC [19] at the
code level. They implement the TLS and QUIC protocols in F# [11]
and F* [18, 19], respectively, and use the associated refinement type
checker (F7 and F*, respectively) for the cryptographic security
proofs. As they use a cryptographic attacker model, their proofs
yield stronger security guarantees than are possible in a Dolev-Yao
model. The resulting protocol implementations, written in F# or in
OCaml extracted from F*, are reference implementations, which
were designed for verification and achieve a significantly lower
performance than OpenSSL. The authors also provide more effi-
cient implementations written in language fragments that can be
compiled to C (e.g., the Low™ fragment of F* [49]), which achieve a
performance similar to an optimized implementation in some cases,
but require an additional proof of equivalence with the reference
implementation [18, 19]. In contrast, we verified a pre-existing,
optimized protocol implementation and soundly connect it to a
protocol model using the Igloo methodology.
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Both DY [10] and Arquint et al. [7] verify security protocols at
the code level by proving invariants over the protocol traces and
showing that these invariants entail the desired security properties.
Our refinement-based approach increases modularity, which is
crucial for verifying systems of the size and complexity of SCION.
Arquint et al. [8] extend the Tamarin prover with the automated
generation of each protocol role’s I/O specification and verify the
official Go implementation of the WireGuard key exchange protocol.
As said earlier, Tamarin is not expressive enough for our purposes.

Distributed system verification. IronFleet [26], Verdi [60, 63], and
Velisarios [50] verify respectively the Paxos, Raft, and PBFT con-
sensus protocols. Chapar [37] proves causal consistency of key-
value stores. In IronFleet, models and implementation are written
in Dafny [35], which does not allow for concurrent code, and are
verified with an SMT solver. The other approaches model algo-
rithms in Coq and rely on code extraction from Coq, which is un-
suitable for verifying existing implementations in commonly-used
programming languages. Anvil [57] is a framework for building and
verifying Kubernetes controllers. It restricts the structure of the im-
plementation, making it unsuitable for verifying pre-existing code.

8 Conclusion

We verified the SCION router from its high-level design down to
its performance-optimized implementation. A key success factor
was our highly modular verification approach, which allowed us
to reduce the verification complexity, work in parallel on differ-
ent aspects of the problem, and confine the impact of protocol and
implementation changes. We discovered both design and implemen-
tation errors, critically affecting the router’s security, that evaded
all prior reviews and testing and have all been subsequently fixed.

Future work includes a tighter integration of code development
and verification, incorporating upcoming features of the SCION
router, and verifying the control plane.
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