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ABSTRACT

Isolation bugs, stemming especially from design-level defects, have
been repeatedly found in carefully designed and extensively tested
production databases over decades. In parallel, various frameworks
for modeling database transactions and reasoning about their iso-
lation guarantees have been developed. What is missing however
is a mathematically rigorous and systematic framework with tool
support for formally verifying a wide range of such guarantees for
all possible system behaviors. We present the first such framework,
VerIso, developed within the theorem prover Isabelle/HOL. To
showcase its use in verification, we model the strict two-phase lock-
ing concurrency control protocol and verify that it provides strict
serializability isolation guarantee. Moreover, we show how VerIso
helps identify isolation bugs during protocol design. We derive new
counterexamples for the TAPIR protocol from failed attempts to
prove its claimed strict serializability. In particular, we show that
it violates a much weaker isolation level, namely, atomic visibility.
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1 INTRODUCTION

Over the past decades, significant efforts have been devoted to devel-
oping reliable, high-performance databases. Starting from the cen-
tralized relational databases of the 1980s, development progressed
to geo-replicated NoSQL key-value stores such as Dynamo and
Cassandra, prioritizing availability over consistency. This progress
continued with the emergence of NewSQL databases, which bridge
the gap between SQL and NoSQL by supporting ACID transactions
for better data integrity, while still being highly performant.

On the theoretical side, this trend has led to the study of new
isolation levels, accompanied by novel concurrency control mech-
anisms and database designs balancing isolation guarantees and

This work is licensed under the Creative Commons BY-NC-ND 4.0 International
License. Visit https://creativecommons.org/licenses/by-nc-nd/4.0/ to view a copy of
this license. For any use beyond those covered by this license, obtain permission by
emailing info@vldb.org. Copyright is held by the owner/author(s). Publication rights
licensed to the VLDB Endowment.
Proceedings of the VLDB Endowment, Vol. 18, No. 5 ISSN 2150-8097.
doi:10.14778/3718057.3718065

system performance. In addition to the gold standard Serializabil-
ity (SER) as well as the widely adopted Snapshot Isolation (SI) [23,
27, 44], many weaker isolation levels have emerged to cater for real-
world applications. These include Read Atomicity (RA), supported
by [5, 33, 35] and recently layered atop Facebook’s TAO [12]; Trans-
actional Causal Consistency (TCC), supported by [3, 9, 17, 35, 38, 39,
42, 51], and recently adopted by commercial databases [19, 43, 45].

Unfortunately, isolation bugs have repeatedly manifested them-
selves in carefully designed and heavily tested databases [8, 18, 24–
26]. In particular, all these isolation bugs stemmed from design-level
defects, rather than implementation errors. For example, Yugabyte-
DB was found to violate SER as its conflict-detection mechanism
failed to account for read conflicts [28], MariaDB’s Galera cluster
incorrectly claimed SI support [24, 31], and Lu et al. [40] recently
reported violations of the claimed Strict SER (SSER) in TAPIR [58]
and DrTM [55]. Eliminating such bugs, which requires costly re-
designs, and achieving strong correctness guarantees is a crucial,
challenging task for developers. Here, the formal verification of
database designs is highly desirable, preferably in an early design
stage. Indeed, the industrial adoption of formalmethods in thewider
area of production databases [4, 16, 46, 53] has become increasingly
prevalent as a proactive approach to address such design errors.

The formal verification of concurrency control protocols neces-
sitates a formal semantics for isolation guarantees. Many seman-
tics have been proposed [2, 7, 8, 11, 15, 37, 56], including the first
characterization of SER via dependency graphs [7], an axiomatic
framework based on abstract executions [11], and the recent opera-
tional semantics for isolation guarantees [56]. Nonetheless, protocol
verification based on these semantics relies on either (i) manual
pen-and-paper proofs, which are error-prone for complex protocols,
(ii) on testing, which can only check a small number of executions,
or (iii) on model checking, which is limited to a small number of
processes and transactions, and can therefore find anomalies, but
not establish correctness. Hence, these approaches can miss design
errors that violate the claimed isolation guarantees. For example,
TAPIR violates SSER, despite its authors’ formal modeling as well
as both manual proofs and model checking efforts [58].

Our main objective is thus to develop a systematic and math-
ematically rigorous, tool-supported specification and verification
framework for concurrency control protocols and their isolation
guarantees. Systematic means unified coverage of a wide range of
isolation guarantees. Rigor is guaranteed by mathematical proofs
showing that all possible database behaviors with arbitrarily many
processes and transactions satisfy the desired isolation guarantee.
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To achieve this goal, we developed VerIso, the first mechanized
framework for rigorously verifying isolation guarantees of trans-
action protocols. VerIso is based on the centralized operational
model of transactions proposed in [56], instantiatable by a range
of prevalent isolation criteria, including SSER, SI, and TCC. We
formalize this model, called the abstract transaction model, in Is-
abelle/HOL [48], an interactive theorem prover for higher-order
logic, which offers the expressiveness and strong soundness guar-
antees required for systematic and rigorous tool support.

To develop VerIso, we also make several substantial enhance-
ments to the original model, beyond its formalization, which under-
pin our protocol correctness proofs and their automation. First, we
significantly extend the abstract model with an extensive library
of hundreds of lemmas, including those stating properties of the
abstract model’s underlying concepts (e.g., version lists and reader
sets) and its invariants (e.g., read atomicity). The resulting VerIso li-
brary is protocol-independent and provides strong support for proto-
col correctness proofs. Second, we set up Isabelle’s automatic proof
tools to apply many lemmas automatically, thereby providing con-
siderable proof automation and reducing the user’s proof burden.

Within VerIso, we formalize transaction protocol designs as
transition systems, where different types of transitions correspond
to different protocol steps. We establish their isolation guarantees
by refinement of the appropriate instance of the abstract model,
which ensures that the protocol’s behaviors conform to the abstract
model. We also identify a collection of generic protocol invariants
that can support the refinement proofs of a wide range of proto-
cols. VerIso thus offers rigorous tool support for verifying isolation
guarantees of new transaction protocols at an early design stage.

To validate VerIso, we analyze the isolation guarantees of two
database designs. First, we model the classical Strict Two-Phase
Locking (S2PL) protocol (combined with Two-Phase Commit) and
we verify that it satisfies SSER. With this case study, we illustrate
different aspects of VerIso including protocol specification, refine-
ment mapping, and refinement proof using invariants. Second, we
show how to use VerIso to systematically discover isolation bugs
in database designs based on unprovable proof obligations, from
which we construct concrete counterexamples. As an illustrative
example, we use the TAPIR [58] protocol, which claims to provide
SSER. This protocol was previously found to exhibit a real-time
ordering issue [40]. UsingVerIso, we discover a different counterex-
ample, which violates atomic visibility [5], where a transaction’s
updates are only partially observed by others.

Contributions. Overall, we make the following contributions.

• We develop VerIso, the first mechanized framework for formally
specifying database designs and systematically verifying their
isolation guarantees for all their behaviors. Compared to exist-
ing work, VerIso is mechanized, more expressive, covers more
isolation levels, and offers much stronger correctness guarantees.

• We model and verify the classical S2PL protocol combined with
2PC in VerIso and prove that it satisfies SSER, thereby illustrat-
ing our protocol modeling and proof technique.

• We demonstrate how VerIso can be used to find isolation bugs in
database designs by examining failed proof obligations. In partic-
ular, for TAPIR, we construct novel counterexamples illustrating
its violation of atomic visibility.

SI
PSI

RARC
UA

TCC
SER

PC
SSER

Figure 1: A hierarchy of prevalent isolation levels. RC: read

committed [6]; RA: read atomicity [5]; UA: update atomic-

ity [11, 36]; TCC: transactional causal consistency [3, 38]; PC:

prefix consistency [10]; SI: snapshot isolation [6]; PSI: paral-

lel SI [50]; SER: serializability [49]; SSER: strict SER [49].𝐴→
𝐵 means 𝐴 is weaker than 𝐵. VerIso covers the green levels.

2 BACKGROUND

2.1 Isolation Levels

Distributed databases provide various isolation levels, depending
on the system’s desired scalability and availability. As shown in
Figure 1, VerIso supports well-known isolation levels such as SER
and SI, as well as more recent guarantees such as RA [5] and TCC [3,
38]. We will briefly explain some of these isolation guarantees.
Read Atomicity (RA). This is also known as atomic visibility, re-

quiring that other transactions observe all or none of a transac-
tion’s updates. It prohibits fractured reads, such as in the scenario

𝑇1 : W(𝐴, {𝐵}), W(𝐵, {𝐴}) 𝑇2 : R(𝐴, {𝐵}), R(𝐵, ∅),
where Carol (in transaction 𝑇2) only observes one direction of a
new (bi-directional) friendship between Alice (A) and Bob (B) in
a social network (recorded in𝑇1). RC allows such fractured reads
as well as reading multiple versions of a key in one transaction.

Transactional Causal Consistency (TCC). This level requires
that two causally related transactions appear to all clients in the
same causal order. It prevents causality violations, such as

𝑇1 : W(𝐴,𝑚) 𝑇2 : R(𝐴,𝑚), W(𝐵, 𝑟 ) 𝑇3 : R(𝐴,⊥), R(𝐵, 𝑟 ),
where Carol (in𝑇3) observes Bob’s response 𝑟 to Alice’s message
𝑚 without seeing the message itself in a chatroom. Our notion of
TCC also includes convergence [3, 38], which requires different
clients to observe all transactions in the same total order. In prac-
tice, most causally-consistent databases provide convergence.

(Strict) Serializability ((S)SER). SER requires that the effects of
every concurrent execution can also be achieved by a sequential
execution. SSER additionally requires this sequential execution
to preserve the real-time order of (non-overlapping) transactions.

2.2 Operational Semantics for Transactions

Xiong et al. [56] introduced a state-based operational semantics for
atomic transactions that operate on distributed key-value stores
(KVSs). This semantics is formulated as a labeled transition system
(Section 3), called the abstract transaction model, which abstracts
these KVSs into a single (centralized) multi-versioned KVS K :
key → list(version) that maps each key to a list of versions.
Each version K(𝑘, 𝑖) of a key 𝑘 at list index 𝑖 records

(i) the value stored,
(ii) the writer transaction, and
(iii) the reader set (the transactions that have read this version).

The reader set tracks write-read (WR) dependencies. In a real, dis-
tributed system, each client 𝑐𝑙 has a different partial client view
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of K , and this is modeled by explicitly representing these views in
the model as mappingsU(𝑐𝑙) : key→ P(N), describing, for each
key, the set of versions (denoted by list indices) visible to the client.

The semantics assumes a last-write-wins conflict resolution pol-
icy and the snapshot property, which ensures that transactions read
and write at most one version of each key. It also assumes that views
are atomic, i.e., clients observe either all or none of a transaction’s
effects. These properties together ensure atomic visibility and estab-
lish RA as the model’s baseline isolation guarantee. Transactions
are described by a fingerprint F : key × {R,W} ⇀ value, which
maps each key and operation (read or write) to a value, if any.

The model has two types of transitions: atomic commit, which
atomically executes and commits an entire transaction, and view
extension, which monotonically extends a client’s view of the KVS.
A commit transition can only be executed under certain conditions
on the current KVSK , the client’s viewU(𝑐𝑙), and the transaction’s
fingerprint F . These conditions depend on the desired isolation
guarantee. The framework is parameterized on these conditions and
can be instantiated to eight different isolation guarantees (Figure 1).

2.3 Isabelle/HOL and Notation

We use the Isabelle/HOL proof assistant for our modeling and
proofs [47, 48]. Isabelle is a generic framework for implementing
logics, and Isabelle/HOL is its instance to higher-order logic (HOL).
HOL can be paraphrased as “functional programming plus quanti-
fiers”. Isabelle offers powerful automated reasoning tools, including
an integration of various external (first-order logic) automated the-
orem provers. We chose Isabelle/HOL for its high expressiveness
and good proof automation, which allows us to naturally formalize
the framework’s structures and obtain strong protocol correctness
guarantees for arbitrary numbers of processes and transactions.

Notation. To enhance readability, we use standard mathematical
notation where possible and blur the distinction between types and
sets. For a function 𝑓 : 𝐴→ 𝐵, we denote by 𝑓 [𝑥 ↦→ 𝑦] the function
that maps 𝑥 to𝑦 and otherwise behaves like 𝑓 . For a partial function
𝑔 : 𝐴 ⇀ 𝐵, we write 𝑑𝑜𝑚(𝑔) for the domain of 𝑔, and 𝑔(𝑥) = ⊥ if
𝑥 ∉ 𝑑𝑜𝑚(𝑔). We also define𝐴⊥ = 𝐴⊎{⊥}. For a relation 𝑅 ⊆ 𝐴×𝐴,
𝑅−1 denotes its converse and 𝑅+ its transitive closure.

3 SYSTEM MODELING AND REFINEMENT

We introduce the modeling and verification formalism [1, 41] we
use in our work and illustrate it with a simple database example.

3.1 System Models

We use labeled transition systems (LTS) to model database protocols
and the abstract transaction model. An LTS E = (𝑆, 𝐼 , { 𝑒−→ | 𝑒 ∈ 𝐸})
consists of a set of states 𝑆 , a non-empty set of initial states 𝐼 ⊆ 𝑆 ,
and a family of transition relations 𝑒−→ ⊆ 𝑆 × 𝑆 , one for each event
𝑒 ∈ 𝐸. We assume that our LTS models contain an idling event skip,
defined by 𝑠 skip−−−−→ 𝑠 , which we use in refinements (see below). We
often define the relations 𝑒−→ using guard predicates𝐺𝑒 and update
functions 𝑈𝑒 by 𝑠 𝑒−→ 𝑠′ if and only if 𝐺𝑒 (𝑠) ∧ 𝑠′ = 𝑈𝑒 (𝑠).

Example 1 (Atomic Transactions). We model a simple centralized
database system with a single-version KVS and atomic (one-shot)
transactions as an LTS A. A state of our LTS A is a KVS, which

we represent as a function S : key→ value, from keys to values.
All states are initial states. Besides skip, the LTS A has a single
(parametrized) event txn(𝑓𝑅, 𝑓𝑊 ), where the parameters 𝑓𝑅, 𝑓𝑊 :
key ⇀ value respectively denote a read and a write fingerprint.
We specify the associated transition relation as

txn(𝑓𝑅, 𝑓𝑊 ) : 𝑓𝑅 ⊆ S ∧ S′ = S ⊲ 𝑓𝑊 ,

meaning that S
txn(𝑓𝑅 ,𝑓𝑊 )−−−−−−−−−−→ S′ is defined by the predicate after the

colon. Here, 𝑓𝑅 ⊆ S is the guard, requiring that the values read are
those in the KVS S, and S′ = S ⊲ 𝑓𝑊 is the update, stating that
the KVS S′ after the transition equals the KVS S updated with the
values in 𝑓𝑊 . The updated KVS (S ⊲ 𝑓𝑊 ) (𝑘) is defined by 𝑓𝑊 (𝑘) if
𝑘 ∈ 𝑑𝑜𝑚(𝑓𝑊 ) and S(𝑘) otherwise. Note that the parameter 𝑓𝑅 can
be considered as an output (the values read) and 𝑓𝑊 as an input
(the values to be written) to the event. Hence, in this very abstract
model A, all of a transaction’s reads and writes are executed in a
single atomic state transition.

3.2 Invariants and Refinement

We define invariants as supersets of the set of reachable states
(or, equivalently, predicates holding on all reachable states), and
refinement as a process for successively adding features to models.

A state 𝑠 is reachable if there is a sequence of transitions from
an initial state leading to 𝑠 . We denote the set of reachable states
of E by reach(E). A set of states 𝐽 is an invariant if reach(E) ⊆ 𝐽 .
Invariants are proved by showing that they hold in all initial states
and are preserved by all state transitions.

Refinement relates two LTSs E𝑖 = (𝑆𝑖 , 𝐼𝑖 , { 𝑒−→𝑖 | 𝑒 ∈ 𝐸𝑖 }), for 𝑖 ∈
{1, 2}, which usually represent different abstraction levels. Given
refinement mappings 𝑟 : 𝑆2 → 𝑆1 and 𝜋 : 𝐸2 → 𝐸1 between the
LTSs’ states and events, we say E2 refines E1, written E2 ≼𝑟,𝜋 E1,
if for all states 𝑠, 𝑠′ ∈ 𝑆2 and events 𝑒 ∈ 𝐸2,

(i) 𝑟 (𝑠) ∈ 𝐼1 whenever 𝑠 ∈ 𝐼2, and
(ii) 𝑟 (𝑠) 𝜋 (𝑒 )−−−−−→1 𝑟 (𝑠′) whenever 𝑠

𝑒−→2 𝑠′.
We can assume without loss of generality that the state 𝑠 in these
proof obligations is reachable. This allows us to use invariants
of the concrete model in refinement proofs, which is often neces-
sary. When using guards and updates, and an invariant 𝐽 of E2, (ii)
reduces to two proof obligations: assuming 𝐺2

𝑒 (𝑠) and 𝑠 ∈ 𝐽 , prove
(a) 𝐺1

𝜋 (𝑒 ) (𝑟 (𝑠)) (guard strengthening), and
(b) 𝑟 (𝑈 2

𝑒 (𝑠)) = 𝑈 1
𝜋 (𝑒 ) (𝑟 (𝑠)) (update correspondence).

Guard strengthening ensures that whenever the concrete event
is executable then so is the corresponding abstract event. Update
correspondence expresses that the refinement mapping 𝑟 commutes
with the concrete and abstract state updates.

Refinement guarantees the inclusion of sets of reachable states
(modulo 𝑟 ), i.e., 𝑟 (reach(E2)) ⊆ reach(E1). Hence, E1 specifies
which states E2 is allowed to reach (modulo 𝑟 ).

Example 2 (Refined transactions). We define a more concrete
model C. Instead of executing transactions in a single atomic tran-
sition, we have three operations, read, write, and commit, which
we model as separate events. This model’s states consist of triples
(S, F𝑅, F𝑊 ), where S is as before, and F𝑅 and F𝑊 are read and
write fingerprints, which are now part of the state. Initial states
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are those with empty fingerprints. The model C’s three events and
their transition relations are as follows:

read(𝑘, 𝑣) : S(𝑘) = 𝑣 ∧ F ′𝑅 = F𝑅 [𝑘 ↦→ 𝑣]
write(𝑘, 𝑣) : F ′𝑊 = F𝑊 [𝑘 ↦→ 𝑣]

commit(𝑓𝑅, 𝑓𝑊 ) : 𝑓𝑅 = F𝑅 ∧ 𝑓𝑊 = F𝑊 ∧
S′ = S ⊲ F𝑊 ∧ F ′𝑅 = ∅ ∧ F ′𝑊 = ∅

The read event’s guard checks that the KVS S maps the key 𝑘 to
the value 𝑣 and updates the read fingerprint F𝑅 with this mapping.
The write event updates the write fingerprint F𝑊 with the given
key-value mapping. Finally, the commit event’s guard just binds the
current fingerprints to the respective event parameters. This event
updates the KVS S with the write fingerprint F𝑊 as in Example 1
and resets both fingerprints to the empty maps. Hence, this model
only allows the serialized execution of transactions, one at a time.

Example 3 (Refinement proof). We now prove C ≼𝑟,𝜋 A for suit-
able refinement mappings 𝑟 and 𝜋 . We define the state mapping 𝑟 by
𝑟 (S, F𝑅, F𝑊 ) = S and the eventmapping𝜋 as𝜋 (commit(𝑓𝑅, 𝑓𝑊 )) =
txn(𝑓𝑅, 𝑓𝑊 ), with all other events mapping to skip. This means that
only the commit event has an observable effect on the abstract state
and this effect corresponds to an abstract transaction.

For the refinement proof, note that the proof obligations for
the read and write events trivially hold as these events do not
change S. The interesting case is the commit event. It is easy to see
that update correspondence holds, since the concrete commit and
the abstract txn events’ KVS updates are identical. For the guard
strengthening proof obligation, we must show that 𝑓𝑅 = F𝑅 ∧ 𝑓𝑊 =

F𝑊 implies 𝑓𝑅 ⊆ S. This is not possible, as the concrete guard
provides no information about the KVS S. However, inspecting
the concrete system C, we see that the read event only records
key-value mappings in F𝑅 that are also present in S. Hence, we can
establish F𝑅 ⊆ S as invariant of C. We can then use this invariant
together with the guard 𝑓𝑅 = F𝑅 to complete the refinement proof.

4 THE VERISO FORMAL FRAMEWORK

Our framework is centered around our formalization of the abstract
transaction model introduced in Section 2.2. We formalize the ab-
stract model in Isabelle/HOL as an LTS I(IL), parameterized by an
isolation level IL ∈ {RA, UA, TCC, PSI, CP, SI, SER, SSER} (cf. Figure 1).
We describe this formalization in Section 4.1.

Given a pseudocode specification of a concurrency control pro-
tocol design, its modeling and verification using our framework
consists of the following three steps:

(1) Formalize the pseudocode specification of the protocol as an
LTS modelM in Isabelle/HOL, as discussed in Section 4.2.

(2) Specify the protocol’s desired isolation level IL by the ap-
propriate instance, I(IL), of the abstract transaction model.

(3) Define refinement mappings on states 𝑟 and events 𝜋 and
prove that M refines the abstract transaction model in-
stance I(IL). This is explained in Section 4.3.

4.1 Formalizing the Abstract Transaction Model

4.1.1 Parametrized abstract transaction model. The model’s states
(K,U), called configurations, consist of a central KVS K and the

1 datatype txid = Tn(nat, cl_id)
2
3 record version =
4 v_value : value
5 v_writer : txid
6 v_readerset : set(txid)
7
8 type_synonym kv_store = key → list(version)
9 type_synonym view = key → set(nat)
10 type_synonym config = kv_store × (cl_id → view)

Figure 2: Configurations of abstract transaction model.

client viewsU, mapping client IDs to their views, as explained in
Section 2.2. This structure is formalized in Figure 2. In particular, we
model transaction identifiers as a datatype txid, whose elements
Tn(𝑠𝑛, 𝑐𝑙) are indexed by the issuing client 𝑐𝑙 and a sequence number
𝑠𝑛, and wemodel versions as a record type version in Isabelle/HOL.

The model has three events: an (atomic) commit event, a view
extension event, and the idling event. The commit event’s guard
depends on IL, which is specified by two elements:
• a relation 𝑅IL ⊆ txid × txid on transaction identifiers, and
• a predicate vShiftIL (K, 𝑢,K′, 𝑢′) on two KVSs and two views.

We will further describe 𝑅IL and vShiftIL below.
The abstract commit event’s transition relation

(K,U)
commit(𝑐𝑙,sn,𝑢,F)
−−−−−−−−−−−−−−−→IL (K′,U′)

is defined in Isabelle/HOL by:

1 definition commit(𝑐𝑙, 𝑠𝑛,𝑢, F, (K,U), (K′,U′ )) ←→
2 U(𝑐𝑙 ) ⊑ 𝑢 ∧ wf(K,𝑢) ∧ wf(K′,𝑢′) ∧ −− basic view guards
3 LWW(K,𝑢, F) ∧ −− last −write−wins
4 Tn(𝑠𝑛, 𝑐𝑙) ∈ nextTxids(K, 𝑐𝑙) ∧ −− txid freshness
5 canCommit(K,𝑢, F, 𝑅IL) ∧ vShiftIL (K,𝑢,K′,𝑢′) ∧ −− IL− spe c i f i c
6 K'= UpdateKV(K, Tn(𝑠𝑛, 𝑐𝑙),𝑢, F) ∧ U'= U[𝑐𝑙 ↦→ 𝑢′ ] −− updates

The transition updates the configuration (K,U) to the new con-
figuration (K′,U′), where K′ is the updated KVS andU′ updates
the client 𝑐𝑙 ’s view to 𝑢′. In particular, K′ is obtained from K by
recording the operations described by the fingerprint F , i.e., the
writes append a new version with writer ID Tn(𝑠𝑛, 𝑐𝑙) to the respec-
tive key’s version list, and the reads add Tn(𝑠𝑛, 𝑐𝑙) to the respective
versions’ reader sets. The guards have the following meanings:
• U(𝑐𝑙) ⊑ 𝑢 allows one to extend the client cl’s current view to

a (point-wise) larger one before committing.
• wf(K, 𝑢) and wf(K′, 𝑢′) require𝑢 and𝑢′ to bewellformed views,

i.e., atomic and holding indices that point to existing versions.
• LWW(K, 𝑢, F ) captures the last-write-wins conflict resolution

policy, where a client reads each key’s latest version in its
view 𝑢. If F (𝑘, R) = 𝑣 then 𝑣 must be the version K(𝑘, 𝑖)’s
value, where 𝑖 is the highest index in 𝑢 (𝑘).

• Tn(𝑠𝑛, 𝑐𝑙) ∈ nextTxids(K, 𝑐𝑙) represents the transaction ID
freshness requirement, i.e., the sequence number 𝑠𝑛 is larger
than any of the client 𝑐𝑙 ’s sequence numbers used in K .

• canCommit(K, 𝑢, F , 𝑅IL) is the central commit condition, which
ensures that it is safe to commit a transaction at a given iso-
lation level IL. It requires that the set of visible transactions
visTx(K, 𝑢) (i.e., the writers of the versions that the view 𝑢
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points to) is closed under the relation 𝑅IL in the sense that

(𝑅−1IL )
+ (visTx(K, 𝑢)) ⊆ visTx(K, 𝑢) ∪ rdonly(K) . (1)

In other words, following the relation 𝑅IL backwards from vis-
ible transactions, we only see visible or read-only transactions.

• vShiftIL (K, 𝑢,K′, 𝑢′) constrains the allowed modifications of
the client view during the commit. This predicate captures
session guarantees like monotonic reads and read-your-writes.

We define the view extension event’s transition relation

(K,U)
xview(𝑐𝑙,𝑢 )
−−−−−−−−−−→IL (K′,U′)

in Isabelle/HOL by:

1 definition xview(cl, u, (K,U), (K',U')) ←→
2 U(cl) ⊑ u ∧ wf(K, u) ∧
3 K' = K ∧ U' = U[cl ↦→ u]

This event simply extends a client 𝑐𝑙 ’s view from U(𝑐𝑙) to a
wellformed view 𝑢. It abstractly models that additional versions of
certain keys become visible to the client.

4.1.2 Instantiation to concrete isolation levels. To instantiate this
abstract model for a particular isolation level IL, one specifies the
relation 𝑅IL and the predicate vShiftIL. We describe here the def-
initions for IL ∈ {RA, TCC, SSER} and we refer the reader to [56]
for other instantiations. For the model’s baseline isolation level
RA, the conditions canCommit (with 𝑅RA = ∅) and vShiftRA always
hold. For TCC, we define 𝑅TCC = SO ∪ WRK , where SO captures the
clients’ session orders and WRK is the write-read dependency be-
tween transactions in K , determined by the reader set associated
to each version. The resulting commit condition canCommitTCC re-
quires that the views are closed under causal dependencies. The
predicate vShiftTCC captures the monotonic reads and read-your-
writes session guarantees. For SSER, we have 𝑅SSER = WW−1K , where
WWK is the write-write dependency (i.e., per-key version order) on
transactions in K . Hence, the commit condition canCommitSSER
expresses that the views must include all versions in K before the
commit. The condition vShiftSSER is true, i.e., it always holds.

Note that the semantics’ built-in atomic visibility precludes the
representation of the RC isolation level (cf. Figure 1). In future work,
we will extend the model to also cover this level.

4.1.3 Discussion of formalization. The formalization involved both
design choices and adaptations compared to [56]. First, to repre-
sent the framework’s elements in Isabelle/HOL, we used Isabelle’s
type system to avoid proving invariants where possible. For ex-
ample, we represent fingerprints as partial functions rather than
relations. Second, the canCommit condition in Equation (1) is an
equivalent reformulation of the original one. We find our version
easier to understand and prove. VerIso’s library provides proof
rules that help establish this condition. Third, the paper [56] defines
a KVS wellformedness condition including the snapshot property,
and assumes it for all KVSs. In our formalization, we proved KVS
wellformedness as an invariant of the abstract model.

4.2 Protocol Modeling

We assume that protocol designs are given as pseudocode speci-
fications for clients and servers. We explain how to transform such
specifications into a formal LTS protocol model in Isabelle/HOL.

function cl_compute(tasks): −− c l i en t
for each server svr:

results(svr) = svr_compute(tasks(svr), svr)
return aggregate(results)

function svr_compute(task, svr): −− servers
result = compute(task)
return result

Figure 3: Pseudocode for remote computation.

1 datatype cl_state = −− c l i en t s tate
2 cl_idle | cl_invoked(tasks) | cl_done(final)
3
4 record cl_conf = −− c l i en t configuration
5 cl_state : cl_state
6
7 datatype comp_state = −− computation s tate
8 svr_idle | svr_done(result)
9
10 record svr_conf = −− server configuration
11 svr_state : cl_id → comp_state
12
13 record global_conf = −− global configuration
14 cls : cl_id → cl_conf
15 svrs : svr_id → svr_conf

Figure 4: Client, server, and global configurations.

For illustration, we use a simple remote computation example,
where clients outsource computation tasks to servers using (asyn-
chronous) remote procedure calls (RPCs) and then collect and ag-
gregate the servers’ results into a final result (Figure 3). The same
modeling technique also applies to concurrency control protocols.
We discuss some points specific to those protocols at the end of this
subsection. Formalizing a protocol design as an LTS in Isabelle/HOL
requires the definition of the LTS’ global configurations and events.

4.2.1 Protocol configurations. Protocol configurations are com-
posed of the clients’ and the servers’ local configurations (Figure 4).
A client’s configuration consists of the client’s control state (of
type cl_state), which here may be idle, invoked with given tasks,
or done with the final computation result. The server has a com-
putation state (of type comp_state) per request. We assume for
simplicity that each client only invokes a server once, so we can
identify requests with clients. A computation’s state is either idle
or done with a result.

Notation. Given a global configuration s, the client cl’s state, for in-
stance, is accessed by cl_state(cls(s,cl)), where the functions
cls and cl_state are record field projections. For readability, we
will write this as cl_state(cl) when s is clear from the context.
We will use cl_state’(cl) for the field’s value in the successor
state s’ of an event. Similar shorthands apply to all record fields.

4.2.2 Protocol events. We model protocol events according to the
following principles. Events only change either a single client or a
single server’s configuration. This ensures that clients and servers
can be seen as independent components with interleaved events. To
communicate, these components directly access each other’s con-
figurations. More precisely, the destination (or receiver) component
reads the desired information from the data owner (or sender). The
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1 −− c l ient −s ide events
2 definition cl_compute_invoke(𝑐𝑙, tasks) ←→
3 cl_state(𝑐𝑙) = cl_idle ∧
4 cl_state'(𝑐𝑙) = cl_invoked(tasks)
5
6 definition cl_compute_response(𝑐𝑙, results, final) ←→
7 cl_state(𝑐𝑙) = cl_invoked(_) ∧
8 (∀svr. svr_state(svr, 𝑐𝑙) = svr_done(results(svr)) ∧
9 final = aggregate(results) ∧
10 cl_state'(𝑐𝑙) = cl_done(final)
11
12 −− server−s ide event
13 definition svr_compute(𝑠𝑣𝑟, 𝑐𝑙, 𝑡𝑎𝑠𝑘) ←→
14 svr_state(𝑠𝑣𝑟, 𝑐𝑙) = svr_idle ∧
15 (∃𝑡𝑎𝑠𝑘𝑠. cl_state(𝑐𝑙) = cl_invoked(𝑡𝑎𝑠𝑘𝑠) ∧
16 𝑡𝑎𝑠𝑘 = tasks(𝑠𝑣𝑟)) ∧
17 svr_state'(𝑠𝑣𝑟, 𝑐𝑙) = svr_done(compute(𝑡𝑎𝑠𝑘))

Figure 5: Events for remote computation example.

sender just provides the information, but does not actively commu-
nicate itself (e.g., send a message). This is a standard abstraction in
protocol modeling, which can later be refined into explicit message
passing through a channel. Events may have parameters, which
correspond to the free variables in the event specification.

We translate the protocol’s pseudocode from Figure 3 into two
client events, one for the RPC request and the other for the re-
sponse, and one server event, which handles the entire RPC on the
server side (Figure 5). The client event cl_compute_invoke tran-
sits from idle to the invoked state, storing the given tasks. Note
that no client-server communication is modeled in this event. The
server event svr_compute reads its task tasks(svr) from client
cl’s invoked state, which models receiving a message containing
tasks(svr) from cl. The existential quantifier on Line 15 means
that the tasks map itself is hidden from the server, i.e., not trans-
mitted. Finally, the client event cl_compute_response starts in an
invoked state, where the tasks stored do not matter, as indicated
by the underscore (Line 7), collects the results from all servers into
the results map (Line 8), computes the final result (Line 9), and
stores it in its new done state (Line 10). Note that record fields not
mentioned in an event’s update remain unchanged.

4.2.3 Modeling concurrency control protocols. We consider dis-
tributed systems with per-client transaction coordinators and sev-
eral shard/replica servers that handle the clients’ reads and writes to
keys. For simplicity, we integrate the coordinator into the client and
assume that each server stores one key. We focus on concurrency
control and do not model (orthogonal) replication aspects.

Most concurrency control protocols follow a two-phase commit
structure, which is reflected in the client’s and the server’s states.
We assume the clients perform transactions sequentially, whereas
the servers handle an arbitrary number of concurrent transactions.
Hence, the servers will have per-transaction states. Both client and
server configurationsmay contain additional fields to store protocol-
specific information such as clocks, timestamps, or version lists.

4.3 Protocol Verification

After modeling a concurrency control protocol, we prove by refine-
ment that it implements the desired instance of the abstract transac-
tion model. We show how to define refinement mappings relating

the protocol model to the abstract one and conduct the refinement
proof. We also briefly discuss an advanced proof technique for the
case when refinement alone is insufficient to prove correctness.

4.3.1 Defining the refinement mappings. To relate the protocol and
abstract models, we must define the refinement mappings 𝑟 on
states and 𝜋 on events. To define 𝜋 , we identify one or more pro-
tocol events that correspond to the protocol’s transaction commit
points and we map these events to the abstract commit event. These
are usually client-side (i.e., coordinator) commit events. Events that
change a client’s view of the KVS (e.g., by making additional ver-
sions visible) refine the abstract view extension event. All remaining
events must refine the abstract idling event (skip), meaning they
have no corresponding effect in the abstract model.

To define 𝑟 , we reconstruct an abstract configuration 𝑟 (𝑠) from
a concrete protocol configuration 𝑠 , i.e.,

𝑟 (𝑠) = (K_of(𝑠),U_of(𝑠)) .

The function K_of(𝑠) reconstructs each key’s version list from
the corresponding server’s state and extends it with the effects of
all ongoing transactions’ client-committed operations, i.e., those
operations where the client has already committed in the two-phase
commit protocol, but the corresponding server has not yet followed
to their committed state. In particular, the client-committed reads
are added to the appropriate reader sets and the writes are appended
as new versions to the respective key’s version list. This part of 𝑟 is
largely determined by the need to satisfy update correspondence,
i.e., that abstract and concrete state updates commute with 𝑟 .

The functionU_of(𝑠) reconstructs the abstract configuration’s
client views from the protocol configurations. For example, in some
protocols for achieving TCC, clients maintain an explicit threshold
(e.g., a timestamp) for reading “safe” versions, which are guaranteed
to be committed. In this case, the view would include all versions
below that threshold. In other protocols (e.g., for achieving SSER),
clients must read the latest version of each key. Here, one can use
full views of each key, which include all versions. This part of 𝑟 is
mostly constrained by the need to satisfy the view-related guards
of the abstract commit event (wellformedness, LWW, canCommit,
vShift) when refining the protocol’s committing events.

To help define 𝑟 , we often add history variables to the protocol
configurations. These record additional information, such as the
order of client commits for each key to reconstruct the abstract ver-
sion lists. However, they are not required for the protocol execution
itself. In particular, event guards must not depend on them.

4.3.2 Refinement proofs. To establish the desired refinement

M ≼𝑟,𝜋 I(IL), (2)

we must prove for each concrete event (i) guard strengthening,
i.e., that the protocol event’s guards imply the abstract event’s
guards, and (ii) update correspondence, i.e., that the abstract and
concrete updates commute with the refinement mapping. VerIso
provides proof rules that support such refinements. Recall that the
refinement (2) implies the following correctness condition:

𝑟 (reach(M)) ⊆ reach(I(IL)), (3)

where 𝑟 is the state component of the refinement mapping.
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We typically approach such proofs in the following way. We first
prove the easy cases of concrete events that map to the abstract
skip event. For these, guard strengthening is trivial and update
correspondence shows that the concrete event has no effect on the
abstract state. More interesting are the events refining the abstract
commit event (and also view extension). Here, update correspon-
dence ensures that the protocol’s concrete KVS updates are consis-
tent with the abstract centralized KVS. Most of the work goes into
proving guard strengthening, i.e., establishing the abstract commit’s
guards from the concrete event’s guards. By first proving the basic
guards, i.e., view extension (U(𝑐𝑙) ⊑ 𝑢) and view wellformedness,
followed by LWW, we know that the protocol satisfies the baseline
RA isolation level. We then establish the guards canCommit and
vShift, which are specific to the desired isolation level.

In case we are unable to establish a proof obligation, most often
an abstract commit guard, this may happen for different reasons:
1. We may discover a mistake in the protocol modeling or in the

definition of the refinement mapping, which we must correct.
2. We may miss some information to complete the proof. In this

case, we try to prove a protocol invariant providing that in-
formation. For example, Isabelle’s proof state may indicate a
prepared client and a corresponding committed server, which
is a contradiction derivable from a suitable invariant relating
client and server states. Below, we list some typical invariants.

3. If neither of the previous two cases applies, further analysis
may indicate a counterexample violating the desired isolation
level. We will explain this case in Section 6. Note that a coun-
terexample may also arise from a failed attempt to prove a
required protocol invariant.

This is an iterative process that continues until all proof obligations
are established or a counterexample is found.

4.3.3 Protocol invariants. Refinement proofs invariably require
different protocol invariants, many of which are recurring and thus
reusable for other protocols. The most important ones concern:
Freshness of transaction IDs The clients’ current transaction

ID is fresh, i.e., does not occur in the KVS until the commit;
Past and future transactions stating that the respective client

and servers are in particular starting or end states; and
Views These invariants include view wellformedness, view closed-

ness (for canCommit), and session guarantees (for vShift).
Many of these invariants directly imply related guards needed in
the refinement of the abstract commit event. Moreover, there are
invariants related to particular protocol mechanisms such as locking
(cf. Section 5) or timestamps.

4.3.4 Advanced verification technique. Sometimes, refinement is
insufficient to establish the correctness condition in Equation (3). In
particular, protocols relying on timestamps to isolate transactions,
such as those commonly seen for optimistic concurrency control or
for achieving TCC isolation, usually use the timestamps to define an
order on versions and to identify “safe-to-read” versions (defining
their view). Hence, to ensure that clients always read the latest
version in their view, the refinement mapping must reconstruct the
version lists of the abstract KVS in the order of their commit times-
tamps. However, for such protocols, the execution order of commits
and the order of the associated commit timestamps may differ and

−− c l ient −s ide ( transaction manager)
function initiateTransaction(transaction):

for each RM in transaction.participants: −− 2PC: prepare
resp[RM] = prepare(transaction, RM)

if all participants respond with "okay":
for each RM in transaction.participants: −− 2PC: commit

commit(transaction, RM)
else: −− abort i f any RM responds " not okay"

for each RM in transaction.participants:
abort(transaction, RM)

−− server−s ide ( resource manager)
function prepare(transaction, RM):

try:
acquireLocks(transaction.resources[RM]) −− S2PL: grow
performOperations(transaction.operations[RM])
return "okay"

except:
return "not okay"

function commit(transaction, RM):
commitTransaction(transaction) −− f ina l i ze changes
releaseLocks(transaction.resources[RM]) −− S2PL: shrink

function abort(transaction, RM):
abortTransaction(transaction) −− rol lback changes
releaseLocks(transaction.resources[RM]) −− S2PL: shrink

Figure 6: S2PL pseudocode for client and server sides.

executions with such inverted commits may thus require inserting
rather than appending a key’s new version to its version list. Since
the abstract model always appends new versions to the version
lists, a refinement proof alone would fail for such executions.

Proving the correctness condition in Equation (3) for such proto-
cols therefore requires the use of an advanced proof technique based
on Lipton’s reduction method [32] to reorder and eliminate inverted
commits prior to the refinement proof. VerIso also provides proof
rules for such reduction proofs. In [21], we explain this technique
in more detail and we apply it to a protocol achieving TCC.

5 STRICT TWO-PHASE LOCKING

To illustrate VerIso’s application, we analyze a well-known dis-
tributed concurrency control protocol, namely Strict Two-Phase
Locking (S2PL), which is commonly employed in settings with
strong isolation and reliability requirements. In S2PL, each transac-
tion acquires either exclusive write locks for writing to and reading
from a key or shared read locks for just reading from a key. A trans-
action succeeds only if all locks for the involved keys are available.
We assume that the failure to acquire any of these locks results in
aborting the transaction (known as the "no-wait" method). This
protocol is usually combined with the Two-Phase Commit (2PC)
protocol to achieve atomicity by ensuring that all servers involved in
the transaction are prepared before committing. Figure 6 shows the
S2PL pseudocode from which we next construct a formal LTS pro-
tocol specification. We then verify in VerIso that it satisfies SSER.

5.1 Protocol Specification

We first analyze the pseudocode’s communication structure. The
client broadcasts two (asynchronous) RPC requests to all servers
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Figure 7: S2PL: state diagrams of (a) a client’s cl_state and
(b) a server’s svr_state for a given transaction.

Table 1: Mapping RPC requests and responses to LTS events.

RPC client event server event

prepare request cl_prepare prepare

prepare response cl_commit or acq_rd_lock or
cl_abort acq_wr_lock or nok

commit request cl_commit commit

commit response cl_ready_c commit

abort request cl_abort abort

abort response cl_ready_a abort

involved in a transaction: (i) a prepare request, and (ii) a commit
or abort request depending on the prepare responses. The servers
send two RPC responses to the client: (i) an “okay” or “not okay”
response to prepare, and (ii) a “committed” or “aborted” response.

We then translate this structure into control state diagrams of
(a) a given client cl’s state and (b) a server’s state for a given key k
and transaction t (Figure 7). The state transitions are labeled with
event names (in bold) and the transition guards (underlined). The
RPC requests and responses are each represented in the diagrams
by an event on the sender and on the receiver side (Table 1).

Recall from Section 4.2 that we model communication by the
“receiver” reading the desired information from the configuration
of the (passive) “sender”. Note that we can often combine receiving
a message and sending the next message into one event. For exam-
ple, the client commit event checks the servers’ prepare responses
and transitions to the cl_committed state (i.e., “sends” a commit
message). Similarly, the server side commit and abort events handle
both the RPC request and response. In contrast, the server prepare
event only receives a prepare request and the response is provided
by a lock-acquiring event or the nok event. Next, based on the dia-
grams of Figure 7, we define the configurations and the events of
our formal LTS protocol model of S2PL, called TPL, in Isabelle/HOL.

5.1.1 Configurations. We model the client, server, and global con-
figurations as Isabelle/HOL records (Figure 8). The global configu-
ration consists of mappings from client IDs to client configurations
and from keys to server configurations. Each client maintains a
transaction state (cl_state) and a sequence number (cl_sn). As
clients are sequential, there is only one transaction state per client,
with one of four values shown in Figure 7a. The sequence number
keeps track of a client’s current transaction. Each server responsible
for a given key k, called server k for short, stores the ongoing trans-
actions’ states (svr_state), the key’s version list (svr_vl), and the

1 datatype txn_state = −− transaction s tate
2 cl_init | cl_prepared | cl_committed | cl_aborted
3
4 record cl_conf = −− c l i en t configuration
5 cl_state : txn_state
6 cl_sn : nat
7
8 datatype ver_state = −− version s tate
9 working | prepared | read_lock | write_lock |
10 not_okay | committed | aborted
11
12 record svr_conf = −− server configuration
13 svr_state : txid → ver_state
14 svr_vl : list(version)
15 svr_fp : txid × {R,W} ⇀ value
16
17 record global_conf = −− global configuration
18 cls : cl_id → cl_conf
19 svrs : key → svr_conf

Figure 8: S2PL client, server, and global configurations.

transactions’ fingerprint on key k (svr_fp). Each transaction t is
in one of the seven states depicted in Figure 7b and its fingerprint
svr_fp(k,t) on k, maps read andwrite operations to a value, if any.

5.1.2 Events. The client and server events change their respective
transaction states as described in Figure 7. We focus here on the
server event acq_write_lock and the client event cl_commit. The
latter plays a central role in the refinement. Once a server k is in
the prepared state for some transaction t, it tries to acquire a read
or write lock for k, depending on the intended operations. Here is
the definition of the server event acq_write_lock:

1 definition acq_wr_lock(k, v𝑤, v𝑟 , t) ←→
2 −− guards:
3 svr_state(k, t) = prepared ∧
4 ∀t'. not_locked(svr_state(k, t')) ∧ −− no locks on k
5 v𝑟 ∈ {⊥, last_ver_v(svr_vl(k))} ∧
6 −− updates:
7 svr_state'(k) = write_lock ∧
8 svr_fp'(k, t) = [W ↦→ v𝑤, R ↦→ v𝑟 ]

This event acquires a write lock for transaction t to update the key k
with the value v𝑤 and possibly also for reading the key’s latest
value v𝑟 , i.e., v𝑟 is either ⊥ (no read) or last_ver_v (svr_vl k)
(read) (Line 5). To execute the event, its guards require that (i) the
server k is in the prepared state (Line 3), and (ii) no transaction
has already acquired a lock on k (Line 4). The event updates its
state to write_lock (Line 7) and records its reads and writes in its
key fingerprint variable svr_fp (Line 8).

Once all servers have reached a locked state by executing a lock-
acquiring event, the next event is the client’s cl_commit event:

1 definition cl_commit(cl, sn, u, F) ←→
2 −− guards:
3 cl_state(cl) = cl_prepared ∧
4 ∀k. dom(F(k)) ≠ {} −→ is_locked(svr_state(k, get_txn(cl))) ∧
5 sn = cl_sn(cl) ∧
6 u = 𝜆k. full_view(K_of_TPL(s, k)) ∧
7 F = 𝜆k. svr_fp(k, get_txn(cl)) ∧
8 −− updates:
9 cl_state'(cl) = cl_committed
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This event commits the client cl’s current transaction with se-
quence number sn, using the view u and the transaction finger-
print F. The latter two parameters are only used for the refinement
proof. The guards (Lines 3–7) require that (i) the client is in its
prepared state, (ii) all involved servers are in a locked state for
the client’s transaction get_txn(cl), (iii) sn is the client’s current
sequence number, (iv) u corresponds to the full view of the current
abstract KVSK_of_TPL(s), which includes all versions of all keys
(see Section 5.2), and (v) F is the complete fingerprint for the client’s
transaction constructed from all servers’ per-key fingerprints, as
set in the locking step. This includes the values of the keys read in
the transaction. The client’s new state is cl_committed (Line 9).

After the client’s commit event, the transaction can no longer
be aborted and all servers follow into their own commit state.

5.2 Refinement Proof

To verify that the S2PL protocol TPL guarantees strict serializability,
we prove in Isabelle/HOL that the concrete protocol model, as just
specified, refines the abstract model I(SSER).

Theorem 4. TPL ≼𝑟TPL,𝜋TPL I(SSER).

In the remainder of this section, we sketch our proof of this theorem.

5.2.1 Refinement mapping. We define the refinement mapping 𝑟TPL
on states, which consists of two components:
K_of_TPL: This function reconstructs the global KVS’ version lists

from all key servers’ version lists, extended with the effects of on-
going transactions’ client-committed operations (cf. Section 4.3).

U_of_TPL: Since the client commit event is always using the full
view, there is no need to store a concrete view in the client con-
figurations. This function thus maps all concrete configurations
to the (dummy) initial view 𝜆𝑘. {0} of the abstract model.
The refinement mapping 𝜋TPL on events maps TPL’s cl_commit

event to the abstract commit event and all other events to the
abstract skip event. To reconstruct the abstract commit event’s
parameters from the cl_commit event’s parameters, we have added
the former, namely, the intermediate view u, the fingerprint F, and
the sequence number sn to cl_commit’s event parameters. Note
that no event of TPL refines the abstract view extension event.

5.2.2 Proof of refinement (sketch). The main part of the proof con-
sists of showing that for any concrete transition 𝑠

𝑒−→ 𝑠′ there is a
transition 𝑟TPL (𝑠) 𝜋TPL (𝑒 )−−−−−−−→ 𝑟TPL (𝑠′) in I(SSER). For all events other
than cl_commit, we must show that 𝑟TPL (𝑠) = 𝑟TPL (𝑠′), which cor-
responds to an abstract skip. This is the easy part. For the event
cl_commit(sn, u, F), we divide the proof that it refines the ab-
stract commit event with the same parameters (cf. Section 4.1) into
guard strengthening, i.e., that the concrete event’s guards imply
the abstract guards, and update correspondence (cf. Section 3). Let
K = K_of_TPL(𝑠) and K′ = K_of_TPL(𝑠′).

For guard strengthening, we focus on two guards here. (i) The
guard canCommit(K, u, F, 𝑅SSER) requires that the view u is closed
under the relation𝑅SSER = WW−1K , whichmeans that all versionsmust
be visible. VerIso provides a general, reusable lemma showing that
this is the case for full views. (ii) The guard LWW(K, u, F) requires
that the values read by the transactions as indicated by the finger-
print F equal the latest values visible in the (full) view u ofK . This is

the most interesting case. Our S2PL protocol model TPL satisfies this
condition since the strict locking discipline ensures that, for each
key, at most one transaction at a time can write a new version to the
KVS. In particular, there cannot be any concurrent client-committed,
but not yet server-committed writes to a key that the client’s trans-
action reads. Proving this guard requires several invariants about
locks and their relation to the fingerprint F, discussed below.

For update correspondence, we must establish thatK′ is equal to
UpdateKV(K,Tn(cl,sn),u,F), which requires a series of lemmas
about state updates. These in turn rely on VerIso’s library lemmas
about abstract state updates.

5.2.3 Required invariants and lemmas. The refinement proof uses
numerous invariants and lemmas that describe the system’s be-
haviour. First, it uses the generic invariants from Section 4.3.3,
except view closedness, which trivially holds for the full views used
in S2PL. Additionally, we need the following locking-related invari-
ants for S2PL. These can be adapted to other lock-based protocols.
Lock invariants These invariants capture the multiple-reader,

single-writer semantics of read and write locks.
Fingerprint invariants Three invariants relate each locking sce-

nario (read or write) to the expected fingerprints on key servers.

6 FINDING ISOLATION BUGS USING VERISO

In this section, we demonstrate how VerIso can also help uncover
isolation bugs in protocols. We begin with an overview of our
approach and then present a case study on the TAPIR protocol [58],
where we uncover a previously unknown atomic visibility violation.

6.1 Approach

We discover isolation bugs from failed protocol verification at-
tempts. Hence, we start by setting up a refinement proof for the
claimed isolation guarantee in VerIso (cf. Section 4.3). If we are
unable to prove a given proof obligation or required invariant,
even after potential improvements to the model and the refinement
mappings, this may indicate a problem with the protocol. We then
analyze the situation further and try to construct a counterexample
protocol execution that violates the desired isolation guarantee.

In the following, we consider different cases in such an analysis,
focusing on the most interesting case, namely, the failure to estab-
lish guard strengthening for events that were intended to refine
the abstract commit event. We start from the basic abstract guards,
shared by all isolation levels, and progress to themore complex ones,
specific to a given isolation level. For each category of guards, we
assume the preceding categories’ guards to be already proven. Our
step-by-step approach of breaking down such proofs into small and
manageable proof obligations, corresponding to different protocol
aspects, facilitates spotting isolation bugs in protocol designs.

6.1.1 For RA: View wellformedness and view extension. If a well-
formedness guard fails because of view atomicity, either the proto-
col inherently does not support atomic views, which immediately
shows a violation of RA, or the refinementmappingmust be updated
to include all versions written by a given transaction in the view.
Otherwise, if the guard fails due to indices pointing to non-existent
versions, again the refinement mapping’s view construction must
be checked. The view extension guard’s failure indicates that some
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Figure 9: Interleaving of transactions’ events, violating

(a) LWW, (b) canCommitTCC, and (c) vShiftRYW. Clients’ prepare
and commit events are shown by the tx_p and tx_c nodes.

Servers’ prepare-read and commit-write events are marked

by pRtxid (read-version) and Wtxid (written-version) on keys.

versions, previously visible to the client, are removed from its view,
which can be directly checked in the protocol definition or again
indicates a need for updating the refinement mapping.

6.1.2 For RA: Last-write-wins (LWW). When LWW fails, a client might
not read the latest version in its view. An important special case
of this occurs when the client reads a transaction’s update on one
server but reads an older version on another server that was also
updated by that transaction, despite having both updates in its view
(as view atomicity is assumed proven). This behavior corresponds
to the fractured read anomaly, which indicates the violation of RA.

To construct an execution that captures this failure, at least
two transactions are required: A write transaction, writing to at
least two keys, and a read transaction that does not read the latest
version on at least one of those keys. Figure 9a shows two possible
interleavings of such transactions, both violating the LWW condition
and exhibiting fractured reads.

6.1.3 For higher isolation levels: canCommit and vShiftIL. If all pre-
vious proof obligations are proven, a failure in these guards can in-
dicate an isolation bug for the given IL. In these cases, similar to the
LWW case, we must construct executions that capture these failures.
For canCommit, by starting from an interleaving of transactions, and
considering a client’s view 𝑢, which defines the set of transactions
visible to it (visTx(K, 𝑢)), we must repeatedly apply 𝑅−1IL to this set
until the result contains an invisible transaction, i.e., a transaction
that is neither read-only nor in 𝑢. An example of such an execution
for IL = TCC is shown in Figure 9b. For vShift, the session guar-
antees (monotonic reads or read-your-writes) fail. Therefore, the
execution should demonstrate the failure of these guarantees. Fig-
ure 9c shows an example execution for violating read-your-writes.

After building a candidate execution that violates a proof obliga-
tion, we might need to assign some values, e.g., timestamps, or add
transactions, such that the protocol can run the given execution. We
use the protocol’s model to infer these values and needed additions.
We then test the final execution against the protocol specification to
ensure it is a valid protocol execution. Finally, we check if the result-
ing counterexample is indeed a violation of an isolation guarantee.

1 datatype txn_state = −− transaction s tate
2 cl_prepared (ts, key ⇀ txid, key ⇀ value) |
3 cl_committed (ts, key ⇀ txid, key ⇀ value) |
4 ... −− other cons t ruc tors : same as S2PL
5
6 record cl_conf = −− c l i en t configuration
7 cl_state : txn_state
8 cl_sn : nat
9 cl_local_time : ts
10
11 datatype ver_state = −− version s tate
12 prepared (ts, txid⊥, value⊥) |
13 committed (ts, txid⊥, value⊥) |
14 ... −− other cons t ruc tors : same as S2PL
15
16 record svr_conf = −− server configuration
17 svr_state : txid → ver_state
18
19 record global_conf = −− global configuration
20 cls : cl_id → cl_conf
21 svrs : key → svr_conf
22 commit_order : key → list(txid) −− a history variable

Figure 10: TAPIR client, server, and global configurations.

6.2 Case Study: TAPIR Protocol

TAPIR is a distributed transaction protocol, which combines
2PC with optimistic concurrency control (OCC) and claims to of-
fer strictly serializable (SSER) read-write transactions. Before com-
mitting a transaction, TAPIR performs a timestamp-based OCC
validation, checking for any concurrent conflicting transactions.
Moreover, by building it on an inconsistent replication protocol,
the entire transaction system offers fault tolerance while eliminat-
ing the coordination redundancy found in conventional replicated
databases like Spanner [14].

We model TAPIR similar to S2PL, except that (i) TAPIR servers
perform OCC checks instead of locking to prepare a read or write,
(ii) operation results are stored directly in the version states instead
of keeping version lists or key fingerprints, and (iii) the client’s state
contains a local clock for generating timestamps. These local clocks
are loosely synchronized, and the authors state that the protocol
only depends on their synchronization for performance but not for
correctness. Figure 10 shows the TAPIR protocol’s configurations.

Figure 11 presents our modeling of the tapir_occ_check func-
tion from [58] in VerIso. The function’s arguments are the key k,
transaction ID t, the proposed timestamp ts, the read version’s
transaction ID t𝑟 , and the written value v𝑤 (⊥ for t𝑟 or v𝑤 indicates
no reads or writes on key k). The check results in a new server state,
either aborted or prepared. Note that TAPIR’s OCC check returns
ABSTAIN or RETRY in certain cases (see comments in Figure 11).
These are used to improve performance by trying to avoid certain
unnecessary aborts that would otherwise arise due to TAPIR’s in-
teraction with the underlying (inconsistent) replication protocol.
As we do not model replication, we map both of these to aborted,
which is safe in that it cannot introduce any new violations of SSER.

There is a different, earlier version of the OCC check [57], which
corresponds to replacing one of the conditions for preparing new
reads (Lines 14 and 15 in Figure 11) by the two lines in Figure 12.
TAPIR’s codebase [59] uses the newer definition in [58] (Figure 11).
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1 definition prepared_rd_tstmps(k) ←→
2 {ts | svr_state(k, t) = prepared(ts, r, w) ∧ r ≠ ⊥}
3
4 definition prepared_wr_tstmps(k) ←→
5 {ts | svr_state(k, t) = prepared(ts, r, w) ∧ w ≠ ⊥}
6
7 definition committed_wr_tstmps(k) ←→
8 {ts | svr_state(k, t) = committed(ts, r, w)∧ w ≠ ⊥}
9
10 definition tapir_occ_check(k, t, ts, t𝑟 , v𝑤) ←→
11 if t𝑟 ≠ ⊥ ∧ committed_wr_tstmps(k) ≠ {} ∧
12 ver_ts(svr_state(k, t𝑟 )) < Max(committed_wr_tstmps(k))
13 then aborted
14 else if t𝑟 ≠ ⊥ ∧ prepared_wr_tstmps(k) ≠ {} ∧
15 ts > Min(prepared_wr_tstmps(k))
16 then aborted −− or ig ina l ly : ABSTAIN
17 else if v𝑤 ≠ ⊥ ∧ prepared_rd_tstmps(k) ≠ {} ∧
18 ts < Max(prepared_rd_tstmps(k))
19 then aborted −− or ig ina l ly : RETRY
20 else if v𝑤 ≠ ⊥ ∧ committed_wr_tstmps(k) ≠ {} ∧
21 ts < Max(committed_wr_tstmps(k))
22 then aborted −− or ig ina l ly : RETRY
23 else prepared(ts, t𝑟 , v𝑤)

Figure 11: TAPIR OCC check, modeled after [58]’s definition.

14 else if t𝑟 ≠ ⊥ ∧ prepared_wr_tstmps(k) ≠ {} ∧
15 ver_ts(svr_state(k, t𝑟 )) < Min(prepared_wr_tstmps(k))

Figure 12: TAPIR OCC check’s different condition for prepar-

ing reads, based on the (older) conference definition [57].

6.3 Finding TAPIR Isolation Bugs using VerIso

Lu et al. [40] have found an issue with SSER’s real-time ordering in
TAPIR but conjecture that it still satisfies SER. Using VerIso, we dis-
cover that TAPIR violates atomic visibility (RA), a much weaker iso-
lation level than (S)SER. This bug escaped both the TAPIR authors’
manual correctness proofs (including SSER) and their additional
TLA+ model checking analysis. This underscores the need for our
rigorous verification approach, which covers all system behaviors.

As TAPIR aims to provide SSER, we set up a corresponding refine-
ment proof in VerIso. The mapping 𝜋 maps the client commit event
to the abstract commit, and all others to skip. The state mapping 𝑟
reconstructs the abstract KVS’s version lists bymapping the transac-
tion IDs in commit_order (recorded in the order of client commits)
to the corresponding abstract versions extracted from their version
state. As for S2PL, the abstract view is the constant initial view.

For SSER, the view u used in the commit event must contain
all abstract versions. Using general lemmas about full views, we
prove the abstract guards for view wellformedness (wf), exten-
sion (U(𝑐𝑙) ⊑ 𝑢), and closure (canCommit). However, we could
not prove the abstract LWW guard, despite following the steps in
Section 4.3.2. As LWW must hold for any isolation level of our ab-
stract model, this indicates that TAPIR potentially violates atomic
visibility (RA). We confirm this by exhibiting two witnessing coun-
terexamples, one for each version of the OCC check. These remain
valid when TAPIR is layered on top of the replication protocol.

Example 5 (journal version [58]). We start from the transactions’
interleaving shown in Figure 9a (top) and try assigning timestamps
to each transaction such that they can prepare their reads andwrites.

Figure 13: Atomic visibility counterexamples for TAPIR,

based on tapir_occ_check’s definition in (a) [58] and (b) [57].

The write transaction 𝑡𝑥1 can prepare its writes with any proposed
timestamp 𝑡𝑠1 > 0 because initially there are no committed writes
or prepared reads. Hence, the tapir_occ_check(𝑘, 𝑡𝑥1, 𝑡𝑠1,⊥, 𝑣)
calls for 𝑘 ∈ {𝐴, 𝐵} return prepared, as they are not aborted
by any of the checks in Figure 11. The read transaction 𝑡𝑥2 calls
tapir_occ_check(𝑘, 𝑡𝑥2, 𝑡𝑠2, 𝑡𝑟 ,⊥), for 𝑘 ∈ {𝐴, 𝐵}. Since at the exe-
cution time of these server prepare events only𝐴1 is committed, the
maximum of committed writes’ timestamps are 𝑡𝑠1 and 0 on𝐴 and 𝐵
respectively, which are equal to the timestamps of the versions read
by 𝑡2, i.e., they are not aborted at Line 13. Furthermore, 𝐵 has one
prepared write (𝐵1), so 𝑡𝑠2 ≤ 𝑡𝑠1 must hold to prevent 𝑝𝑅2 (𝐵0) from
aborting on Line 16. Therefore, as shown in Figure 13a, by assigning
𝑡𝑠1 = 8 and 𝑡𝑠2 = 5, we get a valid execution of TAPIR that violates
atomic visibility, as 𝑡𝑥1’s writes are only partially observed by 𝑡𝑥2.

Example 6 (conference version [57]). We modify our previous
counterexample to obtain a counterexample for the older defini-
tion (Figure 12), where the read version’s timestamp (denoted by
ver_ts(svr_state(𝑘, 𝑡𝑟 ))) instead of the transaction’s proposed
timestamp is checked for preparing reads. In Figure 13a, at the time
of 𝑡𝑥2’s prepare read events, there is one prepared write on 𝐵 with
𝑡𝑠1 = 8, which means the prepare read on 𝐵 would abort on Line 16
(0 < 𝑀𝑖𝑛{8}). So the read transaction should read a slightly newer
version on 𝐵 (see Figure 13b), for example, a single write by 𝑡𝑥3
on 𝐵 with 𝑡𝑠3 = 6 (still older than𝑊1 (𝐵1)), and also have another
transaction 𝑡𝑥4 prepare a write on 𝐵 with a lower timestamp, e.g.,
𝑡𝑠4 = 3, so that it pulls the minimum down and 6 ≮ 𝑀𝑖𝑛{3, 8}
prevents aborting on Line 16. We then check if the two new write
transactions also pass the checks. As these transactions’ prepare
events appear before any prepare_read or commit_write events,
the corresponding sets are empty, so both transactions successfully
prepare their writes. Figure 13b shows the completed example, de-
picting a valid execution of TAPIR that violates atomic visibility,
as 𝑡𝑥1’s writes are only partially observed by 𝑡𝑥2.

Validation. We confirmed the violation of atomic visibility in TAPIR’s
implementation [59].We treated TAPIR as a black box to preserve its
codebase and minimize the risk of introducing errors, and collected
transaction execution histories from its runs and analyzed them
using IsoVista [22], a tool for detecting isolation anomalies across
various isolation levels. Its RA-checking component identified vi-
olations of atomic visibility in these histories (see [20, Appx. A]).
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7 RELATED WORK

Along with the advances in designing reliable, performant database
transactions, considerable efforts have been dedicated to formaliz-
ing their isolation guarantees. We classify them into two categories.
Declarative Specifications. Dependency graphs were introduced
by Bernstein et al. [7] for characterizing serializability and later
adapted by Adya to weaker isolation levels such as SI and RC [2].

Based on abstract executions, Cerone et al. [11] propose an ax-
iomatic framework to declaratively define isolation levels at least
as strong as read atomicity, with the dual notions of visibility (what
transactions can observe) and arbitration (the order of installed
versions/values). To ease the validations of isolation guarantees
over database execution histories, Biswas and Enea [8] present an
alternative axiomatic framework for characterizing isolation crite-
ria via the write-read relation which, in contrast to the visibility
relation [11], can be extracted straightforwardly from histories.

More recently, effective isolation checkers have been developed
based on such declarative specifications [8, 22, 24, 29, 34, 54]. These
include Biswas and Enea’s dbcop [8], and Elle [29], based on de-
pendency graphs [2], for checking multiple isolation levels, and Co-
bra [54] for SER and PolySI [24] for SI. All these tools verify whether
individual database execution histories satisfy the required isolation
level. Hence, they can only show the presence of errors, not their
absence, in database implementations. Given that many isolation
bugs stem from design-level defects in carefully designed and heav-
ily tested production databases, full verification of database designs
is highly desirable. Our VerIso framework fulfills this requirement.
Operational Specifications. Crooks et al. [15] introduce a state-
based formalization of isolation levels based on complete transac-
tion traces; VerIso only uses the current database state and clients’
views on that state. Liu et al. [37] develop a formal framework in
Maude [13] for specifying and model checking isolation properties
of a database execution history. Lesani et al. [30] propose an oper-
ational framework for the verification of causally-consistent KVSs.

We base our framework VerIso on the operational semantics
of isolation guarantees in [56]. In contrast to the aforementioned
related work, VerIso supports invariant-based verification, which
can be mechanized using theorem provers like Isabelle/HOL. Most
related works [2, 7, 11, 15, 56] only provide theories of isolation cri-
teria with no tool support for formal analysis. Similar to VerIso, the
framework in [30] is formalized in in a theorem prover, namely, Coq.
However, it only supports non-transactional KVSs and causal con-
sistency. The framework in [37] supports transactional databases
and is accompanied by an explicit-state model checker. However, it
offers weaker correctness guarantees, limited to a small number of
processes and transactions. In contrast, VerIso supports rigorous
verification of arbitrary numbers of processes and transactions.

8 DISCUSSION AND CONCLUSION

Framework Infrastructure and Guarantees. VerIso covers a
wide spectrum of isolation levels ranging from RA to SSER and
can thus be applied to a large variety of protocols. VerIso provides
both methodological guidance and structural support for protocol
verification, including a protocol modeling style and a verification
methodology and infrastructure. The latter consists of a sizable
collection of supporting lemmas and proof rules (cf. first row of

Table 2: Statistics of the Isabelle/HOL formalization.

Tot LoC Model LoC Proof LoC #lemmas #inv.

VerIso framew. 3093 – – 275 11
S2PL+2PC 1890 285 1605 70 13
TAPIR 951 386 565 14 12

Total 5934 671 2170 359 36

Table 2). Our correctness proofs provide strong guarantees, as they
cover arbitrary numbers of processes and transactions, while model
checking and testing can only find bugs, but not prove their absence.
Modeling and Verification Effort. Protocol modeling requires
relatively little effort (e.g., a few days) and can be done by devel-
opers with some experience in functional programming. However,
protocol verification using an interactive prover like Isabelle re-
quires considerable expertise. The effort depends on the protocol
and may range from a few weeks to several months.
Reusability. The abstract model can easily be instantiated to addi-
tional isolation levels stronger than RA, given a suitable dependency
relation𝑅𝐼𝐿 and session guarantee vShift𝐼𝐿 . For protocolmodeling,
we can reuse the top-level structure of configurations and the 2PC
structure of events. For verification, we have identified several cate-
gories of invariants reusable or adaptable to other protocol verifica-
tion efforts. Protocols designed for particular isolation levels come
with their own types of invariants. For example, in [21], we have
verified a TCC protocol, which required numerous invariants about
timestamps. We expect these to be reusable for other TCC protocols.
Limitations. Our framework is based on the KVS model. It sup-
ports neither general relational databases nor predicate queries.
Doing so would require a study of the formal semantics of weak
isolation levels in such a setting. We also do not model any kind of
failures. In particular, the 2PC protocol underlying most protocols is
itself blocking. Some fault tolerance might be achievable using repli-
cation, which we consider to be orthogonal, as mentioned earlier.
Conclusions and Future Work. VerIso is the first systematic,
mechanized framework for formally verifying that database trans-
action protocols conform to their intended isolation levels. We
demonstrated its effectiveness through two case studies, involv-
ing both verification and falsification. Given repeated occurrences
of isolation bugs in database protocol designs, our work can help
design more reliable transaction systems.

We plan to extend VerIso with additional isolation guarantees,
including weaker levels such as RC. We also intend to facilitate
protocol invariant proofs, for example, by using techniques for auto-
mated invariant generation, and refinement proofs, by introducing a
generic distributed protocol model between the current centralized
abstract model and concrete protocol models. This intermediate
model could factor out recurring parts of protocol refinement proofs.
Moreover, extending the correctness guarantees from designs to im-
plementations would be desirable, e.g., using the approach in [52].
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