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Abstract. Simulatability has established itself as a salient notion for defining
and proving the security of cryptographic protocols since it entails sseogrity
and compositionality guarantees, which are achieved by universaltityiag
over all environmental behaviors of the analyzed protocol. As a cpesee,
however, protocols that are secure except for certain environhimitaviors are
not simulatable, even if these behaviors are efficiently identifiable andctirus
be prevented by the surrounding protocol.

We propose a relaxation of simulatability by conditioning the permitted environ-
mental behaviors, i.e., simulation is only required for environmenthhbiers
that fulfill explicitly stated constraints. This yields a more fine-grained 1$grcu
definition that is achievable for several protocols for which unconditisimau-
latability is too strict a notion, or at lower cost for the underlying cryptobrep
primitives. Although imposing restrictions on the environment destrogsmn
ditional composability in general, we show that the composition of a largs clas
of conditionally simulatable protocols yields protocols that are again simigatab
under suitable conditions. This even holds for the case of cyclic asguarentee
conditions where protocols only guarantee suitable behavior if they tiessse
are offered certain guarantees. Furthermore, composing sewenaionly inves-
tigated protocol classes with conditionally simulatable subprotocols yields-pro
cols that are again simulatable in the standard, unconditional sense.

1 Introduction

As a tool to define and prove the security of cryptographidquals, the concept of
simulatability has a long history, e.g., [34, 23,22, 11, 38]recent years, in particu-
lar the general simulatability frameworks of reactive diatability [8, 6] and universal
composability [14, 15] proved useful for analyzing segupitoperties of cryptographic
protocols in distributed systems. In such a simulatabitéynework, a protocol is com-
pared to an ideal specification of the respective protosi, tasually given by a single
machine called trusted host that is immune to any advetsatacks by construction.
A protocol is said to be secure, if for every adversary irdtng with the real proto-
col there exists another adversary interacting with thalidpecification such that no
protocol environment can distinguish the ideal specifizafiwith the ideal adversary)
from the real implementation (with the real adversary) sléssentially means that ev-
ery attack that an adversary may successfully mount agtiiasteal implementation



can be mounted as well against the ideal specification. Irstrese, the real protocol is
at least as secure as the ideal specification.

This definition is very appealing due to its simplicity, artdlee same time it pro-
vides very strong security guarantees. Specifically, ba¢htraned frameworks allow
for very general composition theorems (see, e.g., [32,]14lr7a nutshell, these theo-
rems guarantee that a secure protocol can be composed Wittagr other protocols
and still retains its security. These strong results arergigly entailed by the uni-
versal quantification over all protocol environments. Hegre such strong composi-
tionality properties are bought at the price that severalquol tasks are not securely
realizable at all in the sense of simulatability. This irt#8 important cryptographic
tasks such as bit commitment, zero-knowledge, oblivioaadier [16, 14], and (au-
thenticated) Byzantine agreement [29], classes of secultparty computation [17],
classes of functionalities that fulfill certain game-badefinitions [18], and Dolev-Yao
style abstractions of symmetric encryption, XOR, and hasietions [3, 4, 9].

This nuisance led to several attempts to weaken the sinbiligtadefinition, either
by strengthening the ideal adversary or by limiting theckttzapabilities of the real ad-
versary, which, however, results in restricted adversasgiets and thus in less realistic
scenarios. A more detailed review of related work is givelolwe

Our Contribution. In this paper, we also endeavor to circumvent a specific déss
the aforementioned impossibility results, namely those #rise due to certain envi-
ronmental behaviors that cannot be properly simulated.prime example contained
in this class is Dolev-Yao style symmetric encryption,,ig/mbolic abstractions of
symmetric encryption as constructors of a term algebra wihmall set of algebraic
properties. This kind of encryption can only be correctipgiated if the protocol using
the encryption scheme does not cause a so-called commiprasiem. Our approach
for circumventing impossibility in these cases does howewd follow the prevalent
idea of augmenting or constraining the capabilities of ttheeasary. Instead, we limit
the number of protocol environments in which a protocol iguieed to be secure.
This idea applies particularly nicely to protocols that censecurely realized except
for certain distinguished environmental behaviors, eigigdf these behaviors are ef-
ficiently identifiable and thus can be prevented by the sudig protocol; among
others, Dolev-Yao style symmetric encryption is of thiscifThe resulting security
notion is namedonditional reactive simulatabilityin addition to circumvent known
impossibility results for unconditional simulatabilitjye notion of conditional reactive
simulatability may also allow for securely realizing idéahctionalities at lower cost
on the underlying cryptographic primitives. For instarit®olev-Yao style symmetric
encryption permits the construction of key cycles, e.gcrgpting a key with itself, it is
only securely realizable by encryption schemes that fuéftain strong, non-standard
assumptions such as dynamic KDM security [5]. When, howeeerlitioning the func-
tionality to those cases that exclude key cycles, succesigfulation based on weaker,
more standard security notions such as IND-CCAZ2 securippssible.

Despite imposing restrictions on the surrounding prot@sa thus giving up the
universal quantification of environments that allows fonggl compositionality, we
show that the notion of conditional reactive simulatapiitill entails strong composi-
tionality guarantees. More specifically, we prove that iE @omposes protocols each



of which is conditionally simulatable provided that theimunding protocol fulfills
an arbitrary trace property, and if these properties do ivet igse to cyclic dependen-
cies, then the composition of these protocols is conditipisamulatable under natural
conditions on the (overall) surrounding protocol. Techtig the theorem establishes a
cryptographic statement on the acyclic composition of @&sguarantee specifications,
i.e., specifications that guarantee suitable behaviossibtiiey themselves are offered
suitable guarantees. Assume-guarantee specificatioadlean well investigated in the
past, mostly for non-security-specific contexts [31, 2@0] but also specifically for se-
curity aspects [24] (but without investigations of simalaitity and composition). The
postulation of acyclicity applies to most cases in practeg., to protocols that pro-
vide specific security guarantees to their subprotocolsawit making these guarantees
dependent on the outputs they obtain from these subprastocol

Interestingly, we can even prove compositionality for aycdependencies of such
specifications, i.e., compositions of protocols that miljyyaromise to adhere to a cer-
tain behavior only if they mutually receive guarantees freacth other. This case is
technically more demanding since an inductive proof by eealing through the acyclic
dependency graph as done in the proof of the acyclic casel@ger possible. In fact,
it is easy to show that for cyclic dependencies, subprosoitat are conditionally sim-
ulatable undearbitrary trace properties might not be securely composable. However
we prove that the theorem for the acyclic case can be carviedto the cyclic case if
the constraints imposed on protocols for conditional satability are safety properties.
Safety properties arguably constitute the most importksscof properties for which
conditional simulatability is used, especially since tiess properties usually cannot be
achieved unless one additionally constraints the advwetedair scheduling.

Finally, we note that composing protocol classes with cokilly simulatable sub-
protocols can yield protocols that are simulatable in thadard, unconditional sense.

Our results are formalized in the Reactive Simulatabilignmiework. However, we
do not use any specific characteristics of this frameworkwsaesults can naturally be
carried over to the Universal Composability framework.

Related Work.There have been several attempts to relax simulatabiligvidd im-
possibility results. The work closest to ours is the work eaving Dolev-Yao style
symmetric encryption sound in the sense of simulatabiBly There it was shown that
Dolev-Yao style symmetric encryption can be securely redliif the environmental
protocol does not cause the commitment problem and in addiey cycles are ex-
cluded. This definition thus constitutes a special case oflicional reactive simulata-
bility yet without investigating more general conditionscorresponding composition-
ality aspects. Nevertheless, our work is inspired by tegaiof augmenting simulata-
bility with conditions on environments.

The impossibility of simulating a specific bit commitmentsaghown in [16]. The
remedy proposed there was to augment the real protocol within “helping trusted
hosts” which are, by definition, immune to any attack on thed protocol; thus, ef-
fectively this weakens the real adversary. More specificflB] presented simulatably
secure protocols for bit commitment and zero-knowledgewéi@r, these protocols
rely on a so-called Common Reference String (CRS), whicHasra of a trusted setup
assumption on the protocol participants. In a similar vgliT] shows that basically



every trusted host can be realized using a CRS as a helpéidinality. One point of
criticism against the CRS approach is that the proposed@otst lose security in a for-
mal and also very intuitive sense as soon as the CRS setumpt$sn is invalidated.
The related approach [25] uses a Random Oracle (RO) instea&S to help real
protocols achieve simulatable security. The benefit of th@nstruction is that the pro-
posed protocols retain at least classical (i.e., non-sitable) security properties when
the RO assumption is invalidated. However, also there, Isitability in the original
sense is lost as soon as this happens.

In [33], the real and ideal adversaries are equipped with@a#ied imaginary angel.
This is an oracle that (selectively) solves a certain clabs@ computational problems
for the adversary. Under a very strong computational assomphis notion could be
shown to avoid known impossibility results for simulatétiil Yet, as the imaginary
angels behave in a very specific way tailored towards prigc@eumventing these
impossibility results, e.g., these angels make their nespalependent on the set of
corrupted parties, the model might be considered unintuiti

In [10], it is shown how to realize any trusted host in a sintatiée manner, if the
ideal adversary is freed from some of its computationatia&ins. However, it is sub-
stantial that in their security notion, the ideal adversanyot restricted to polynomial-
time, but the real adversary is. So in particular, the sgcantion they consider is not
transitive and it is generally not easy in their frameworlcémstruct larger protocols
modularly.

Outline. We first review the underlying Reactive Simulatability framwork in Section 2

and subsequently define the more fine-grained version ofittomal reactive simulata-

bility in Section 3. The bulk of the paper is dedicated to teestigation of the com-
positionality aspects of this new security notion for botlyadic and cyclic assume-
guarantee conditions, which is done in Section 4. The use$sl of conditional reactive
simulatability is further exemplified in Section 5 by shogihow this notion can be
exploited to cryptographically justify common idealizats of cryptography. Section 6
concludes. More details and proofs can be found in our teahnéport [2].

2 Review of the Reactive Simulatability Framework

Our work builds upon the Reactive Simulatability framewdite will briefly review
relevant definitions and refer the reader to [8] for details.

2.1 Overall Framework

A protocol is modeled asstructure(M, S) consisting of a set of protocolachinesind

a set ofservice portsto which theprotocol userconnect$. Machines are probabilistic,
polynomial-time 1/O automata, and are connectegsts The model differentiates in-
ports and out-ports, where each out-port is connected tetlgx@ne in-port by naming

4 Actually, a structure represents a protocol in a specific corruption situdtichandle different
corruption situationssystemsi.e., sets of structures) are used. However, in the style of [8, 19],
we concentrate on a given specific corruption situation for ease céiiason.



convention. Moreover, in- and out-ports may be service orservice ports. In what
follows, by S** we denote the service in-ports §fand byS¢-°“* the complement of
M'’s service out-ports, i.e., the set of service in-ports o€hiiaes)/ connects to.

Two structures(M;, S1) and (Ms, S2) are composabléff they connect through
their respective service ports only. Theampositioris given by(M; UM, S) whereS
includes all ports fron$'; andSs that are not connected to another machin&finJ M.

A set of machined/ is closediff all ports are connected to corresponding ports of
machines that are in the same set. A structure can be comptedi® a closed set by
a so-callechonest useH and anadversaryA, whereH connects to service ports only,
andA connects to all remaining open ports, and both machines ntesact. The tuple
(M, S,H,A) is then called aonfigurationof (M, S) where one of the machiné$or
A plays the role of thenaster schedulei.e., if no machine was activated by receiving
a message, the master schedule is activated. A closé&d isetrunnable systemThe
transcript of a single run is calledteace (often denoted by and decorations thereof)
and is defined to be a sequence of transitions performed bydohines. Atransition
of a machineM is of the form(p, s, s, p") wherep describes the in-ports gf/ along
with the current message written on these paris,the current configuration a¥/, s’
is a successor configuration (computed depending amds), andp’ are the out-ports
along with the output produced. We denotertay. j, the distribution of traces induced
by runs ofC with security parameték. The restrictiori[ s of a tracet to a set of in-ports
S is defined in the obvious way. (Note that only depends on the first componep} (
of the transitions of). Now, runc [ s denotes the distribution of the traces induced by
runs ofC with security parameter when restricted t&. Therestriction of a trace to
a machineM is obtained front by removing all transitions not done . Now, the
distribution of such traces givénis denoted byiewc ;(M). We refer to the:-indexed
family {viewc (M)} of these views byiewc (M).

2.2 Simulatability

Simulatability is used in different areas of cryptograghyjormally speaking, for reac-
tive systems it says that whatever might happen to a pro{ddolS) can also happen
to another protoco(M’, S). Here both protocols need to have the same set of service
portsS to allow for a meaningful comparison. Typically}/’, S) is an idealization, or
specification, of the protocol task th@t/, .5) is to implement. We therefore call/, S)
thereal and (M’, S) theideal protocol (Typically, the ideal protocol consists only of
a single machind H, a trusted host, that guarantees an ideal behaviour to atider
protocol.) For simulatability one requires that for eveopfiguration(1/, S, H, A), with
honest useH and real adversark, there is a configuratiof’, S, H, A") of (M’, S),
with the same honest usErand a (possibly different) ideal adversak$, such that
cannot distinguish both scenarios. This is illustratedigufe 1.

The notion thatH cannot distinguish both scenarios is captured by the notion
of computational indistinguishability: Two famili€sary)xen, (var'y)ren Of random
variables on common domain3; arecomputationally indistinguishablé ~") if no
polynomial-time algorithm can distinguish both distriloums with non-negligible prob-
ability, i.e., if for all polynomial-time algorithm®is the following holds:

|Pr [Dis(1¥,vary) = 1] — Pr [Dis(1",var),) = 1]| is negligible ink,



Fig. 1. Simulatability: The two views oH must be indistinguishable

where a functiory : N — R is said to benegligibleiff for all positive polynomials
Q. FkoVk > ko : g(k) < 1/Q(k).

Definition 1 (Reactive Simulatability). Let structureg M, S) and (M’, S) with iden-
tical sets of service ports be given. We write, S) >P3 (M’ S), where>P2V s read
ascomputationally at least as securecasecurely realizesf for every configuration
conf = (M, S,H,A), there exists a configuratioronf’ = (M’, S,H,A’) (with the
sameH) such that

View conf (H) = view qong (H).

<

One also definesniversal simulatabilitywhereA’ in conf’ does not depend di, i.e.,
the order of quantifiers is reversed, andckbox simulatabilitywhereA’ is the compo-
sition of a fixed parSim (the simulator) andA. In the sequel, we omit the superscript

poly.

3 Conditional Reactive Simulatability

Reactive simulatability (Definition 1) permits configurats with arbitrary honest users
H (satisfying some syntactic requirements on ports). Inrotwrds, reactive simulata-
bility requires a faithful simulation of the combination tife real adversary and real
protocol by the ideal adversary and ideal protocoldaeryhonest user. This univer-
sal quantification over all honest users allows for a genaraiposition theorem [32,
7], which says that if protocol)M, S) is as secure as protoc@)’, S), then (MM, S)
can be substituted fdiM’, S) in anylarger protocol without invalidating simulatabil-
ity. For this type of compositional property, simulatatyilican even be shown to be
necessary [28].

However, reactive simulatability may be too strict in carfaractical scenarios: The
simulation might fail for certain honest users, but in thplagation under consideration
such users may not occur since the protocol in question nvegyalbe used in a cer-
tain (secure) way. For example, consider Dolev-Yao styferagtric encryption. It was
shown in [3] that this kind of encryption is not securely ieable in the sense of reac-
tive simulatability, due to the so-called commitment pesbl If an encrypted message



is sent to the adversary, where the adversary neither kfevmnéssage nor the key, the
best the simulator can do is to create a new key and encryptdoma message with
this key. If later the message becomes known, indistinglogity guarantees that the
simulation is still correct. However, if later the key beaasknown, the simulator has to
come up with a suitable key that decrypts the chosen ciptigdéehe correct message.
This is not possible in general. However, in the applicatinder consideration the way
Dolev-Yao style symmetric encryption is used, e.g., by gdaprotocol (representing
the honest user), may guarantee that the encryption keywes egposed. It turns out
that in this situation faithful simulation is still possébl

Following this idea, we propose a relaxation of reactiveusatability, called con-
ditional reactive simulatability, where instead of qugitig over all honest users, we
quantify only over those honest users which satisfy a aed@ndition. In this way trou-
blesome honest users which would not occur in the applicatnyway can be ruled out.

The conditions on honest users are expressed in terms ofwehedll predicates. A
predicate, which is defined with respect to aSeff ports (typically service in-ports), is
a set of sequences of bit strings for every poroblsing predicates, we can restrict the
kind and the order of messages on port§ah a run of a system. To formally define
these predicates, we need the following notation: For d4eisd B, we denote by34
the set of mappings from to B. If A is a finite set, then the elements Bf* can be
considered to be tuples where every component is an elerhéhtad corresponds to
an element ofd. Fori > 0 and a set4, we denote by4’ the set of all words oved of
lengthi. Now, predicates are defined as follows:

Definition 2 (Predicates).Let S be a set of ports. We call a setwith

< [J({0,131)%)".

i>0
a predicater over S if the following conditions are satisfied:

1. Ifm=s1---s; 5; € ({0,1}*)%, then we have that for everye {1,...,i} there
existsp € S such thats;(p) # ¢, i.e., for everys; at least one port contains a
non-empty message.

2. wis decidable in polynomial-time, i.e., there is a probatiit polynomial-time al-
gorithm that, on input, outputs whether or nate .

We callt € = an S-trace O

Instead of a single predicate, one could also consider dyfashipredicates indexed
by the security parameter. However, for the applicatios@néed in this paper, simple
predicates suffice. Also, all results presented in this papsily carry over to the case
of families of predicates.

We will use the following notation. We write = true for a predicater over
S with 7 = [J;5,(({0, 1}*)%). Furthermore, for two predicates andr over two
disjoint port setsS; andS,, we writerr; A, for the predicate containing &lb; U Ss)-
traces such that for every tracesn A 75, its restriction taS; andSs belongs tor; and
o, respectively. Intuitively, 7, A w5 represents the conjunction of andrs.

5 In run restricted to some port s6f all entries with inputs only in noi$- ports are deleted.



An S-tracet’ is aprefixof an S-tracet if there existt” such that = ¢’ -t where *’
denotes concatenation. A predicatever S is prefix-closedff for every S-tracet € =
every prefix oft belongs tor as well. We also call such a predicatsafety property
since once it is violates it stays violated.

Now, we say that a set of machin&sfulfills a predicater over a set of ports, if in
runs of M with any other set of machines the sequences of messagésvait ports in
S belong tor. More precisely, it suffices if this is true with overwhelrgiprobability:

Definition 3 (Predicate Fulfillment). Let M be a set of machines with service ports
S and letw be a predicate over a subsst of the portsS©-°“* of machines to which
machines inM connect. Then) fulfills « if for any set of machined/ such that
C :={M, M} is closed,

Pric runc, [(t[s7) € 7] is overwhelming as a function in
<&

We are now ready to present the definition of conditionaltreasimulatability.

Definition 4 (Conditional Reactive Simulatability). Let structures (M,.S) and
(M',S) with identical setS of service ports be given, and letbe a predicate over
a subset of the service in-ports 6f We say tha{/, S) is at least as secure as (or
realizes)(M’, S) under conditionr (written (M, .S) > (M’,S)) if for every con-
figuration conf = (M, S,H,A) such thatH fulfills 7, there exists a configuration
conf’ = (M', S, H,A’) (with the samé) such that

view conf (H) = view qons (H).
O

Conditional universal simulatabilityand conditional blackbox simulatabilitare de-
fined with the obvious modifications.

4 Composition Under Conditional Reactive Simulatability

In this section, we present composition theorems for crdit reactive simulatabil-

ity. As mentioned in the introduction, when composing pecots which assume certain
conditions (predicates) to hold on their service in-porid & turn guarantee certain
conditions (predicates) to hold on service in-ports of pgiretocols, cyclic dependen-
cies may occur. In what follows, we first introduce the gehsetting (Section 4.2) and
then present general composition theorems both for thdia@md cyclic case (Sec-
tion 4.2 and 4.3). While for the acyclic case no restrictionpredicates are put, for the
cyclic case we require predicates to be safety properties.

4.1 The General Setting

One would expect that a protocdl, (for brevity we omit the service ports) that is sim-
ulatable under condition can be securely composed with a protogé] that fulfills



. In some applications, the larger protoddl, may fulfill = only if A itself is used
in a “sane” way, i.e., a predicate, sayis fulfilled on the service in-ports dff;. Then,
one would expect that/, securely composes with/; as long as is fulfilled. More
generally, we consider the composition of several prowoaith assume-guarantee con-
ditions among them. In what follows, this is formalized.

Let 7 andr be predicates ove$,, and.S,, respectively, and ldtbe a trace. We say
thatt satisfiesr — 7 if t[g, € 7 impliest[g_e 7.

Definition 5 (Conditional Predicate Fulfillment). Let M be a set of machines with
service portsS, 7 be a predicate over a subsét of S, andr be a predicate over a
subsetS,. of S¢-out,

Then,M fulfills 7 under conditiorr if 7 — = is satisfied with overwhelming prob-
ability no matter with which machine¥ interacts, i.e., for all setd/ of machines such
thatC := {M, M} is closed, we have that

Prirunc,, [t Satisfiesr — 7] is overwhelming as a function in
&

In what follows, for everyi = 1,...,n, let P, := (M;,S;) and P} := (M],S;) be
real and ideal protocols, respectively. We consider thieviohg predicates for these
protocols.

Let 7/ be a predicate ovéj’jc"’“t NSim (service in-ports of?; to which P; connects)
andr!! be a predicate ovesi™ \ U;.‘Zl S].C"’“t (service in-ports of; to which no other
protocol connects). Intuitively,f denotes the guarantees tile protocol expects from
the jth one. Analogously;!! specifies the guarantees thk protocol expects frorhl.
(Note thatH may connect to all service in-ports Bf the other protocols do not connect
to.) We denote by

Ti = TiH A\ /\ 7','; (1)
i
the guarantees th¢h protocol expects from other protocols. Note thaits a predicate
overSin.

Similarly, we now define the guarantees itieprotocol provides to other protocols.
Let 7] be a predicate ovﬁiC out Si™ (service in-ports of?; to which P; connects).
Intuitively, 77{ denotes the guarantees tiie protocol gives to thgth one. Note that we
do not consider a predicate’. This simplifies our presentation and is without loss of
generality since we are only interested in the compositignaroperties of the com-
posed protocol. We denote by

m = /\ 7Tg . (2)

the guarantees thi¢h protocol provides to other protocols. Note thatis a predicate
over{J,_, (ST N §im).
In order for the composition theorems to hold, we clearlychigat

mh T, (3)

(o]



i.e., the guarantee§7 theith protocol expects from thgh one are actually met by the
guaranteeﬁj- the jth protocol offers to théth protocol.

Obviously, in the setting above the guarantees among theqmis may be cyclic:
the ith protocol provides guaranteg (and hencer;f) to the jth protocol only if the

jth protocol guarantee@j , and vice versa, i.e., thgh protocol provides guarante:g’
(and hencerij ) to theith protocol only if theith protocol guaranteeg’. Hence, in case

T; # true and rij # true the dependencies between thle and jth protocol are
cyclic. The following is a concrete example.

Example 1.Say that an encryption systef guarantees that the secret key is not out-
put in plain as long as this secret key is not submitted as qfaat plaintext for en-
cryption. However, a larger protocé!, that uses that encryption system might want
to encrypt plaintexts multiple times, possibly tagged vgitime syntactic type informa-
tion. In particular, as long as no ciphertext itself consaine secret key in plain, this
secret key will not be submitted for encryption. In other dmrthere is a mutual de-
pendency betweer; and P,. (Obviously, in this particular case secure composition
possible.)

More generally, cyclic dependencies are defined as follhwsthe (directed) depen-
dency graphG = (V, E) be given by

V={W,... V,}, E={V,V)) : Tij # true}. 4)

If G is acyclic, we say that the dependencies between the pietaEacyclic or non-
mutual and otherwise, we say that they aseslic or mutual

In the following two subsections, we prove theorems for selguicomposing pro-
tocols, both in the case of acyclic and cyclic dependenoaden the protocols. In
these theorems we need to argue that the conditidhe ith protocol expects to be
satisfied are in fact fulfilled when composing all protoctiscase of acyclic dependen-
cies between the protocols, this is possible because tfiinfeht of r; can be traced
back to the conditions satisfied by other protocols or theekbasers. In case of cyclic
dependencies this is in general not possible because oséntorcycles. However, as
we will see, if the predicates involved are safety propsrtiyclic dependencies can be
resolved. We note that the predicates informally statedxianiple 1 are in fact safety
predicates.

4.2 Composition in the Acyclic Case

In this section, we prove the following general composittbaorem for the case of
acyclic dependencies between the protocols.

Theorem 1. Foreveryi = 1,...,n,letP, = (M;,S;) andP/ = (M/, S;) be protocols
as introduced above witk; >7:. P/, and assume that// fulfills 7; under conditionr;
wheren; andr; are defined as above and condition (3) is satisfied. If the miggrcies
between the protocols are acyclic, we have, for evetiyat

Pl B0 2L Pl 1P| PPl [P (5)

sec
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wherer := A\7_, 7}. Moreover,

Pl |IPe >5e Pl |IP (6)

sec
O

Before we prove this theorem, we present useful corollaxfekis theorem. The first
corollary considers the case of two protocols and it easllgdvs from Theorem 1 using
that P, >oec Po.
Corollary 1 (Conditional Subroutine Composition). Assume thaf; >T_ P|. Let
P, = (M>, S>) be a protocol such thad/s i) connects to all ports over which is
defined and ii) fulfillst under conditionr wherer is a predicate over the service in-
ports of P, to which P, does not connect. Then,

Py||Py > P{||P,.

sec

If 7 = true, i.e., M5 fulfills = unconditionally, we obtain
P1||P2 Zsec P1/HP2
]

Theorem 1 also allows to combine two protocols that are noheoted via service
ports:

Corollary 2 (Parallel Composition). Assume thaf} >™t P, and P, >T2 P, such

—sec —sec

that P, and P, are not connected via service ports. Then,

PP, >IN PP

—sec

Proof of Theorem 1 The proof relies on the following definition:

Definition 6. Let M, 7, = be as in Definition 5. Then\y/ fulfills = under enforced con-
dition 7 if the predicater is true with overwhelming probability wheh/ interacts
with machines that fulfili, i.e., for all setsM of machines that fulfil- and such that
C :={M, M} is closed, it holds that

Pric runc, [t Satisfiesr] is overwhelming as a function in

<

Obviously, if M fulfills 7 under conditionr, thenM fulfills 7= under enforced condition
T.

As a preparation for our proof, note that foe 1, ..., n, both M/ and M; fulfill =,
under enforced conditiory. For M/, this is clear by assumption, and fdf; it follows
from M; >I. M/. (Assuming that it is not true fol/;, one obtains an honest user

—sec
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which cannot be simulated, contradicting the assumptiab My >7.. M/.) Now fix
i€{l,...,n}and set

P := Py||...||P, and P} := Pi||...||Pi_1||P}||Pis1]] - - - || Pa-

Theorem statement (S)Ve need to show that for every configuratiemf = (P;, H, A)
of P;, whereH fulfills 7, there is a valid configuratioronf’ = (P/,H,A’) of P! with
the sameH such that

VieWw cong (H) = view conpr (H). (7)

Step 1:We construct a new useét; as a combination dfl with all protocol machines
M except forM;. Note thatH; is polynomial-time, so in any caseynf, := (P;, H;, A)
is a configuration of;.

H; fulfills 7;: Note that this statement makes sense becHys®nnects to all of\/;’s
service ports. Due to space limitations, the somewhat teahproof is only presented
in the technical report [2]. In this proof we use thd} fulfills 7; under enforced con-
dition 7;.

Step 2:Now, sinceH; fulfills 7;, the conditional simulatability ofi/; guarantees the
existence of a configuratiorwnf;, := (P/,H;, A’) with
VieW cony, (Hi) = viewconf(i(Hi).
In particular, this yields
View conf, (H) & view cons; (H) (8)

for the submachinél of H,.

Step 3:Decomposind; into H and the machines/; (j # ) yields a valid configura-
tion (P{,H, A") of protocol P/ such that (7) follows from (8) as desired.

Theorem statement (6)Ve show

Pl IPal|Pi - Pa o 28 Pl PPy || P )
for: =1,...,n by repeatedly applying (5). The case- 1 is directly implied by (5),
and fori > 1, all P; with j < i can be set t&’/. Then by transitivity, (9) implies (6),
which completes the proof. [

4.3 Dealing with Mutual Dependencies — Composition in the Cylic Case

In this section, we show that protocols can securely be caegbeven in case of cyclic
dependencies given that the predicates considered atg pedperties.

Theorem 2. Foreveryi = 1,...,n,letP;, = (M;,S;) and P/ = (M, S;) be protocols
as introduced in Section 4.1 with; >Z:. P/, and assume that/; and M; fulfills ;

—sec

under conditionr; wherer; and r; are defined as in Section 4.1 and condition (3) is

12



satisfied. Also, assume that all predicatés 1, and wf are safety properties. Then,
for all 7, we have:
Pl P02 Pl (1P| P Piall - - [ P (10)

—secC

wherer := A\’_, 7. Moreover,

Pl...||P. >L. Pl...||P.. (11)

—sec

O

We note that in Theorem 2 the requirement that fulfills =; under conditionr; can
be dispensed with if service out-ports are scheduled kp¢alhich in most scenarios
is the case): The reason is that, as in the proof of Theoremeasily follows that if
M/ fulfills 7; under conditionr;, then; fulfills 7; under enforced condition. Now,
it is not hard to see that if service out-ports are schedwedlly, then the notion of
Definition 6 implies the one of Definition 5. Henck{; fulfills 7; under conditiorr;.

Proof of Theorem 2.For the proof of Theorem 2, we need some terminology. For a
tracet and predicates andr such thatr andr are safety properties, we say that
satisfiesr —  at any timeif t’ satisfiesr — = for every prefixt’ of t.

Definition 7. Let M, r, T be as in Definition 5 such that and ~ are safety properties.
Then, M fulfills = under conditionr at any timeif the predicater — = is satisfied at
any time with overwhelming probability, no matter with whimachines\/ interacts,

i.e., for all setsM such thatC := {M, M} is closed, it holds that

Prtrunc, [t Satisfiesr — 7 at any tim¢ is overwhelming as a function in (12)
&

We can show that the above notion is equivalent to the oneeatkiimDefinition 5.

Lemmal. Let M, 7w, and7 be as in Definition 7, and such thaf contains no master
scheduler. Then we have thit fulfills 7 under conditionr at any time iffM fulfills =
under conditionr. O

Proof. The implication from left to right is obvious. To see the cerse direction,
let M be a set of machines such that = {M, M} is closed and let the poly-
nomial p(k) bound the runtime ofd/. (Note thatM necessarily contains a mas-
ter scheduler.) First, by definition, if a tradgeof C' does not satisfyr — =
at any time, then there exists a prefix of t which does not satisfyr — ,
e, t'[s,e 7 butt'[s ¢ m. Lett be of minimal length with this property. It
is easy to see that the last transition tbfmust be a transition of\/. Now, as-
sume that (12) is not satisfied, i.€rt. run , [t does not satisfy — 7 at any time
is a non-negligible function i. Consider the machin& " which simulates\Z but at
the beginning randomly chooses a positioa {1,...,p(k) + 1} and when activated
for the ith time it stops (simulating\Z). Let C* = {M, M }. Intuitively, M~ has

13
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Fig. 2. Overview of the proof of Theorem 2.

a high probability to stop a run af”* exactly when the trace produced so far does
not satisfyr — . In fact, using that (12) is not satisfied it is easy to verifiatt
Pricruncs , [t does not satisfy — x| is a non-negligible function i. This implies
that M does not fulfillz under conditionr. u

We can now prove Theorem 2. For an overview of the proof, sger&i2. We first prove
(10), from which then (11) follows as in the proof of TheorenFix i € {1,...,n}
and set

P;:= Pi||...||P,andP} := Pi||...||Pi_1||P!||Pisa| - - - || Pa-

We need to show that for every configuratiamf = (P;, H, A) of P;, whereH fulfills
7, there is a valid configuratioronf’ = (P!, H, A’) of P/ with the sameH, such that

VIeW cong (H) = view conpr (H). (13)

Step 1:We construct a new useét; as a combination dfl with all protocol machines
M; except forM;. Note thatH; is polynomial-time, so in any casesnf, := (P;, H;, A)
is a configuration of;.

Step 2:We modifyH, into a new useH; such that; fulfills 7;. This is done by substi-
tuting all sets of submachineéd;; (j # ) of H; by sets of machines/ that fulfill their
respective predicates; without any preconditionsMore specifically,}/; simulates
M; and in addition checks whethey is fulfilled, i.e., whether the observed sequence
of inputs on in-ports of\/; lies in7;. By assumption, this can be done efficientlyr Jf

is not fulfilled, then);" halts immediately.

First claim regardingH?: We claim that the view of the submachiikof H; is not
changed (non-negligibly) by this modification, i.e., weila

view conf, (H) & view conss (H) (24)

14



whereconf; = (P;, H, A).

Assume for contradiction that (14) does not hold. Then tiobability that some;;
(j # ) is not fulfilled in a run ofconf, is non-negligible (since otherwiseynf, and
conf; behave identical). Let be such that; is with non-negligible probability thérst
of all predicatesy, (1 < ¢ < n) to become false in a run @bnf,. By “first”, we mean
that there is a prefix of the considered run that does not lig,ibut all shorter prefixes
lie in all 7,. (Note that by the prefix-closeness of allsuch a prefix must exist for some
J-)

Because of (1), there is thus7é (with r € {1,...,n,H} \ {;}) such that with
non-negligible probabilityr; becomes false before any other predicate¢ # j, and
TJT', r’ # r, does. As- = H directly contradicts the assumption bipwe may assume
r # H.

Now by assumption}Z;. fulfills .., and thus, by (3) and (1), als¢ under condition
7 (in the sense of Definition 5). By Lemma 1 and the just deriviadesnent about
77, this implies that with non-negligible probability, is falsebeforer; is. This is a
contradiction to the choice gf

Second claim regardingi}: We claim thatH; fulfills 7; (without any precondition).
By (1) and the assumption dth, it suffices to prove that for any # i, M fulfills Tij
without any precondition. Now sinc&/; fulfills 7; under conditiorr;, it also does so
at any time (Lemma 1). That is, it holds with overwhelminglmability that at any point
during a run ofM;, ; is true unless; becomes false.

By construction,M/; and M; behave identically unless; becomes false. That is,
also M fulfills m; under conditionr; at any time. In particular, by definition a¥/,
with overwhelming probabilityr; is true when)/ halts. It is also easy to see that
cannot become false afté/ has halted. Hencey/ " fuffills =;, and thusy? uncondi-
tionally.

Step 3:As H fulfills 7;, the conditional simulatability oflZ; guarantees the existence
of a configuratiorconf;’ := (P/,H¥, A") with
view congx (H}) & view congprr (HF).
In particular, this yields
View consx (H) & view consrr (H) (15)
for the submachinél of H;.

Step 4:We substituteH; again byH,. Since, by assumptiord; fulfills 7; under con-
dition 7;, analogously to Step 2 we can show that

View consrr (H) = view congr (H) (16)

whereconf’, = (P/,H;, A").

Step 5:Decomposindd; into H and the machines?; (j # ) yields a valid configura-
tion (P!, H, A) of protocol P! such that (13) and thus (10) follows from (14), (15) and
(16) as desired. [
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5 Applications and Examples

In this section, we provide examples substantiating thiencthat conditional reactive
simulatability constitutes a suitable security notion émcumventing known impos-
sibility results of simulating interesting abstractiorfscoyptography. In addition, we
illustrate that imposing suitable constraints on the emvinent may allow for a simu-
lation proof based on much weaker assumptions on the uriigdyyptography. Gen-
erally speaking, conditional reactive simulatabilityoalks for exploiting knowledge of
which protocol class will use the protocol under invesiiatresulting in more fine-
grained reasoning about cryptographic protocols.

More specifically, we prove that Dolev-Yao style abstratsiof symmetric encryp-
tion can be correctly simulated by conditioning environtsen those cases that do not
cause a so-called commitment problem. For unconditiomaulsitability, Dolev-Yao
style symmetric encryption is known not to be simulatablallgB]. If one further con-
straints the environment not to create key cycles, e.grypting a key with itself, we
can even establish conditional simulatability based osictanably weaker assumptions
on the underlying cryptographic encryption scheme. Bnate show that conditional
simulatability may naturally entail unconditional simiahility for composed protocols
again.

5.1 Conditional Simulatability of Dolev-Yao Style Symmetic Encryption

For Dolev-Yao style symmetric encryption, the followingsalled commitment prob-
lem inherently prevents the successful application of nditmnal reactive simulatabil-
ity. The ideal encryption system must somehow allow thateté®ys are sent from one
participant to another. This is used for example in key-axgje protocols. If the ideal
system simply allows keys to be sent at any time (and typicdé®Yao models do al-
low all valid terms to be sent at any time), the following pievh can occur: An honest
participant first sends a ciphertext such that the adversargee it, and later sends both
the contained plaintext and the key. This behavior may eeaedsonably designed into
protocols, e.g., the ciphertext might be an encrypted latisHater opened. The simu-
lator will first learn in some abstract way that a cipherteasvgent and has to simulate
it by some bitstring, which the adversary sees. Later thelsitor sees abstractly that a
key becomes known and that the ciphertext contains a spagpifiication message. It
cannot change the application message, thus it must sierailay that decrypts the old
ciphertext bitstring (produced without knowledge of thelagation message) to this
specific message.

We omit a rigorous definition of the absence of the commitmpeaiblem for Dolev-
Yao style symmetric encryption as given in [3, 5] but onlyegan informal definition
for the sake of readability:

Definition 8 (No Commitment Property of Dolev-Yao Style Symnetric Encryp-
tion, informally). The No Commitment properNoComm of Dolev-Yao style symmet-
ric encryption consists of those traces of Dolev-Yao stylarsetric encryption that
satisfy the following trace predicate: If a term is encrygp#e timet, in this trace by an
honest user with secret keyk, and at this timesk is not known to the adversary, then
the adversary does not learn the ké&yat any future time in this trace. O
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Technically, the requirement that an adversary does noh leartain keys relies on
the state of the Dolev-Yao model which keeps track of who lyawkich term; thus
Definition 8 is syntactically not a predicate in the sense efifition 2. However, those
parts of the state that capture if an adversary already kkewys generated by honest
users are uniquely determined by the preceding inputs asehédce in-ports. Thus
NoComm can naturally be recast as a property that is only definecattvice in-ports
of the Dolev-Yao model and thus as a predicate in the sensefififion 2 (however
with a much more tedious notation).

The main result of [5] provides a simulation for those caseshich NoComm is
fulfilled provided that the cryptographic encryption scleefulfills the notion of dy-
namic KDM security [5]. We can now rephrase their result im fmrmalism to ben-
efit from the compositionality guarantees entailed by ounpgosition theorems. In
the following, let({THSY-"™"} Sy;) and ({ME ™" | u € 4}, Sy) denote the
Dolev-Yao model of symmetric encryption and its cryptodriaprealization from [3,
5], respectively, forasét C {1,...,n} of honest users, and an encryption schéme

Theorem 3 (Conditional Reactive Simulatability of Dolev-Yao Style Symmetric
Encryption). For all symmetric encryption schemésthat satisfy dynamic KDM se-

curity, and for all set§{ C {1,...,n} of honest users, the realization of the Dolev-Yao
model is at least as secure as the Dolev-Yao model under ttmmdoComm, i.e.,

" m, real oComm r m,id
(M™% [ u € M}, Syy) 0™ ({THE="™"Y, Sy). m

5.2 Securely Realizing Dolev-Yao Style Symmetric Encryptin with Weaker
Cryptography

While Theorem 3 shows that Dolev-Yao style symmetric enéoyptan be condition-
ally simulated by excluding the commitment property, itlsglies on the strong as-
sumption that the underlying encryption scheme satisfiemayc KDM security —
a very strong, non-standard notion for which no realizatiothe standard model of
cryptography is known. However, it turns out that this sgration is only necessary
to deal with the quite exotic case that symmetric keys areypied in a cyclic manner,
e.g., a key with itself. Most protocols however avoid suchstouctions by definition,
and indeed further constraining simulatability to tradest tdo not contain key cycles
yields a simulatability result based on considerably weaksumptions on the under-
lying encryption scheme. More precisely, it suffices that éimcryption scheme satis-
fies indistinguishability under adaptive chosen-ciphédréttacks as well as integrity of
ciphertexts. This is the standard security definition ohauticated symmetric encryp-
tion [13, 12], and efficient symmetric encryptions schenresgbly secure in this sense
exist under reasonable assumptions [21, 27].

Definition 9 (No Key Cycles for Dolev-Yao Style Symmetric Engyption, infor-
mally). The No Key Cycles properfyoKeyCycles of Dolev-Yao style symmetric en-
cryption consists of those traces of Dolev-Yao style synumetcryption in which hon-
est users do not create encryptioR$sk;, m;) such thatsk;. is a subterm ofn; for
i=0,...,7 — 1for somej, andsk, is a subterm ofn;. O
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Theorem 4 (Conditional Reactive Simulatability of Dolev-Yao Style Symmetric
Encryption w/o Key Cycles). For all authenticated symmetric encryption scherfies
and all setsH C {1,...,n} of honest users, the realization of the Dolev-Yao model is
at least as secure as the Dolev-Yao model under conditi@omm A NoKeyCycles,

ie., ({I\/|ZT7)’H_S)’T\’N’@aI | = H}, S’H) ~NoCommANoKeyCycles ({TH;_TL)’_Smed}’ SH) 0

—secC

5.3 Simulatable Protocols from Conditionally SimulatableSubprotocols

We finally illustrate, exploiting Corollary 1, that conditial simulatability can often
be turned into unconditional simulatability again (and actf it seems hard to come
up with a non-artificial example for which Corollary 1 doest apply). Consider a
secure channel between two parties that uses Dolev-Yae syyhmetric encryption
as a subprimitive, which itself is only conditionally simatdble. The secure channel
consists of two machindd; andM,. M; expects a messageas input at a service port
in?, and encrypts this message with a symmetrickehared withVl,. The encryption
is computed using Dolev-Yao style symmetric encryption asibprimitive, i.e.,m

is output at a service pornc_out;! and the resulting encryptioa is obtained at a
service portenc_in; 7. My outputs the message at a service potf. We do not give
a rigorous definition of this behavior here since this wouldspippose introducing a
significant amount of notion from [3] but it should be clearealdy that this secure
channel neither causes a commitment problem nor any kegsygl construction. Let
(M=, 5%¢) := ({My, My}, {in?, out!, enc_out;!,enc_in; ?7}) denote the secure channel.

Theorem 5. For all authenticated symmetric encryption schem&s and for
H = {1,2}, the secure channel based on the realization is uncondilipn
at least as secure as the secure channel based on the Dabevridalel, i.e.,
(M=, 5% |({ME™ | w € HY, Sp) Zsee (M2, 5%)||({THEF=™1), 8p). O

6 Conclusion

We presented a relaxation of simulatability, one of ther@icbncepts of modern cryp-
tography for defining and analyzing the security of multitpgrotocols, by permitting
to constrain environments to adhere to certain behavidrs.r&sulting notion is called
conditional reactive simulatability. It constitutes a méine-grained security notion that
is achievable i) for protocols for which traditional simtahility is too strong a notion,
and ii) based on weaker requirements on the underlying eagypphy. In addition, con-
ditional reactive simulatability maintains the interagtproperty that for various proto-
col classes, composition of conditionally simulatabletpeols yield protocols that are
simulatable in the traditional sense.

We furthermore showed that despite imposing restrictionthe surrounding pro-
tocol and thus giving up the universal quantification of eswments that naturally
allowed for compositionality proofs in earlier works, thetion of conditional reac-
tive simulatability still entails strong compositiongliguarantees. In particular, this
holds for the common case of composing so-called assunredgfea specifications,
i.e., specifications that are known to behave properly iéreffl suitable inputs, pro-
vided that these assumptions and guarantees constitittaarkrace properties that do
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not give rise to cyclic dependencies. We further inveséidgdhe theoretically more de-
manding (but arguably practically less interesting) casgyolic dependencies among
such specifications and proved a similar composition theareder the additional as-
sumption that conditions are expressible as safety priegert

AcknowledgmentsWe thankMartin Abadifor interesting discussions.
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