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Abstract

We present a new strategy for partitioning proofs, and use it to obtain new tightly secure
encryption schemes. Specifically, we provide the following two conceptual contributions:

¢ Anew strategy for tight security reductions that leads to compact public keys and ciphertexts.

e A relaxed definition of non-interactive proof systems for non-linear (“OR-type”) languages.
Our definition is strong enough to act as a central tool in our new strategy to obtain tight
security, and is achievable both in pairing-friendly and DCR groups.

We apply these concepts in a generic construction of a tightly secure public-key encryption

scheme. When instantiated in different concrete settings, we obtain the following:

e A public-key encryption scheme whose chosen-ciphertext security can be tightly reduced to
the DLIN assumption in a pairing-friendly group. Ciphertexts, public keys, and system pa-
rameters contain 6, 24, and 2 group elements, respectively. This improves heavily upon a
recent scheme of Gay et al. (Eurocrypt 2016) in terms of public key size, at the cost of using a
symmetric pairing.

o The first public-key encryption scheme that is tightly chosen-ciphertext secure under the DCR
assumption. While the scheme is not very practical (ciphertexts carry 28 group elements), it
enjoys constant-size parameters, public keys, and ciphertexts.

*Karlsruhe Institute of Technology, Dennis.Hofheinz@kit .edu. Supported by DFG grants HO 4534/4-1 and
HO 4534 /2-2.
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1 Introduction

Tight security. Ideally, the only way to attack a cryptographic scheme S should be to solve
a well-investigated, presumably hard computational problem P (such as factoring large in-
tegers). In fact, most existing constructions of cryptographic schemes provide such security
guarantees, by exhibiting a security reduction. A reduction shows that any attack that breaks
the scheme with some probability s implies a problem solver that succeeds with probability
ep. Of course, we would like ep to be as large as possible, depending on ¢s.

Specifically, we could call the quotient { := es/ep the security loss of a reduction.! A small
value of { is desirable, since it indicates a tight coupling of the security of the scheme to the
hardness of the computational problem. It is also desirable that £ does not depend, e.g., on
the number of considered instances of the scheme. Namely, when { is linear in the number of
instances, the scheme’s security guarantees might vanish quickly in large settings. This can be
a problem when being forced to choose concrete key sizes for schemes in settings whose size
is not even known at setup time.

Hence, let us call a security reduction tight if its security loss £ only depends on a global
security parameter (but not, e.g., on the number of considered instances, or the number of
usages). Most existing cryptographic reductions are not tight. Specifically, it appears to be
a nontrivial problem to construct tightly secure public-key primitives, such as public-key en-
cryption, or digital signature schemes. (A high-level explanation of the arising difficulties can
be found in [17].)

Existing work on tight security. The importance of a tight security reduction was already
pointed out in 2000 by Bellare, Boldyreva, and Micali [4]. However, the first chosen-ciphertext
secure (CCA secure) public-key encryption (PKE) scheme with a tight security reduction from
a standard assumption was only proposed in 2012, by Hofheinz and Jager [17]. Their scheme
is rather inefficient, however, with several hundred group elements in the ciphertext. A num-
ber of more efficient schemes were then proposed in [2, 7, 5, 25, 20, 26, 3, 14, 16, 12]. In
particular, Chen and Wee [7] introduced a very useful partitioning strategy to conduct tight
security reductions. Their strategy leads to very compact ciphertexts (of as few as 3 group ele-
ments [12], plus the message size), but also to large public keys. We will describe their strategy
in more detail later, when explaining our techniques. Conversely, Hofheinz [16] presented a
different partitioning strategy that leads to compact public keys, but larger ciphertexts (of 60
group elements). We give an overview over existing tightly secure PKE schemes (and some
state-of-the-art schemes that are not known to be tightly secure for reference) in Fig. 1.

Our contribution. In this work, we propose a new strategy to obtain tightly secure encryption
schemes. This strategy leads to new tightly secure PKE schemes with simultaneously compact
public keys and compact ciphertexts (cf. Fig. 1). In particular, our technique yields a practical
pairing-based PKE scheme that compares well even with the recent tightly secure PKE scheme
of Gay, Hotheinz, Kiltz, and Wee [12]. However, we should also note that our scheme relies
on a symmetric pairing (unlike the scheme of [12], which can be instantiated even in DDH
groups). Hence, the price we pay for a significantly smaller public key is that the scheme
of [12] is clearly superior to ours in terms of computational efficiency. Besides, the use of a
symmetric pairing might entail larger group sizes for comparable security.

Our technique also yields the first PKE scheme whose security can be tightly reduced to the
Decisional Composite Residuosity (DCR [28]) assumption in groups of the form Zg, for RSA
numbers N = PQ. To obtain the DCR instance of our scheme, we also introduce a new type
of “OR-proofs” (i.e., a proof system to show disjunctions of simpler statements) in the DCR
setting. We give more details on these proofs below.

"Technically, we also need to take into account the complexity of the attacks on S and P. However, for this
exposition, let us simply assume that the complexity of these attacks is comparable.



| Scheme | Ipkl | ICI—=IM| | sec.loss | assumption | pairing |

CS98 [8] 3 3 0(q) DDH no
KDO04, HKO7 [24,18] | k41 K+ 1 O(q) | KLINk>1)| no
HJ12 [17] o(1) (010N o(1) DLIN yes
ADKNOI13 [2] o(1) (o 10N o(1) DLIN yes
HKS15 [20] O(A) 2 O(A) subgroup yes
LPJY15 [25, 26] O(A) 47 O(A) DLIN yes
AHY15 [3] O(A) 12 O(A) DLIN yes
GCDCT16 [14] O\ 6k +4 OA) | k-LIN(k>T1)| vyes
H16 [16] 2 60 O(A) SXDH yes
GHKW16 [12] 2KkA 3k O(A) k-LIN (k > 1) no
This work 2k(k +5) k+4 O(A) k-LIN (k > 2) yes
CS02 [9] 9 2 0(q) DCR —
CS03 [6] 3 2 O(q) DCR —
This work 20 28 O(A) DCR —

Figure 1: Comparison of CCA-secure public-key encryption schemes. A is the
security parameter, and q is the number of challenge ciphertexts. The sizes
[pk| and |C| — M| of public key (excluding public parameters) and ciphertext
overhead are counted in group elements. For the ciphertext overhead |C|—|M|,
we do not count smaller components (like MACs) inherited from the used
symmetric encryption scheme.

We remark that our main scheme is completely generic, and can be instantiated both with
prime-order groups, and in the DCR setting. Only some of our building blocks (such as the
“OR-proofs” mentioned above) require setting-dependent instantiations, which we give both
in a prime-order, and in the DCR setting.

Hence, we view our main contribution as conceptual. Indeed, in terms of computational
efficiency, our encryption schemes do not outperform existing (non-tightly secure) schemes,
even when taking into account our tight security reduction in the choice of key sizes. Still, we
believe that specializations of our technique can lead to schemes whose efficiency is at least on
par with that of existing non-tightly secure schemes.

1.1 Technical overview

Technical goal. To explain our approach, consider the following security game with an ad-
versary A. First, A obtains a public key, and then may ask for many encryptions of arbitrary
messages. Depending on a single bit b chosen by the security game, A then either always
gets an encryption of the desired message, or an encryption of a random message. Also, A
has access to a decryption oracle, and is finally supposed to guess b (i.e., whether the en-
crypted ciphertexts contain the desired, or random messages). If no efficient .A can predict b
non-negligibly better than guessing, the used PKE scheme is considered CCA secure in the
multi-challenge setting. Note that regular (i.e., single-challenge) CCA security implies CCA
security in the multi-challenge setting using a hybrid argument (over the challenge encryp-
tions A gets), but this hybrid argument incurs a large security loss. Hence, the difficulty in
proving multi-challenge security is to randomize many challenge ciphertexts in as few steps
as possible.

General paradigm. All of the mentioned works on tightly secure PKE follow a general
paradigm. Namely, in these schemes, each ciphertext C = (c, ) carries some kind of “con-
sistency proof” 7 that the plaintext message encrypted in c is intact. What this concretely
means varies in different schemes. For instance, in some works [17, 2, 25, 26, 16], 7 is explicit
and proves knowledge of the plaintext or of a valid signature on c. In other works [7, 5, 20,
3, 14, 12], 7 is implicit, and proves knowledge of the plaintext or of a special authentication
tag for that ciphertext. All of these works, however, use 7 to enable the security reduction
to get leverage over the adversary 4, as follows. For instance, in the signature-based works
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above, the security reduction will be able to produce proofs 7 for ciphertexts with unknown
plaintexts (by proving knowledge of a signature), while an adversary can only construct proofs
from which the plaintext can be extracted. This enables the security reduction to implement a
decryption oracle, while being able to randomize plaintexts encrypted for A.

Chen and Wee’s approach. Chen and Wee [7] implement the above approach with an eco-
nomic partitioning strategy (that in turn draws from an argument of Naor and Reingold [27]).
Specifically, in their scheme, 7 implicitly proves knowledge of the plaintext or of a special tag
T. Initially, T is constant, and committed to in the public key. In their security analysis, Chen
and Wee introduce dependencies of T on the corresponding c. Specifically, in the i-th step of
their analysis, they set T = F(1_;), where F is a random function, and 7 ; is the i-bit prefix of
the hash T of c. After a small number of such steps, T is a random value that is individual
to each ciphertext. At this point, T is unpredictable for A on fresh ciphertexts, and hence A’s
decryption queries must prove knowledge of the respective plaintext. At the same time, the
security game (which defines F) can also prepare valid ciphertexts with unknown messages,
and thus randomize all challenge ciphertexts at once.

We call the approach of Chen and Wee a partitioning strategy, since each hybrid step above
proceeds as follows:
1. Partition the ciphertext space into two halves (in this case, according to the i-th bit of 7).
2. Change the definition of the “authentication tag” T for all ciphertexts from one half. (Keep

the authentication tag for ciphertexts from the other half unchanged.)
In particular, the second step introduces an additional dependency of T on the bit t;. Most
existing works use a partitioning strategy based on the individual bits of (the hash of) the
ciphertext. An exception is the recent work [16], which implements a similar strategy based
on an algebraic predicate of the ciphertext. This latter approach leads to shorter public keys,
but requires relatively complex proofs 7, and thus not only entails larger ciphertexts, but also
requires a pairing.
Our approach. Here, we also follow the generic paradigm sketched above, but refine the
partitioning strategy of Chen and Wee. Namely, instead of partitioning the ciphertext space
statically (e.g., through the hash of c), we add a special (encrypted) bit to 7 that determines the
half in which the corresponding ciphertext is supposed to be. In contrast to previous works,
that bit is not always known, not even to the security reduction itself. This change has several
consequences:

e The bit that determines the partitioning in each ciphertext is easily accessible with a suitable
decryption key, and so leads to a simple consistency proof 7t (and thus small ciphertexts).
(This is in contrast to the scheme from [16], which proves complex statements in 7.)

e The partitioning bit can by changed dynamically in challenge ciphertexts in different steps
of the proof. Hence, a single “bit slot” can be used to partition the ciphertext space in
many different ways during the proof. Eventually, this leads to compact public keys, since
only few statements (about this single bit slot) need to be proven. (This is in contrast to
partitioning schemes in which one proof for each bit position is generated.)

e However, since also the adversary can dynamically determine the partitioning of his ci-
phertexts from decryption queries, the security analysis becomes more complicated. Specif-
ically, the reduction must cope with a situation in which an adversary submits a ciphertext
for which the partitioning bit is not known.

In particular the last consequence will require additional measures in our security analysis.
Namely, we will in some cases need to accept several authentication tags T in A’s decryption
queries, simply because we do not know in which half of the partitioning the corresponding
ciphertext is. In fact, we will not be able to force A to use “the right” authentication tag in
his decryption queries. We will only be able to force A to use an authentication tag T from
a previous challenge ciphertext (since all other tags are unpredictable to .A). Hence, in order
to eventually exclude that A produces ciphertexts without a proof of knowledge of the corre-



sponding plaintext, we will need to work a bit more.

At this point, our main conceptual idea will be to introduce a dependency of T on a suitable
value T that is individual to each ciphertext. (While the construction in our scheme is slightly
more complicated, one can think of T as being simply the hash of the ciphertext.) Hence, in the
first part of our analysis, we force A to reuse a tag T from a previous challenge ciphertext, while
we tie this T to a ciphertext-unique value 7 in the second part. When this is done, A’s proofs 7t
from decryption queries must prove knowledge of the encrypted plaintext message, or break
the collision-resistance of the used hash function. Since the hash function will be assumed to
be collision-resistant, .A must prove knowledge of the respective plaintext in each decryption
query. Hence, we can proceed with a proof of CCA security as in previous schemes.

Building blocks. To implement our strategy, we require a variety of building blocks. Specif-
ically, like previous works, we require re-randomizable (chosen-plaintext-secure) encryption,
and universal hash proof systems for linear languages. We also require tightly secure one-time
signatures, for which we give the first construction in the DCR setting. However, apart from
our new partitioning strategy, the main technical innovation from our work is the construction
of a non-interactive proof system for disjunctions (of simpler statements) in the DCR setting.

Namely, our proof system allows to prove that, given two ciphertexts c1, ¢, at least one of
them decrypts to zero. (In fact, the syntactics are a little more complicated, and in particular,
honest proofs can only be formulated when the first ciphertext decrypts to zero. However,
proofs that one of the two ciphertexts decrypts to zero can always be simulated using a special
trapdoor, and we have soundness even in the presence of such simulated proofs.)

Such a proof system for disjunctions already exists in pairing-friendly groups [1]. However,
a construction without pairings is far from obvious. Intuitively, the reason is that the language
of pairs (c1, c2) as above (with at least one c¢; that encrypts zero) is not closed under addition (of
the respective plaintexts). Hence, disjunctions as above do not correspond to linear languages,
and most common constructions (e.g., for universal hash proof systems [9, 22]) do not apply.
Our DCR-based construction thus is not linear, and relies on new techniques.

Concretely, our proof system can be viewed as a randomized variant of a universal hash
proof system. Namely, depending on how many of the c; do not encrypt zero, a valid proof
reveals zero, one, or two linear equations about the secret verification key of our system. How-
ever, proofs in our system are randomized, and the revealed equations are also blinded with
precisely one random value. Hence, up to one equation about the secret key is completely
blinded. But as soon as both c¢; encrypt nonzero values, a valid proof contains nontrivial infor-
mation about the secret key. Thus, such proofs cannot be produced by an adversary who only
sees proofs for valid statements (with at least one c; that encrypts zero). Hence, soundness
follows as with regular universal hash proof systems.

Acknowledgements. I would like to thank Antonio Faonio for pointing out a problem in the
formulation of Definition 4.4, and Dingding Jia and Ryo Nishimaki for a careful proofreading.
In particular, Dingding spotted a mistake in the description of honest key derivation. I am
also indebted to Lin Lyu, who found a flaw in an earlier version of the DCR-based one-time
signature scheme OTSpcr, a gap in the proof of Lemma 6.3 (that in fact made Lemma 6.4
necessary), and many smaller mistakes in an earlier version in a very thorough proofreading.
Finally, I would like to thank the reviewers for helpful comments concerning the presentation.

2 Preliminaries

Notation and conventions. For a group G of order |G|, a group element g € G, and a vector

u = (w,...,un) € Zig), we write g = (g“,...,g"")" € G™. Similarly, we define gM €
G™™ for matrices M € Z‘Tg‘m. For integers x, N € Z with N > 0, we define [x]y := x mod N,

and [x]N to be the unique integer with x = [x]n +N- [x]N. Furthermore, we define the “absolute



modular value” x|y through

XIn - if xIn < N/2
XN = )
[—x]n  if xIn > N/2,

such that 0 < [x[y < N/2 in any case. Finally, we let (%) denote the Jacobi symbol of x
modulo N. For a bit b € {0, 1}, we denote with b = 1 — b the complement of b. For a bitstring
X = (x1y...,xn) € {0,1}", we denote with x ; = (x1,...,%;) the i-bit prefix of x, and with
Xi. = (Xiy...,Xn) the (n — 1+ 1)-bit postfix of x. For random variables X,Y € {0, 1}*, we let
SD (X : Y) denote their statistical distance, and Hy, (X) the min-entropy of X.

Global public parameters. To simplify notation, we assume that all algorithms in this work
(including adversaries) implicitly receive public parameters pp as input. In our case, these
public parameters will contain the description of algebraic groups and related algorithms, and
a collision-resistant and a universal hash function. We give more details on these parameters
when we discuss the algebraic setting, collision-resistant hashing, and our key extractor (which
uses the universal hash function).

Collision-resistant hashing. We require collision-resistant hashing, which we define now:

Definition 2.1 (Collision-resistant hashing). A hash function generator is a PPT algorithm CRHF
that, on input 1%, outputs (the description of) an efficiently computable function H : {0, 1}* — {0, 1},
We say that CRHF outputs collision-resistant hash functions H (or, slightly abusing notation, that
CRHE is collision-resistant), if

AdvERlr AN = Pr [x #x" A H(x) = H(X') | H e CRHE(1Y), (x,x') & A(1 H)

is negligible for every PPT adversary A.

We assume that the public parameters pp contain a function H sampled with a hash func-
tion generator CRHF.

Universal hashing, and randomness extraction. We also assume a family UHF = UHF, of
universal hash functions h : {0,1}* — {0,1}*. Since universal hash functions are good ran-
domness extractors, we in particular have that for any random variable X with min-entropy
Heo(X) = 3A,

SD((h, h(X)); (h,R)) < 1/2%,

where h € UHF, and R € {0, 1}* are uniformly chosen.

Key encapsulation mechanisms, and multi-challenge security. A key encapsulation mech-
anism (KEM) KEM consists of PPT algorithms (Gen, Enc, Dec). Key generation Gen(1*) out-
puts a public key pk and a secret key sk. Encapsulation Enc(pk) takes a public key pk, and
outputs a ciphertext ¢, and a session key K. Decapsulation Dec(sk, c) takes a secret key sk, and
a ciphertext ¢, and outputs a session key K. For correctness, we require that for all (pk,sk) in
the range of Gen(1*), and all (c,K) in the range of Enc(pk), we always have Dec(sk,c) = K.
Security is defined as follows:

Definition 2.2 (Multi-challenge ciphertext indistinguishability). Given a key encapsulation scheme
KEM, consider the following game between a challenger C and an adversary A:
1. C samples a keypair through (pk,sk) < Gen(1%), and chooses a uniform bit b « {0,1}.
2. Ais invoked on input (1%, pk), and with (many-time) access to the following oracles:
e Oenc() runs (¢, K) « Enc(pk), sets Ko = K, samples a fresh Ky « {0, 1}*, and returns (c, Ky).
o Ogeclc) returns L if c is a previous output of Oenc. Otherwise, Oge. returns K «— Dec(sk, c).
3. Finally, A outputs a bit b’, and C outputs 1iff b =1’



Let
Advggm a(A) = Pr[Coutputs 1] —1/2.

We say that KEM has indistinguishable ciphertexts under chosen-ciphertext attacks in the multi-
challenge setting (short: is IND-MCCA secure) iff Advicgm, 4(N) is negligible for all PPT A.

We note that secure KEM schemes imply secure PKE schemes [8], and that the correspond-
ing security reduction is tight also in the multi-challenge setting. Hence, like [12], we will focus
on obtaining an IND-MCCA secure KEM scheme in the following.

3 The generic algebraic setting

3.1 The generic setting
3.1.1 Groups and public parameters

In the following, let G be a group of order |G|. We require that |G| is square-free, and only has
prime factors larger than 27, Furthermore, we assume two subgroups G1,G; C G of order |G|
and |G;|, respectively, and such that G - G, = {hy - hy | hy € G1,hy € G2} = G. Note that we
neither require nor exclude that |G| (or |G+ or |G;|) is prime, or that G; N G, is trivial.

We assume that the global public parameters pp include

(descriptions of) G, Gy, and G,

fixed generators g of G, g; of G; and g; of G;,

the group order |G;| of G;,

a positive integer {g, and a matrix g¥, for B € Z‘%ﬁl" 2
We stress that these parameters may depend on A, and note that |G|, |G|, and B do not need to
be public. However, we do require that there are efficient algorithms for the following tasks:

e performing the group operation in G,

e sampling uniformly distributed Z g, -elements,

e recognizing G (i.e., deciding group membership in G).
Since we assume |G;| to be public, we also have algorithms for deciding membership in G,
and for uniformly sampling from Zg,| and G;, and thus also from Zg| and G.

3.1.2 Computational assumptions

In our generic setting, we will use an assumption that can be seen as a combination of the
Extended Decisional Diffie-Hellman assumption from [15], and the Matrix Decisional Diffie-
Hellman assumption from [10].

Definition 3.1 (Generalized DDH, combining [15, 10]). We say that the Generalized Decisional
Diffie-Hellman (GDDH) assumption holds in our setting if the following advantage is negligible for
every PPT adversary A, and for uniformly chosen w,r € Zf& ;

ddh 1 r r
AAVEIT(N) = 5 (Pr[A(%, 6™ gP, o ™) = 1] = Pr [A0Y, 6%, oP o ™) = 1)),

Besides GDDH, we will also assume that it is infeasible to find a nontrivial element g5 € G;
that does not already generate G;:

Definition 3.2 (G,-factoring assumption). We say that the factoring G; is hard in our setting if
the following advantage is negligible for every PPT adversary A whose output (g5',...,9,") € G3 is
always a vector of G,-elements:

AdvES,(A) = Pr |3i:ged(IGalw) € {1,1Gal} | (g7, ..., g5%) « A(IM)].

How {g and B are chosen depends in the concrete instance. In the prime-order setting, {g and B determine
what concrete computational problem is reduced to. Conversely, in the DCR setting, {p = 1, and B = 1 is trivial.




3.1.3 Generalized ElGamal encryption

To simplify our notation, and to structure our presentation, we consider the following gener-
alized variant of ElGamal:
-
Keypairs. Keypairs (epk, esk) are of the form (epk,esk) = (g° B, w) for w € Zf&”.
Encryption. To encrypt u € Zg,| with random coins r € Zﬁg] , compute
T
Ep(w51) = ¢ = (co,c1) = (g8, 0% Pgy) € G" x G.

If we omit r and only write E,y(u), then r is implicitly chosen uniformly from Zﬁ(‘;] -
Decryption. A ciphertext ¢ = (co,c1) = (gY, g°) is decrypted to

D, (c) = géinY €G.

Note that we encrypt exponents, while decryption only retrieves the respective group element.
It will also be useful to generalize this encryption to vectors of plaintexts with reused ran-

-
dom coins: for pk = (epk,,...,epk, ) and sk = (esky,...,esky) with (epk,,esk;) = (g;Ui B, wy),
and u = (uy,...,uy) € ZE} |,let
2
TB i uw n
Ep(wr) = (co,(cry--oycn)) = (05,097 g5 y-ny gl mPTghn)) € G x G
Dacle) = (g7 “1Y,..., g @nY) €G" for c=(g"(g",...,g™)).

When no confusion is possible, we may write (co, c1,...,cn) instead of the more cumber-
some (cp, (C1,...,Cn)). Sometimes, it will also be convenient to write Q = (wq]|...||lwy) €
Zﬁaﬁn, such that pk = g2 'B and

i}
Epc(wr) = (97,97 g}

Dy (c) = QY*QTé for c¢=(g7,¢%) € G x G™

While this variant of ElGamal encryption will mainly be a notational tool, it is also a very
simple tightly (chosen-plaintext) secure encryption scheme:

Definition 3.3 (IND-MCCPA security game for (E,D)). Consider the following game (which we
call the IND-MCCPA security game, for “indistinguishability against multiple (partial) corruptions
and chosen-plaintext attacks”) between a challenger C and an adversary A:

1. A(1N) picks n € N, and an index i* € {1,...,n}.
.
2. C samples b € {0,1}, and w1,...,w, € Zﬁa”, and sets (epk,,eski) = (g1wi B,wi), and pk =

(epky,...,epk, ) and sk = (esky, ..., esky).
3. Next, Ais run on input (epki)f‘i], (eski)irix, and with (many-time) access to the following oracle:
° (’)enc(u(o),u“)),for ul) = (u%l), . ,um) € Zl‘éz‘ (G €{0,1}), first checks that uEO) = ug)for all
i # 1%, and returns L if not. Then, Oenc computes and returns ¢ = Epk(u(b) ).
4. If A terminates with output b’, then C outputs 1iff b =b’.
Let
Advgiflpa(?\) = Pr[C outputs 11 —1/2.

Lemma 3.4 (Tight security of (E,D)). For every A, there exists an adversary B (of essentially the
same complexity as the IND-MCCPA game with A) for which

AdVER(A) = AdVESF(). (1)



Proof. B gets epk* = g% "B and ¢* = (c},¢t) = (gB, g% "B g}) (for unknown b € {0,1)) as
input. Now B first runs A to obtain n and i*. Then, B generates public and secret keys as
follows:

s oax ) g
e Fori # i*, B samples w; € Z‘G”,

o Bsetsepk,. = g?’*TB, and thus implicitly defines eski+ = wi- = w™.
Then, B runs A, on input pk = (epk;); and (esk; )i+, and implements oracle Oenc as follows:

and sets (epk,, eski) = (g1 B, ).

e Upon an Oenc(ul?, ulM) query with ug()) = ug) for i # i*, B first samples a fresh r’ € Z‘%] ¥

) (0)

implicitly defines r = (u;.,” —u;.’)r* 41/, and sets up

(u.(l]—ugg])Br*-i—Br’ B((ufl]—ug))r*-ﬁ-r’) Br

o =g;° =g = 0

(1) _ (0 TR TRy 1,(0) T 0)

(u; —u . Br* w.Br’ u. w. Br u; . .

=9 9 9% =09 9 for i # i*
(ugl)fui(gj)w*TBr*er*TBr’ (ugl)fuggj)-b+u£8) w;';Br ugg)

Ci = gy 9 =9 9,

For the resulting ¢ = (co,c1,...,¢n), we have that ¢ = Epk(u(b);r) for (independently and
(1 .0

uniformly distributed) random coins r = (u;.” — w;. )r* +r’. Hence, Oenc returns c.
Finally, B relays any guess b’ from A as its own output.
Observe that B perfectly simulates the game from Lemma 3.4 (with the same challenge bit

b). We obtain (1). O

3.2 The prime-order setting

The groups. We consider two concrete instantiations of our generic setting. The first is a
prime-order setting, in which G = G1 = G; has prime order |G| = |G| = |G;|. In these cases,
we assume that |G| > 2" is public, and hence most syntactic requirements from Section 3.1.1 are
trivially met. However, we will additionally need to assume that membership in G is efficiently
decidable. We have numerous candidates for such groups (including, e.g., subgroups of Zj, or
elliptic curves). In such groups, plausible assumptions include the Decisional Diffie-Hellman
(DDH) assumption, the k-Linear (k-LIN) assumption [29, 18], or a whole class of assumptions
called Matrix-DDH assumptions [10].

Hardness of the GDDH and factoring problems. All of the mentioned assumptions imply
our GDDH assumption for suitable {g and B. For instance, GDDH with {g = 1 and uniform
B is nothing but a reformulation of the DDH assumption. More generally, GDDH with uni-
form B is actually the so-called ¢/,,-MDDH assumption. In particular, this means that the
k-LIN assumption implies GDDH with {g = k and uniform B (see [10]). Additionally, we note
that the G,-factoring assumption we make is trivially satisfied in prime-order settings (since
AdvES 4 (M) = 0 for all Aif |G| = |G] is prime).

Pairing-friendly groups. In Section 5.4.1, we also exhibit a building block in the prime-order
setting that uses a symmetric pairing G x G — Gt (for a suitable target group Gr). Also for
such pairing-friendly groups, we have a variety of candidates in case {g > 2. (Unfortunately,
for {g = 1, a symmetric pairing can be used to trivially break the GDDH assumption.)

3.3 The DCR setting

The public parameters. The second setting we consider is compatible with the Decisional
Composite Residuosity (DCR) assumption [28]. In this case, the global public parameters
include an integer N = PQ, for distinct safe primes P,Q (i.e., such that P = 2P’ + 1 and
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Q = 2Q’ + 1 for prime P/, Q’ > 21).3 We also assume that P,Q,P’,Q’ are pairwise differ-
ent, and that gcd(P + Q — 1,N) = 1 (the latter of which ensures that N is invertible modulo
e(N)=(P—-1)(Q—1) =4P'Q)).

We implicitly set {g = 1, and the matrix B € Zg, |«|g,| from Section 3.1.1 to be trivial (i.e., the
identity matrix). Hence, neither {g nor g? will have to be included in the parameters. However,
we also include a generator g; of G; in the public parameters, chosen as described below.

The groups. We now define the groups G, G1, and G;. Since G should only have large prime

factors, we should avoid setting G = Z{,. Instead, we could set G; and G; to be the subgroups

of order @(N)/4 and N, respectively, and then G = G - G,. However, in this case, membership

in G would not be efficiently decidable in an obvious way. So here, we define our groups in a

slightly more complex way, following the approach of signed quadratic residues [13, 11, 19].
Equipped with the notation |x|y and (&) from Section 2, we set

N XN
Gr = { XMna | x € Z3a, <N>=1} /o
Gy = {I0+N)l\2 | e€Zn} C Zy:
6 = {helyezi (F) =1}

These sets are groups, when equipped with the group operation a - b = |a - bly2. Indeed, since
P,Q = 3 mod 4, we have (_W]) = 1, and thus (%) = (B8) =1for (¥) = (¥) =1.
Hence, G7 and G are closed under group operation. It is then straightforward to check that G,
G, and G are groups.

A canonical generator g; of G; is |1 + N|y2, and a generator g; of G; (to be included in the
public parameters) can be randomly chosen as [xN|y: for a uniform x € Zyg..

Properties of the groups. We claim that |G| = ¢(N)/4. Indeed, we have that
(R [x e Z5a }] = iV [x €230 }] = oN)/2

In other words, [xN|y uniquely determines IxN|\2. Furthermore, since N is invertible modulo

@©(N), themap f: Z3, — ZJ with f(x) = xN mod Nis surjective. Hence, the set of all IxN|n with
XN

<W) = 1 has cardinality @ (N)/4 (cf. [19, Lemma 1]). Using that IxN|n fixes [xN|nz2, we obtain
|G1] = @(N)/4. Moreover, for e € Zy, we can write |(1 + N)¢[y2 = |1 + eNJ|yz = e/lel + le|[nN,
and thus |G;| = N. Finally, we have G = Gy - G;, since every [yly2 € G can be written as
hylnz = IXN(1 4+ N)€|y2 with (%) = 1. Hence, since |G| = ¢(N)/4 = P’Q’ and |G,| = N = PQ
are coprime, |G| = |G1| - |G| = N - @(N)/4 is square-free.

We also note that the discrete logarithm problem is easy in G;. Indeed, for g} € G,, we
have
[e]yN + 1 if [eln <N/2

5 = |1+ N)¢y2 = [T+eN[y2 =
g5 = I )Nz = | Ine {[—G]NN—] if [eln > N/2.

A simple case distinction thus allows to compute [e].

Membership testing and sampling exponents. It is left to note that membership in G can
be efficiently decided (by checking thaty € Zy: is invertible, lies between —N?/2 and N?/2,
and satisfies (&) = 1). However, since |G| will not be public, exponents s € Zg, can only
be sampled approximatively, e.g., by uniformly sampling s € Zn/4). This incurs a statistical
defect of O(1/2*) upon each such sampling. In the following, we will silently ignore these
statistical defects (and assume that there is an algorithm that uniformly samples s € Z ) in

*We note that our DCR-based OR-proofs from Section 5.4.2 require P, Q to be somewhat larger, although still
compatible with practical parameter choices.
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our generic constructions for simplicity and ease of presentation. However, we note that the
concrete bound (22) also holds for such an approximative sampling in the DCR setting.

Hardness of the GDDH and factoring problems. We claim that in the setting described
above, the Decisional Composite Residuosity (DCR) assumption [28] implies the GDDH as-
sumption. This connection has already been established in [15, Theorem 2] for a slight vari-
ant of the groups G, G1, G, above. (In their setting, G consists of elements xN e Zn2 with

%) = 1, instead of elements IxNINz with (%) = 1.) In fact, their proof applies also to our

setting, and we obtain that the DCR assumption implies the GDDH assumption with { = 1
and trivial B =1 in G (as in Definition 3.1).

Furthermore, we note that the DCR assumption also implies the G;-factoring assumption
(Definition 3.2). We sketch how any G,-factoring adversary .A can be transformed into a DCR
adversary B. First, B runs A, and obtains elements g}, ..., g, . Then, B uses that the discrete
logarithm problem is easy in G, and retrieves the corresponding ws,...,uq € Zg,. Now if
gcd(IG2l, wi) ¢ {1,]G;,l} for some uy, then ged (N, w;) € {P, Q} directly allows to factor N. Hence,
if A succeeds, then B can factor N, and solve its own DCR challenge (e.g., by computing the
order of its input).

4 Tightly secure building blocks

In this section, we describe two building blocks for our main KEM construction. The first,
tightly secure one-time signature schemes, is fairly standard, but requires a new instantiation
in the DCR setting to achieve tight security. The second is, key extractors, is new, but similar
building blocks have been been used at least in the prime-order setting implicitly in previous
works on tight security (e.g., [12]).

4.1 One-time signature schemes

Definition 4.1 (Signature scheme). A digital signature scheme OTS = (SGen, SSig, SVer) con-
sists of the following PPT algorithms:

e SGen(1*) outputs a keypair (ovk,osk). We call ovk and osk the verification, resp. signing key.

e SSig(osk, M), for a message M € {0, 1}*, outputs a signature o.

e SVer(ovk, M, o), outputs either 0 or 1.
We require correctness in the sense that for all (ovk, osk) in the range of SGen(1*), all M € {0, 1}*, and
all o in the range of SSig(osk, M), we always have SVer(ovk, M, o) = 1.

We only require one-time security (and call a signature scheme secure in this sense also a
one-time signature scheme):

Definition 4.2 (EUF-MOTCMA security). Let OTS be a digital signature scheme as in Defini-
tion 4.1, and consider the following game between a challenger C and an adversary A:
1. C runs A on input 1, and with (many-time) oracle access to the following oracles:

® Ogen() samples a fresh keypair (ovk, osk) «+— SGen(), and returns ovk.

o Osig(0vk, M) first checks if ovk has been generated by Ogen, and returns L if not. Next, Osig
checks if there has been a previous Osig(0vk, -) query (i.e., an Osig query with the same ovk), and
returns L if so. Let osk be the corresponding secret key generated alongside ovk. (If ovk has been
generated multiple times by Ogen, take the first such osk.) Ogig returns o « SSig(osk, M).

2. If A returns (ovk™, M*, 0*), such that SVer(ovk™, M*, 0*) = 1, and ovk™ has been returned by

Ogen, but 0* has not been returned by (’)sig(ovk*, M*), then C returns 1. Otherwise, C returns 0.

Let Advoot%s, 4(A) be the probability that C finally outputs 1 in the above game. We say that OTS
is strongly existentially unforgeable under many one-time chosen-message attacks (EUF-MOTCMA
secure) iff for every PPT A, the function Advoot%s’ 4(A) is negligible.
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We remark, however, that our security notion is “strong”, in the sense that a forger is al-
ready successful when he manages to generate a new signature for an already signed message.

4.1.1 A construction in the prime-order setting

In case G = Gy = G, with |G| prime and public, [17] already give a simple construction of a
digital signature scheme that achieves EUF-MOTCMA security under the discrete logarithm
assumption. Most importantly for our case, their security reduction is tight (i.e., only loses a
constant factor). We refer to their paper for details.

4.1.2 A construction in the DCR setting

In the DCR setting (as in Section 3.3), there exist simple and efficient EUF-MOTCMA secure
signature schemes from the factoring [23] or RSA assumptions [21]. However, these schemes
are not known to be tightly secure.

Hence, in this section, we construct a new digital signature scheme whose EUF-MOTCMA
security can be tightly reduced to the GDDH assumption in the DCR setting.

Let N = PQ and G, G4, G, be defined as in Section 3.3. In particular, we have |G1| = ¢(N)/4,
and |G,| = N. We are going to assume that the global public parameters pp contain a hash
function H : {0, 1}* — {0, 1} from a collision-resistant hash function generator CRHF, and that
|G;| = N > 2. Now our signature scheme OTSpcg is defined by the following algorithms:

e SGen() uniformly samples do, d; € G, and outputs ovk = (Do, D) = (dgj, dej) € (G% and

osk = (do, d]).

e SSig(osk, M) uniformly samples dj, d; € G, and computes

(D, D7) = (dg",di") € G
e = |d)¥djln €10,...,[N/2]} for &' = H(M) 2)
e = |dfdoln €1{0,...,[N/2]} for k = H(Dg,Dj).

The signature is defined as 0 = (D}, D, e’,e) € G* x {0,..., [N/2|}.
e SVer(ovk, M, 0), for ovk as above, outputs 1 iff 0 = (D}, Dj,e’,e) € G* x {0,...,|N/2]}?,
and the following equations hold, where e, e’ are interpreted* as elements of G:

N = DI’K/D(’) for k' = H(M)

)
eN = DfDy  for k = H(D{,Dj).

Correctness of this scheme follows from (2), (3), and Footnote 4. Essentially, this scheme is the

combination of two instances of a simpler, non-adaptively secure one-time signature scheme.

Thus, we could explain our scheme in a more modular way. However, since we only use that

scheme as a building block, we prefer to give a brief exposition and analysis. Specifically:

Lemma 4.3 (EUF-MOTCMA security of OTSpcr). Under the GDDH assumption, and if CRHF
is collision-resistant, the above signature scheme OTSpcr is EUF-MOTCMA secure. Concretely, for
every adversary A, there exist adversaries B84 and BN (of essentially the same complexity as the
EUF-MOTCMA experiment with OTSpcr and A) such that

ddh
AdVGspepa(N) < 2AdVE (V) + AdvERig san (M) (4)

*To interpret an element |x|n € {0,..., |N/2]} as a G-element, we use the embedding ¢ : {0,...,[N/2]} = G
with ¢(y) =y mod N2, By our definition of G, this means that for every x € G, there is an i € Zn with ¢(xIn) =
x+1-N € G. In particular, note that ¢(|xIn)™ =x" € G for every x € G. This last property will imply correctness.
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Proof. In the following, write (ovk®, M*, 0*) with ovk® = (D}, Df) and o* = (D}",D{",e’", e*)
for A’s forgery. Let bad.y be the event that A’s forgery induces a hash collision (in the sense
that H(M*) = H(M) for some previously signed M # M*, or that H(D{*, D) = H(D{, Dj) for
some (D{, D}) # (Dg", D;") from a previous Og;g query). A straightforward reduction shows

PI‘ [badcoll] S AdVCCrEI;_IF’Bcrhf (}\) (5)

for an adversary B on CRHF that simulates the EUF-MOTCMA game with OTSpcgr and A
and outputs any such collision upon bad.

Next, let badgesy, denote the event that bad,; does not occur, and A submits a valid forgery
for some (Dy", D1”) that has not been output upon a previous Og;g(0vk, M) query with ovk =
ovk®. (In other words, badg.esy occurs if A forges a signature with a fresh pair (D", D{*) that
has been not generated previously by the game itself.) To bound the probability for badsh,

consider the following adversary B r‘zi‘ on the DCR assumption. Bfr(islll gets as input a value

Z = g}g5, for random v € Zg, and b € {0, 1}. Bﬁesh internally simulates the EUF-MOTCMA
game with OTSpcr and A, with the following exceptions:

e Upon an Ogen query from A, Bfresh first generates a fresh pair (d}, d) (as necessary for sig-
natures), sets (Dg, D{) = (dO ,dj ) and k = H(Dg, D}), computes (Dy, D1) = (s; /ZK,sl\‘Z)
for uniformly chosen sy, s1 € G, and outputs ovk = (Dy, D1).

e Upon an Oy query from A, Bfgresﬁl uses the previously generated corresponding values
(dg, dj) to generate e’ as in (2). The value e is generated as e = [s}sg|n. (Note that this
implies eN = s)*s)\ = D¥Dy, cf. Footnote 4.) The final signature is 0 = (D}, D{, ¢/, e).

Finally, Bfgidh outputs 1 iff badgesn occurs.

We turn to B;‘;resh s analysis. First, if b = 0 (i.e., if Z = g}), then Bfresh perfectly simulates
the EUF-MOTCMA game with OTSpcr and .A. However, if b = 1, then badg.g, cannot occur.
Indeed, for contradiction, assume a valid forgery (ovk", M*, 0*) with ovk®™ = (D{, D7), and

= (D}, D%, e, e*). Now badges, would imply that (D", D;*) # (D}, D;) for the pair
(Dg, D7) previously generated upon A’s Ogen query. Since badgsn implies ~bad.j;, we may
also assume that k* = H(D}",D{") # H(D},D;) = «. However, the key ovk* = (D}, D7)
output by Ogen satisfies (DN Df = (skso)NZK < = g’{gg**K for some z € Zg,|. Hence, there
is no value e with eN = (DT)K*DS (since the order of eN divides ¢(N)/4, while the order of
(DN Dj = g%gg ~* is a nontrivial multiple of N). Thus, 0* cannot be valid in the sense of (3).

In summary, we have

Pr [badgesn] < |Aolvg““lh A)I. 6)

gddh
Bfresh

Similarly, let bad,cyseq denote the event that bad,; does not occur, and .4 submits a valid
forgery as above, but with a pair (D§", D{") that has been output upon a previous Ogig(0vk, M)
query with ovk = ovk™. (In other words, bad,eyseq Occurs if A reuses a pair (D§5,D17).)
reused on the DCR

assumption. Like Bf . esh " above, B& e d internally simulates the EUF-MOTCMA game with
OTSDCR and A, but embeds its own challenge Z = g}g} into the (D{,Dj) pairs. Specifi-

To bound the probab1l1ty for badreused, consider the following adversary B8

cally, Breus q computes (D, D7) = (s, YA 51 Z) for fresh random sy, s; upon each Os;g queries
(where k' = H(M) as with SSig). Fmally, B heuse d outputs 1 if bad,eyseq OCCurs.
perfectly simulates the EUF-MOTCMA game if

b = 0. We also claim that Brgeus q Never outputs 1 if b = 1. For contradiction, assume a valid
gddh

As with B;gresh , it is easy to see that B reused

forgery as above, but with reused (D", D) = (D¢, D{) generated by 55, ;. We may assume
that M* # M for the message M previously signed by O under ovk™. Indeed, M* = M

would imply e’N = (e’*)N. But this means e’ = e’* (since e’ # e’* would imply thate’/e’* € G
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is a nonzero element whose order divides ¢(N)), and similarly e = e*. Hence, any successful

forgery with M* = M would imply ¢* = o, and thus be rejected by the EUF-MOTCMA game.

. ddh . . .
Since Bfeuse 4 implies —bad.;, we may even assume k* # k. However, (D; DSt =

(D))" D} = gigh ~* for a suitable g7 € Zg,|, and thus no e’ with /N = (D]")*'D{" exists.
As a consequence, o cannot be valid in the sense of (3), and we get

< gddh
- 8
Pr badseuseal < JAAVEE,,, (M) )

reused

Now any successful forgery either implies bady, or badgesh, 0r bad,eyseq. Hence, combining
(5), (6), and (7) yields (4) if we combine the two adversaries Bﬁigﬁl and B84dn

- used INTO one. O

4.2 Key extractors

Intuition. Intuitively, a key extractor derives a pseudorandom key K from a given encryption
¢ = E(0;r) of 0. This K can be derived either publicly, using a public extraction key xpk and
the witness r, or secretly, using a secret extraction key xsk and only the ciphertext c. We desire
security in the sense keys derived secretly (i.e., using xsk) from random ciphertexts ¢ = E(R;r)
for random R cannot be distinguished from truly random bitstrings K. This should hold even
for many such challenges, and in the face of oracle access to xsk on “consistent” ciphertexts
¢ =E(0;1).

In this sense, key extractors give a computational form of the soundness guarantee pro-
vided by universal hash proof systems. We also note that a similar tool has been implicitly
used in [12] for a similar purpose in the prime-order setting. Hence, we abstract and general-
ize their construction in a straightforward way.

Definition. In the following, fix a function {ext = {ext(A). In the following definition, we will
choose the value R encrypted in random ciphertexts uniformly from Z,.,,. Our subsequent
generic construction of key extractors works for any fext > 3A (and |G,| > 23N,

Definition 4.4 (Key extractor). A key extractor EXT = (ExtGen, Ext,p,, Extpiiv) for G consists of
the following PPT algorithms
e ExtGen(12 epk), on input a public encryption key epk = gﬁ”TB € GﬁB for (E,D) (as in Sec-
tion 3.1.3), outputs a keypair (xpk, xsk). We call xpk the public and xsk the private extraction key.
o Extyup (xpk, ¢, 1), for ¢ = By (05 1), outputs a key K € {0, A
o Extpiy(xsk, ¢) also outputs a session key K € {0, 1)
We require the following:
Correctness. For all epk = gﬁ”TB, all keypairs (xpk, xsk) in the range of ExtGen(1* epk), all r €
Zf& v and all ¢ = Eg(0; 1), we always have Exty,yp, (xpk, ¢, 1) = Extpriv (xsk, c).
Indistinguishability. Consider the following game between a challenger C and an adversary A:
1. C uniformly samples w € Z‘%]' and sets (epk,esk) = (g?’TB, w). Then, C generates an EXT
keypair (xpk, xsk) «— ExtGen(1*,epk), and finally samples b € {0, 1}.
2. Adis run on input (1%, epk, xpk), with (many-time) access to oracles Ocn, and Oext that operate
as follows:
® Ocnal) uniformly chooses a fresh R € Zjt..., computes ¢ < Egyr(R) and Ko = Extpriv (xsk, ¢),
and uniformly chooses Ky € {0, 1}*. Finally, Ocn, returns (c, Kp).
o Oext(c) first checks if Dyg(c) = g‘z’. If not, then we say that A fails, and C terminates with
output O immediately. Otherwise, Oext computes and returns K = Extpyiy (xsk, c).
e Finally, A outputs a bit b’, and C outputs 1 iff b = b’ (and 0 otherwise).
Let Advixy 4(A) = Pr[C outputs 11— 1/2. We require that for all PPT A, Adv%%‘?A(A) < efora
negligible function € = e(A).
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4.2.1 A generic construction

For our GDDH-based key extractor, we assume that a function h chosen from a family of
universal hash functions UHF, is made public in the global public parameters pp. Then, our

extractor EXT89" — (ExtGen8ddh Extgddh Extgddh)

ub yExt) ) 1s defined as follows:

o ExtGen8dM (12, epk), for epk = g1 B, uniformly samples s € Z‘G‘ and t € Zg|, and computes
g}” =g TBttwTB (Gﬁ". The output of ExtGen®" is xpk = gy " and xsk = (s, t).
° Extgd h(xpk ¢, 1), for xpk as above and ¢ = E,(0; 1), outputs K = h(g}”T'r).

° Extgddh(xsk ), for c = (g7, 95) €GB x G, outputs K = h(gsTy+t.5).

pI‘lV
s'B+t-w'B Br wTBr)

Given g =g and a ciphertext ¢ = E(0;r) = (g7, ¢°) = (g¥*, ¢ , we have

w'r s"Br+t-w Br __ s y+td
g g] g )

and correctness follows. Indistinguishability follows from the following lemma:

Lemma 4.5. For ley; > 3A and |G| > 23}, EXT#N above satisfies the indistinguishability property
of Definition 4.4, assuming GDDH in G. Specifically, for every adversary A that makes at most q
oracle queries, there is an adversary B (with roughly the same complexity as the indistinguishability
experiment with EXTEYN and A), such that

Adved Ba ()

EXTEddh A()\) < Adv

+ q/2M. (8)

Proof. Fix an adversary A in the sense of Definition 4.4, and consider the following GDDH
adversary B. First, B gets as input (g{° B, gbr, g " Br ﬁ) for B € {0,1}, and sets epk = g{°
Then, B simulates the mdlstmgulshablhty experiment from Definition 4.4 with EXT8ddh 4 d
A, as follows.

B begins by choosing s’ € Z‘G‘ t’ € Zg), and a bit b € {0, 1} uniformly, and then sets

g1 = 91/3th @B and xpk = g¥" . Then, B runs A on input (1%, epk, xpk), and implements

A’s oracles Oy, and Oey as follows:

e Ocnal) first chooses uniformly r’ € Zﬁa | and R € Zyi.,, and sets

exts

T «wT TBr’ R TB(Rr+r’ TB(Rr+r') R
c — (gy)gé) (g$w Br+w " Br’ )g$w Br+w " Br 926) _ (91“’ ( r+r1)9;v ( r+r)92rf’>)'
Observe that this way, c is a fresh encryption of RB3. Next, O, sets Ky = h(gS/TY“/'éng),

samples K; € {0, 1}}, and returns (c, Ky,) to A.
o Oext(c), for c = (g¥, g%), computes and returns K = (gs/TY“/'é) to A.
Finally, B returns 1 iff A finally correctly predicts b.
Observe that B’s internal simulation differs from the indistinguishability experiment with
EXT&9" and A in two aspects:
e Ciphertexts prepared by B’s oracle O, only encrypt R (for random R € Zy..,,) if B’s own
challenge has 3 = 1. (Otherwise, O, prepares ciphertexts that always encrypt 0.)
o If b =0, “raw keys” g*"  Y*t"3gR prepared by B’s O, oracle have an extra g term.
In a nutshell, these changes have the following effect: if 3 = 1, then B perfectly simulates the
indistinguishability experiment, unless A fails (in the sense of Definition 4.4). Butif 3 =0, then
B outputs 1 with probability essentially 1/2. After proving these claims formally, we will show
that combining them yields (8).
We start by formalizing and proving the first claim, namely

Pr[Boutputs1|[p =1] > AdV%(tT)A(?\) +1/2. )

(Note that the right-hand side of (9) is precisely the probability that C outputs 1 in the indistin-
guishability experiment of Definition 4.4.)
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To show (9), let fail be the event that A fails, i.e., that .A submits a ciphertext ¢ to Oex With
D, (c) # gg. Furthermore, recall that epk = g%”TB. Hence, if we set (s,t) = (s/ — w,t’ + 1),
we get that (s, t) and (s’,t’) are two secret keys that act identically on ciphertexts of the form
¢ = Eepk(o):
s+t-w) T Br _ ggs’+t‘w)TBr _ D(S/,t/)(c)

:
Dis(c) =g for = (gbr, g Br).

Further, for ¢ = (g7, ¢°) = (g%, g%"TBrng),we get Dis()(¢) = D(gr 11 (c)g5. In other words, if p =
1, and unless fail occurs, B perfectly emulates the indistinguishability game with secret key
(s,t) (instead of (s’,t’)). Since the challenger C outputs 0 upon fail in the indistinguishability
game, we get (9).

Our second claim is

Pr(Boutputs 1|p =01 < 1/2+ q/2". (10)

Indeed, observe that when 3 = 0, O, queries contain ciphertexts ¢ = (g?r, gﬁ”TBr) that do
not depend on the respective (freshly and independently chosen) R € Z,,. Thus, if b = 0,

’TBr“/'“’TBrng have at least 3A bits of min-entropy (since {ext > 3A, and the

order of g; is greater than 23}). Hence, the keys K = Ky = h(g?/TB”t/'“’TBrng) are statistically
1/2*-close to uniform. But also if b = 1, the corresponding keys K = Kj are truly random
by definition. Hence, A receives an (at least almost) independently random K in either case.
Taking into account the statistical defect from h, we obtain (10).

Finally, combining (9) and (10), we directly get (8). O]

the “raw keys” g}

Summing up, we obtain

Theorem 4.6. Under the GDDH assumption, and for ey > 3\ and |G,| > 230 ExT8ddh 45 4 key
extractor in the sense of Definition 4.4.

5 Benign proof systems

Intuition. Benign proof systems are the central technical tool in our KEM construction. In-
tuitively, a benign proof system for some language £ is a non-interactive designated-verifier
zero-knowledge proof system with strong soundness guarantees. Concretely, the system guar-
antees soundness even if simulated proofs for potentially false statements x ¢ £ are known.
However, we do not quite require “simulation-soundness”, in the sense that this should hold
for simulated proofs for arbitrary false statements. (We note that simulation-sound proof sys-
tems are extremely useful in the context of tight security proofs, but they are also very hard to
construct.)

Instead, we only require that no adversary can forge proofs for statements x ¢ L that
are “more false” than any statement for which a simulated proof is known. A little more
specifically, we require that even if simulated proofs for statements x € £ O L are known,
an adversary cannot forge a proof for some x ¢ £’. The main benefit over existing soundness
notions is that £’ does not even have to be known during the construction of the scheme. (For
instance, our first proof system provides a “graceful soundness degradation”, in the sense that
it is sound in this sense for arbitrary linear languages £’ O L.)

Overview over our constructions. Apart from the abstraction, we also provide generic and
setting-specific constructions of benign proof systems. Our generic constructions (for a lin-
ear, and a “dynamically parameterized” linear language) can be viewed as abstractions and
generalizations of universal hash proof systems. For £" = £, soundness in the above sense fol-
lows immediately from the correctness property of hash proof systems. (Indeed, hash proofs
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for valid instances x € £ are unique and completely determined by public information.) For
L' 2 L, we will use additional properties of specific (existing) hash proof systems. In fact, the
mentioned “graceful degradation” guarantees have already been used implicitly in the work
of [12].

However, we also consider a somewhat nonstandard (and in our application crucial) “OR-
language”. Here, we give a prime-order instantiation in pairing-friendly groups (which is
directly implied by the universal hash proof systems for disjunctions from [1]), and a new
instance in the DCR setting. This DCR instance will be the key to the DCR-based instantiation
of our KEM.

5.1 Definition
Definition 5.1 (Proof system). Let £ = {Lpars} be a family of languages® with Lyays C Xyays, and with

efficiently computable witness relation R. A non-interactive designated-verifier proof system (NID-
VPS) PS = (PGen, PPrv, PVer, PSim) for £ consists of the following PPT algorithms:
e PGen(1*,pars) outputs a keypair (ppk, psk). We call ppk the public and psk the private key.
o PPrv(ppk,x,w), for x € L and R(x,w) = 1, outputs a proof .
e PVer(psk,x,n), for x € X and a proof 7, outputs a verdict b € {0, 1}.
e PSim(psk,x), for x € L, outputs a proof .
We require correctness in the following sense:
Completeness. For all pars, all (ppk, psk) in the range of PGen (1%, pars), all x € L, and all w with

R(pars,x,w) = 1, we always have PVer(psk, x, PPrv(ppk,x,w)) = 1.
All relevant security properties of a NIDVPS are condensed in the following definition.

Definition 5.2 (Benign proof system). Let PS be an NIDVPS for L as in Definition 5.1, and let

LM = (L5, LY = (Lye), and L5 = (L35} be families of languages. We say that PS is

(£sim, cver, £snd) benign if the following properties hold:

(Perfect) zero-knowledge. For all pars, all (ppk, psk) in the range of PGen(1*, pars), and all x € L
and w with R(pars,x,w) = 1, we have the following equivalence of distributions:

PPrv(ppk,x,w) = PSim(psk,x).

(Statistical) (£5™, £V, £57d)-soundness. Consider the following game between a challenger C and

an adversary A:

1. A'is run on input 1%, and chooses pars.

2. C generates (ppk, psk) «— PGen(1*, pars).

3. A'is run again on input (1%, ppk), and with (many-time) access to oracles Ogim and Ok, that
operate as follows:
o Ogim(x) checks if x € EFS,E?S, and if yes, returns PSim(psk, x). Otherwise, Ogim returns L.
o Oyer(x, ) checks if x € [,;;’rrs, and, if so, returns PVer(psk, x, 7). Otherwise, Oyer returns L.

Finally, A wins iff it has queried Oyer with (x,7t) such that X € Xyars \ L;{z‘;is and PVer (psk, x, ) =
1. Let Advi,r‘sfl 4(A) the probability that A wins. We require that for all (not necessarily computation-

snd

ally bounded) A that only make a polynomial number of oracle queries, Advpg 4(A) is negligible.
Intuitively, the soundness condition of Definition 5.2 thus states that no proofs for X \[Zf,ﬂ;is-
statements can be forged, even when (simulated) proofs for L£5M _statements are available, and

pars
proofs for L7 -statements can be verified.

°These languages may also implicitly depend on the global public parameters pp.
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5.2 The generic linear language

We will be interested in proof systems for “linear languages”, in the sense that instances are
vectors of group elements, and the language is closed under vector addition (i.e., component-
wise group operation).

In the following, let D € N and pk = (epk,,...,epky) = (gﬁU‘TB, ceey g;UgB) € (GﬁB)D. For a

concise notation, write Q = (w]|...|lwp) € Zﬁéx‘D Also, fix a Zg,-module
4= {Mx|xeZi,} C ZZ, (11)

defined by a matrix M € Z‘%j‘d. Our languages are parameterized over pars,, = (pk,M),

although ﬁgll‘( only depends on pk, and not on M. Namely, consider

¢
Ehn = {Epk wr) | re Zlé pu=0¢ Z‘G |
li li
‘Cslf;n (pk,M) — ‘C\:Er (pk,M) [’snd (pk,M) (12)
= {Epk(wr) | reZlG » u e U}
th — G’ZB+D’
and set £ = {£}} and L0, = L8 = LIy = (L8 o) A witness for x € L is .

5.2.1 A generic construction

Our generic construction is a simple variant of a universal hash proof system [9]. Like Ei;lrl,
our construction itself only depends on pk, and not on M. Hence, parameter generation only
takes pk as input. Specifically, our (£in | £lin ' £lin ) -benign proof system PS'i™ for £1" is given
by the following algorithms:

e PGen'"(1%, pk), for pk = (Q?U]T ye »9;1’ B)

te Z‘%‘, and then computes and outputs

€ G?X?’B, uniformly chooses s € Zf&‘ and

T TB TQTB [}
ppklin = g¥v = 9? i €G1B (13)

psky, = (s,t).

e PPrv!"(ppk,. ,x,1) (with ppk Ge“ and x = Epi (0; 1)) computes and outputs

lin> X lin —

Tin = 9?’ e G.

o PVer'"(psky;
outputs 1 iff

X, Tin) (With psk,. = (s, t) as above, x = (g, g%®) € G* x GP, and m;;, € G)

lin

Tin = gsTerth. (14)
° PSimhn(pskhn,x) (for psky,, = (s,t) and x = (g7, g®) as above) computes 7, as in (14).
Correctness and the zero-knowledge property of PS'™ follow from

gsTy+5Tt _ g?TBr+tTQTBr _ g‘{v—rr
for g¥ = gBr and g% = ¢g©"B*. The soundness property is proved conceptually similarly to the

smoothness of universal hash proof systems [9] (see also [22]):

Lemma 5.3. PS'"™ is statistically (£ | £ £l Y-sound in the sense of Definition 5.2. Concretely,

sim) snd
for an adversary A in the soundness game from Definition 5.2 that makes at most q = q(A) oracle
queries,
Advi, ((\) < q/2\ (15)
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. w/B w!B 0 Dxd
Proof. Fixany pk = (g; ' *,...,9; " ) € ((G]B) and M € Zl@ i Let us consider the informa-
tion made available to A through ppk;; . and oracle queries:
e By (13), ppk;;, only revealss B+t Q"B = (s + Qt)TB mod |G|
e Now consider an Ogm query on some x = (g¥,g%). We may assume that x € £ (since
otherwise, Osim(x) = 1), which means that x = Ep (Mx; 1) for some r € Z\gnl and x € Z‘Gz‘.
Hence, by (14), the corresponding proof 7t;, computed by Ogim only depends on ppk
t"™M mod |G|
e Since proofs mj;, are unique, the result of any Oyer query can be computed from the result
of the corresponding Ogim query. Hence, Oyer queries do not reveal more information than
Osim queries.
Hence, A’s view depends only on (s+Qt) "B mod |G| and t "M mod |G,|. It remains to bound
the probability that A manages to submit an Oyer query (x, i, ) with x € X lin\ plin M) and

lin and

a valid proof m;,. So consider any Oyer query (x, ;) with x = (g¥,g¢%) € & hnsqdﬁggd (pk,M)"
This means that y and 6 cannot be represented as y = % -Brmod |G| and & = ‘(lg’ ll QTBr+
‘(‘g’ ‘I Mx mod |G| for suitable r and x. Hence, since |G| was assumed to be square-free, there
is a prime factor p of |G| such that y mod p and & mod p cannot be represented as y = % :

Br mod p and 6 = |(|§’|‘ Q'Br+ ‘lGl Mx mod p.

Let 0, C ZZB+D be the vector space spanned by the columns of ‘(‘g"l <_QEB) mod p, and

by the columns of ‘(‘g’ “ (13[) mod p, where 0 € Zg" *d is the all-zero matrix. By the discussion
T

above, the view of A only depends on (s',t") - i, (i.e., on the value of the inner products
(s",t")-v mod p for suitable v € i p»)- However, for any v € ZEBJFD \ 4, we have that (s Tt

v
S
p looks random given A’s view. Since p > 2" by assumption about |G/, this means that A
would have to predict an independently random value s "y +t" & mod p in order to submit an
x € Aliny\ clin w With a valid proof 7;,. Hence, the probability that any particular query

v mod p is independent of A’s view. In particular, ) mod p ¢ i, and thus, s'y+t'6 mod

snd,(pk,
(x, M) withx € X hn \ Egrrl‘d (pk,M) has a valid proof 7, is bounded by 1/2*. Since A makes at
most q such queries, we get (15). O

Summing up, we get
Theorem 5.4. PS'™ js g (clin | plin - plin

sim) ~ver’) ~snd

)-benign NIDVPS for £'".

5.3 A dynamically parameterized linear language

In our scheme, we will also use a slight variant of the generic linear language above. Specif-
ically, we will consider a simple “dynamically parameterized” linear language, where one
parameter (i.e., coefficient) is determined by the language instance. For a formal description,
let pars, ., = pk = (epk;,epk,) € (Gﬁ“)z, and

chash = {(Ep(wr), 7) | u=0€Zf,,

has _ phash __  phash
£51m,pk - ﬁver,pk - Esnd,pk

= {(Bpx(w1), 1) | u=(u,w)" € Zg), up = 1wy}
X;‘l‘;‘Sh = {(Epk(wr), T) | ueZ‘szl},

(16)

where r and T always range over Zﬁg  and Zg,), respectively. A witness for x € chash js v, The
families £h2sh, £haSh £hash and Ahash are defined in the obvious way.

sim / ver /
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5.3.1 A generic construction

We can give a generic construction of a benign proof system for £hash egsentially by combin-
ing two instances of our generic benign proof system PS'™ from Section 5.2.1. That is, our
(chash ghash ' shash) benign proof system PSS! for £Ms is given by the following algorithms:

e PGen"*"(1? pk) samples two public keys
(ppky,,, psky,) « PGen'™ (1% epk,) (ppkiy,, ki) « PGen'™(1% epk,)

and Outputs ppkhash = (ppklin’ppkl/in) and pSkhash = (pSklin’ pSkl/in)'
° PPrvhaSh(ppkhaSh,x, r) (for ppk;,, = (ppkhn,ppkl’in) and x = (¢, 1) for ¢ = (g?, g%) = E(0;r) and
& = (81, 062)) computes

Tin = PPrv™ (ppky,, (g7, ¢°'),1) T = PPV (ppki (g7, 9%),1)
and outputs Thaeh = 7, - 7T, € G.
i PverhaSh(p Skhash’x’ T[hash) (With p Skhash = (P Sklimp sk
& = (81,02)), outputs 1 iff

Thash = (PSim"™(psk;, (g",¢°")))" - PSim"™ (psk,., (g7, g°2)). (17)

lin?

!/

I.) and x = (¢,7) with ¢ = (g, g®) for

. PSimhaSh(pskhash, x) (for psky 4, and x as in PVerhash), outputs 7h,gh as defined in (17).
Our proof system is generic in the sense that it does not make any assumption about the under-
lying group structure. (Specifically, it works both in the prime-order, and in the DCR setting.)
However, we stress that it builds on the specific (generic) proof system PS'" from Section 5.2.1.
Completeness and the zero-knowledge property of PS"" follow from those properties of
PS'". Soundness can be proved with the same ideas as for PS'™:

Lemma 5.5. PS"®h s statistically (chash | ghash ' ghashy _sound in the sense of Definition 5.2. Con-
cretely, for an adversary A in the soundness game from Definition 5.2 that makes at most q = q(A)
oracle queries,

Advigian 4(A) < q/2. (18)

Proof. We proceed as in the proof of Lemma 5.3, and in particular use the notation from there.
In that notation, ppk, ., only reveals (s + wit) "B mod |G| and (s’ + w>t’) "B mod |G| about
the secret key psk; ., = (psky, psky) = ((s, 1), (s',t')).

Furthermore, consider an Ogim query x = (g?, g®) € E?ﬁ‘rﬁh with & = (81, 8;). By definition
of £hash e can write

sim
Y 1 0
5 | = ||g|. w] Br—i-'g'~ w; | mod (G (19)
52 1| sz | 2| w

for the identity matrix 1 € Z‘%T‘e", up = Ty, and uy, Uy, T € Zg,|. Hence, the query only reveals

(19 |G| T G|
T (s, 1) <;> +(s'T,t") (g;) = G (t(s + wit) +8’ + wyt’) Br+ @( tug + t'uy)
G|

v ||g’]|| (xls + wit) + 8"+ @pt’) Br+ (4t mod [
Specifically, aside from information already revealed through ppk, .., this query only depends
on t + t' mod |G,|. Since an Oyer query can be implemented with an Ogm query in case of
PShash the same holds for Oyer queries. In particular, ppk and all oracle queries yield 2(g + 1
linear equations over Zg for the 2{g + 2 unknowns from s,s’, t,t’. A similar argument as in
the proof of Lemma 5.3 shows that any Oyer query with x € xhash\ £hash and a valid proof
Tthash would have to correctly guess a previously unknown linear equation about t,t’ mod p
for a suitable prime p > 2. Since A makes at most q oracle queries, (18) follows as desired. [
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Summing up, we obtain

Theorem 5.6. PSM" s gy (chash chash ' phashy -benign NIDVPS for £hash,

sim Y ~ver Y ~snd

5.4 The generic OR-language

s

We will also be interested in the following family £V, together with its “simulation”, “verifica-
tion” and “soundness” counterparts LY, LY. and L. ;. Here, the actual languages in £V are
linear like those in £'". However, soundness also holds when L’;{m instances are simulated,
and those instances have an “OR flavor”.

The language parameters are pars,, = (pk b)) for pk = (epk,,epk,) € ((G(]”B)z, and a function

&, = &,(N). The families £V, £¥m, Eyer, Esn gand X V are comprised of the following languages,

where we consider allr € Z® , and u = (w,up) € (Z; G, Y {02

IGq]”
E ‘Cverpk = {Epk(u»r) | w _O}
ﬁsvim,(pk,ev) = {Ep(wr) | w1 =0V (w<2% Auy;=0)}
Loapk = {Epk(wr) | w =0V =0}
Xk = {Epk(wr)}.

Here, the value |us| (in the definition of ESlm Pk,
value for signed Zg,-values in the prlme -order setting, and as [ui| = [u;[n in the DCR setting.

Observe that Lv C L;{m (plt) S LY ;{(. A valid witness for x € £V isr.

is to be understood simply as the absolute

snd pk

5.4.1 A construction in pairing-friendly groups

Now assume that G = G = G; is a prime-order group equipped with a symmetric pairing.
Then, a benign proof system for £ can be constructed from the universal hash proof systems
for disjunctions from [1]. Specifically, [1] construct universal hash proof systems for languages
of the form £ = {(x1,x2) | x1 € £V x3 € £}, where £; C G! are linear languages (i.e., vector
spaces over Zg)). In our case, given pk = (epk,, epk,), we can thus set

Ly = {Eepk1 (O> I‘)}
L; = {Eepkz (0;1) } (20)
L = {x=(co,c1,¢2) | (co,c1) € L1V (eo,¢2) € L2}

Invoking [1] with these languages yields a NIDVPS PSY,. that achieves:

pair

L:\/

snd

Theorem 5.7. PS.. isan (LY, LY,

pair sim» ~ver)

)-benign NIDVPS for LY.

5.4.2 A construction in the DCR setting

In the following, we assume an N = PQ, and groups G, G1, G; as in Section 3.3. In particular,
we have {g = 1, and B is the trivial (identity) matrix. Furthermore, fix an &, = f,(A). We
additionally assume that P,Q > 26/ - Recall that g1,epk,,epk, € Gy are of order |G| =
©(N)/4, and that g; € G, is of order |G;| =

Our (LY, Lyer Lingq)-benign proof system PSPy for £V is given by the following algo-
rithms:
e PGen" (1) uniformly picks s;,s; € Znz2/4 and outputs ppk,, = (epki',epki?) and psk,, =
(s1,82).
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o PPrvY(ppk,,,x,7) (with ppk,, = (epki', epk}?), and x = (co,c1,¢2) = (g}, epk}, epkbgh?)) uni-
formly chooses t1,t; € Zy, and outputs

o= (mo,m,m) = (¢S TN (epk )T g5y (epk$?)T - ).

. PVerV(pskv,x, my) (with psk = (s1,5s2), x = (co,c1,¢2), and 7y = (710, 711, 712)) first checks
that 7t /c}' = 95‘ and my/c}? = g? for some t1,t; € Zy (and outputs 0 if not). PVer then
computes6 these t1, t;, and outputs 1 iff 1y = c? Nt

. PSimv(pskv,x) (for psk = (s1,s2) and x = (cop,c1,c2)) uniformly picks tj,t; € Zy2 and
outputs
o= (mo,mym) = (¢ TN, ¢S gly o5 - gR).
The completeness and zero-knowledge properties of PSp g follow directly from the fact
that ci* = (epk})st = (epkj')". To show the soundness of PS}cr, We prove a helpful technical

lemma:

Lemma 5.8. Let s1, s2,t1,t2 be distributed as in PS%CR, and fix any u € Z with u| < 20 Let”
aux = ([s1loNy/ay [s2lomyay [E1 + N - talny /e, [ust +tiln, [usy +t2ln),

and write® wy = [s1/aln (with the division performed in Zn) for o := [NlyNysa. Then, for an
independently random R € Zy, we have

e == SD((wil,aux); (R,aux)) < 3/2M
In other words, wy (and thus s7) is unpredictable, even given aux.

Proof. Without loss of generality, assume u > 0. (For u < 0, we can invoke the lemma with
—u, —t1, and —t; in place of u, t; and t,.) We proceed in steps, in each step modifying aux, and
bounding the impact on €. Specifically, in the following, we will define a number of random
variables aux;, and abbreviate ¢; := SD(([w1]p,auxi); (R,aux;)). As a starting point, consider

auxy == ([t1 + N-talgnyma ust +tiln, fusz + taln).

Now note that wy = [s;/aln and the [us; + ti]n (for i € {1,2}) only depend on [si|n. However,
our uniform choice of s; € Z|n2 ) is statistically 2/2%+_close to a uniform choice of s; €
ZN.g(N)/4 (in which case [si]n and [si]y(n)/4 are independently and uniformly random). Hence,
the [si],(n)/4 are essentially independent of wy and aux;, and we obtain ¢ < e7+4/ 26/ Next,
consider

auxy = ([tile, [t2%, [61]% + [t2]o, [ust + t1ln, [usz + t2ln).

Since t; + ot - t7 = [t1]o + o - ([t1]% + [t2]a) + &2 - [t2]%, we have that aux; is a function of aux;,
and so &7 < ¢;. Similarly, we can refine the last two components of aux; to obtain

auxz = ([tr]a, [t2%, [9]% + [tola, [usy 4+ o [t1]%IN, [uss + [taladn)-

Again, ¢, < &3 since aux; fully defines aux;. Similar to our first step, now [t1], and [t;]*
are essentially independent of the remaining parts of aux (up to a statistical defect of at most
225+ for each). Hence, for

auxy = ([t1]* + [talo, [ust + o [1]%]n, [usy + [talaln),

®Here, we implicitly use that computing discrete logarithms in G; is easy, see Section 3.3.
7In this lemma and its proof, we heavily rely on the notation of [s]n and [s]™ from Section 2.
Here, we use our assumption that [N],(n)4 = P+ Q — 1 and N are coprime.
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we get that e3 < ¢4 +4/ 26+ Now let w, := [s2]n, and consider
auxs = ([t1]* + [t2loy, wwy + [11]%, wwy + [tala).
Since aux4 can be computed from auxs, we have ¢4 < ¢5. Next, we release wy + w; (over Z):
auxe = ([t1]* + [talay W1 + w2, wwy + [t4]%).

Again, auxs can be computed from auxg, and hence 5 < &¢. Since we consider the statistical
distance between [w1],» and R, we can release (and then drop) [wﬂZA. Concretely, consider

aux; = ([611% + [talay DWilan + w2y w- wilpn + [6]%, 12,
auxg = ([t1]* + [talay, W1ln +wa, w- Wil + [41]%)
auxe = ([t1]* + [tala, w- ilpn + [11]%).

Here, e < €7 since auxg can be computed from aux;. Moreover, recall that N > 226482 by our
choice of P, Q > 26+ Hence, €7 < eg + 1/22%+72 since [wy] o and [w1]27\ are independent up
to a statistical defect of at most 1/220v+7A, Finally, eg < €9 + 1 /227N since w is uniformly
and independently random chosen from Zy.

Similarly, we can show that [t;] blinds [[t1]%],e,+2x:

auxyo = ([[t1]%5e,+2n + [t2la, w- wilon + [[t1]% 50, 42, [[t]]oc]szm),
auxyy = ([[t1]%50, 420 + [t2lay w- Vil + [[61]%]50 4204
auxiy = (w- vl + [[44]%5e +21).

With the same reasoning as in aux;-auxe (and using that o, N/ox > 284 /2 by P, Q > 20v+4),
we get g9 < g7p, as well as 190 < e171 + 1/2%, and €17 < €12 + 1/2%M Finally, if we set auxi3 := ()
to be the empty sequence, we get £17 < 13 + 1/2* + 2/2% A since [t1]% is 2/2% T -close to
uniform over Zy 4] (Which implies that [[t;]%],¢,+2x blinds w - [wq],). It is left to observe that
e13 = SD([w1]pn 5 R) < 1/22vF7A since wy € Zy is uniformly random. Summing up, we get
e < 1/22 +2/22 410/28+4 4 3/220vH7A < 3 /27, as desired. O

We can now proceed to show the soundness of PS})cg:

Lemma 5.9. PS}cy is statistically (LY, Lyer, Long)-sound in the sense of Definition 5.2. Concretely,
for an adversary A that makes at most q = q(A) oracle queries in the soundness game from Defini-
tion 5.2,

A dvsnd

N < 4q/2 1)

Proof. Fix {, and pk, and let view 4 be A’s view in a run of the computational soundness game
from Definition 5.2. Specifically, view 4 consists of A’s input ppk,, = (epk}', epk;?), as well as
all oracle queries (and the corresponding answers). We first consider to what extent view 4
determines the secret key psk,, = (s1, s2).

o A’sinput ppk,, = (epky',epk;?) only depends on [s1](N)/4 and [s2]y(N) /4 (since epk; has order
©(N)/4).

e Each Oy oracle query of A reveals a value 7, = (7, 711, m2) = ( C? N 2 ey’ 95 et gé )
for A-supplied c1, c; and fresh t;, t;. We may assume that ¢; = epk] - g5' and ¢, = epk] - g5>
with u; = 0 or gy < 2% Auy = 0 (since otherwise, Ogim rejects the query). Hence, such a
query reveals

(t14+N-t2) uztl

(M0, 711, 72) = (epk) , epky® - gyt epklt - g,

which only depends on [s1] Ny 4, [S2](N)/ar [E1 +N-talgny/a, [Wati]n, as well as [uysq +t1]n
and [uysy + t2]n. Thus, if uy = 0, the query reveals only [s1]yN)/s and [s2],(n)/4 about
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(s1,s2). Butif u; # 0 (and thus u; = 0), we can apply Lemma 5.8 with u := u;, where we
represent u; € Zy as an integer between —N/2 and N/2. This yields that the query leaves
[Wil,n undetermined, up to a small statistical defect. A hybrid argument over all of A’s
Osim queries shows that the overall statistical defect is bounded by 3q/ 27,

e An Oy query on input (x,7,) yields L unless x € LY, (Pkty) = E&k )
T U

(co,c1,€2) = (97, epky,epkyg3?) € E(vpk,ev]' we get that Oyer’s output only depends on ¢j' =

But for x =

epky*t, and hence only on [si],(n) /4 (for i =1,2).
To summarize, view 4 is essentially independent of [w1],:, up to a statistical defect of 3q/2".

It remains to prove that any Oyer query on some (x,7,) with x € AV \ £¥1d’pk (i.e, an x
with x = (co,c1,¢2) = (g}, epky - g5, epk], - g52) for uj,uy € Zj3)) is invalid in the sense that
PVer(psk, ,, x, m,/) = 0 with high probability. To this end, write

ny = (m,m,m) = (epk5® - g5°, epkl" - g57, epk(? - 95?)

for suitable py, p1, P2, 0, ®1, 2. Recall that (x, 7/) is valid only if for i = 1,2, we have m;/ cii =
gzi for some t; € Zy, and if 1y = cE‘*N'tZ for those t;. Hence, if (x, /) is valid, then the
following holds for some t7, t>:

po = [r(t1 + N - t2)ly(nysa oo = [uptqn
P1 = [rs1leN)/a o = [wsy +tln
P2 = [rs2lp(N)/s o = [ursy + taln.

By assumption, u, € Z, and thus &y determines t;. Using also u; € Z, hence &y and o
determine [s1]n, and thus also w; = [s1/aln. However, as we have argued above, view 4 is
essentially independent of [wi],». The probability that A correctly guesses an independently
and uniformly random [wi],» with a single query is exactly 1/2*. Since .A makes at most
q guesses, the probability for a correct guess is bounded by q/2*. Taking into account the
mentioned statistical defect in view 4, we obtain (21). O

Taking things together, we obtain
ﬁ\/

Theorem 5.10. PSYcg is an (L4, Ler, Long

sim) ~~ver)

)-benign NIDVPS for L.

6 The key encapsulation scheme

In the following, we present our main construction of an IND-MCCA secure key encapsulation
(KEM) scheme. (This directly implies a PKE scheme with the same security properties [8].)

6.1 The construction

Ingredients and public parameters. In our construction, we use the following ingredients:
e groups G, G1, G, with |G| > 23 (see Section 3.1.1 for a description of the generic setting),
e the generalized ElGamal scheme (E, D) implicitly defined through G, G;, G, (Section 3.1.3),
e an EUF-MOTCMA secure one-time signature scheme OTS = (SGen, SSig, SVer) (Sec-
tion 4.1),
e a key extractor EXT = (ExtGen, Ext,p,, Extpiy) for G (see Section 4.2) with {ext = 3A,

e an (£lin rlin “7lin ) penign proof system PS'" = (PGen'™, PPrv!™, PVer'™, PSim'") for £lin

sim? snd
(Section 5.2),
e a (ﬁg‘iﬁh, Lhash Eg‘r?gh)-benign proof system PSPh — (PGenh®h PPrv"ash, PVerhash pSimhash)

for £hash (Section 5.3),
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e an (E¥m> LYoy E&d) -benign proof system PSY = (PGen’,PPrv”,PVer',PSim") for £V
(Section 5.4) with £, = 3\, and
e a collision-resistant hash function generator CRHF (Section 2) with {;; = 2A.°
We can use the presented generic constructions for EXT, PS'™, and PS"" and, in the prime-
order and DCR settings, the presented concrete constructions for OTS and PSV. (We note,
however, that the DCR-based proof system PS) g additionally requires that |G| has no prime
factors smaller than 27*.) Specifically, we obtain instantiations both in the prime-order (with
symmetric pairing) and DCR settings.
We also assume public parameters pp that contain whatever public parameters our build-
ing blocks require. Specifically, pp defines groups G, G1, and G; (as described in Section 3.1.1),
and contains a hash function H output by CRHF.

The algorithms. Now our KEM KEM is defined through the following algorithms:
e Gen(1") first uniformly picks wi,...,ws € Z\%]\’ and sets (pk,sk) = (e’pki,eski);l:1

-
(Q;Ui B, wi)‘f:]. Next, Gen samples

(ppkyin, psky,) — PGen"" (1%, pk)
(PPKpash PSKnagn) ¢ PGen™" (17, (epk,, epk,/epk;))
(ppkv],pskw) — PGenv(V‘,(epk],epk]))
(ppk,, 5 psky,) — PGen" (1%, (epk,, epk,))
(ppkvs,pskvyg) «— PGen" (1%, (epk,,epk,))
(ppkv4,pskv’4) «— PGen" (1", (epk, /epks, epk,))
(Ppkv5>795kv5) ~ PGen" (1%, (epk, /epks, epk,))
(ppkv 6,psk\/ o) — PGen" (1, (epk, /epks, epk,))
(xpk, xsk) ExtGen(V‘,epkz),

sets ppk = (ppkhn,ppkhash,ppkv,],. .. ’Pka,e) and psk = (PSklin»PSkhash»PSkv,w e ,psk\/)G),
and finally outputs

pk = (pk, ppk, xpk) sk = (sk, psk, xsk).

e Enc(pk) (for pk as above) selects a random r, and computes

c = (co,C1y...,cq) = E(pk,0;r)
(ovk,0sk) < SGen()
T = H(ovk)

PPrv'™ (ppk, ¢, 1)

PPrvM (ppk, o, (€0, c1,¢2/¢3),T), 1)

PPer(Pka 15 (o, c1,¢1/92), 1)
(Pkaz»(Co,C4,C4/92) r)

PPrv" (ppk,, 3 (o, €4y €1/92), 1)
Y(ppk,, a (o e2/€3,¢4),1)

PPrv" (ppk,, 5 (o, €2/€3,¢4/92), 1)
(PPk\/ o (co,c2/c3,¢1/92),1)

?Since we assume collision-resistance (and not only target collision-resistance), we will have to take into ac-
count, e.g., birthday attacks on the hash function. This unfortunately entails £ > 2A.
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T = (Tliny Thashy 70,1y « - -  T0/,6)
o « SSig(osk, (c,m))
K = Etiub(xpk) (CO)CZ))r)-

Here, we interpret T = (T1,...,T) € {0, 1}*} as an integer T = Zf; 2511 €0,...,22 —1),
with 11 being interpreted as the least significant bit.
The final output of Enc is C = (¢, 7, 0vk, 0) and K.
e Dec(sk, C) (for sk and C as above), first verifies o and all proofs in 7t using ovk and sk, and,
if all are valid, returns
K = EtiriV (XSk) (CO) CZ))-

Explanation. The proofs in 7t require some explanation. They prove various (seemingly highly
redundant) properties of the vectoru = (w)?_; € Zﬁ(}ﬂ encrypted in c. Some of these properties
will be violated in different steps of our security analysis already by the security game, and we
will then rely on the remaining properties. For instance, 7t;, always guarantees that the vectors
u encrypted in decryption queries lie in the subspace spanned by the vectors u encrypted in
challenge ciphertexts. (That subspace is initially trivial, since honest encryptions containu = 0,
but will be larger in later parts of the analysis.) 7,sh guarantees that Tu; = uy —u3 in A’s
decryption queries (unless generated challenge ciphertexts already violate that relation).

The PSv-proofs my,; are a bit more delicate. First, m,; and 7, guarantee that u;,uy €
{0, 1}. The condition u; € {0, 1} only simplifies the analysis, but us € {0, 1} is instrumental to
enforce our partitioning strategy. In particular, us will be the bit that determines the partition-
ing of ciphertexts in our partitioning argument. Depending on the value of u4, m,4 and 75
give further guarantees: 7, 4, guarantees u, = uz V' us = b. At each point in our analysis, at
least one of these conditions (for one value of b) is never violated. Hence, u; = u3 is guaran-
teed in decryption queries whenever uy # b. Finally, the proofs 3 and m, ¢ ensure technical
conditions (uy =0V u; =1 and u; = u3 V u; = 1) that will help to deal with the somewhat
limited soundness guarantees of PS”. (In particular, these proofs help to cope with the fact
that the soundness game of PS"only allows a limited type of verification queries.)

Correctness. The correctness of KEM follows directly from the correctness of the underlying
primitives.

6.2 Security analysis

Theorem 6.1 (Security of KEM). If the ingredients from Section 6.1 are secure, then KEM is IND-
MCCA secure. Specifically, for every IND-MCCA adversary A that makes at most q oracle queries,
there are adversaries B, gots | pfact gmecpa plin - gghash 5,7 BV 1yityy

IAdVRERG AN < AdVERGE st (M) + AdVETs gos (A)

+ O AAVE . (V) + O AAVEFRE (A) + O AV, (M)

+ ON)AAV s e (N) + ON AV, 1 (A) +OAq)/2* (22)
6.2.1 The main proof

Outline. The goal of our proof will be to randomize all keys handed out by Oen. along with
challenge ciphertexts. In order to do so, we rely on the indistinguishability of the key extractor
EXT. However, to apply EXT’s indistinguishability (Definition 4.4), we first need to establish a
certain kind of “unfairness”. Specifically, we will randomize the u, component of all challenge
ciphertexts, while rejecting all decryption queries with u; # 0. (Note that this in particular
means that the experiment does not need to be able to decrypt challenge ciphertexts.)
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Establishing this unfairness thus is the key to proving chosen-ciphertext security. But it
will also form the main difficulty of the proof, and we will outsource this process into several
helper lemmas (Lemmas 6.2 to 6.4).

Proof of Theorem 6.1. Our proof is game-based. Let ¢; be the probability that A wins in Game i.
We give an overview of the games in Fig. 2 (on p. 31).
Game MO is the original IND-MCCA game with KEM and A. Of course,

emo = Advigm,a(A). (23)

Game M1 rejects every Oge. query from A which reuses a value T from a previous Oenc
ciphertext. Note that any such query that would not already have been rejected in Game MO
implies either a H-collision (in case the ovk values are different), or an OTS forgery (in case also
ovk is reused). Hence, reductions to the collision-resistance of CRHF, and the unforgeability of
OTS yield

lemo — eni| < Advgﬁmlgw()\) + AdvgTs o (M) (24)

for the following adversaries Bﬁfﬁf and BRE . First, Bﬁ}f}f (1%, H) simulates Game M1, embedding
H into pars, and outputs any H-collision H(ovk) = T = H(ovk’) for 0vk, 0vk’ from Oenc, resp. Ogec
queries. Second, By (1M) also simulates Game M1, and uses its own Ogen and Osig oracles to
create OTS public keys and signatures for Oene, and outputs any OTS-forgery from an Oge,
query.

In Game M2, we prepare challenge ciphertexts C = (c, 7,00k, 0) and the corresponding
keys K slightly differently. Namely, instead of using a witness r to prepare 7 and K, we now
use the secret keys psk and xsk, as follows:

Tin PSlmhn (p Skhm )

Tlhash & PSlmhaSh(

Pskiaens (€0, €15 €2/€3), 7))
UVARES PSimv(PSkvp(Co,C1,C1/92))
my, = PSim" (psky 5, (€0, cay€4/92))
(psky 3, (co, cay€1/92))
T4 = PSimv(psk ,(c c2/c3,¢4))
( (
( (
(

<

my3 = PSim

mys = PSim" (psk,, 5, (co, c2/c3,¢a/92))

6 = PSim" psk\/G, €0, C2/¢3,€1/92))
K Extpiv (xsk, (co, c2)).

Intuitively, this change enables the game to “forget” the witness r, and change c subsequently.
By the perfect zero-knowledge property of PS'" and PSY, and the perfect correctness of EXT,
we have

EMI = EM2. (25)

In Game M3, we let Oenc encrypt the vector u = (1,G(t),0,0) " in each challenge ciphertext
(using ¢ = E(pk, u;r)), where G : {0, 1}* — Zysa is a truly random function. Since at this point,
we neither use r nor esk; or esk,, we can invoke the IND-MCCPA security of (E, D) (twice) to
obtain

em2—em3 = 2AdvE R (A) (26)
M3
for an adversary By ' that simulates Game M2, resp. Game M3, depending on the challenge
bit b of the IND-MCCPA game.

Game M4 rejects all Oge queries with uy # 0. (In general, when we speak of values u; from

an Oge. query we mean the values u; defined through g5' = Dy, (¢, ¢i), where we set u; = L
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if Dy, (co,¢i) & Gy.) In other words, while Game M4 keeps preparing challenge ciphertexts
that are inconsistent (in the sense that they have u; # 0), now all inconsistent decryption
queries from A are rejected. The justification for this game change is somewhat complex, and
outsourced into Lemma 6.2 (see below). We obtain:

lems — emal < (120 + DAAVEE . (A) + (241 + 3)AdVvT P2 . (M) + (8A + 3)Advd ()

Go,BE, G,Br pslin glin,
+ Advf,“s?mhﬁmh(?\) + (322 +1 )Advi’g%ﬁ,\v“ (A\) +0(q/2Y) (27)

for suitable B&%, By ™, Bin, Bhash and By,

Game M5 finally randomizes the keys K output by Oenc. Specifically, Game M5 chooses
K € {0,1}* uniformly and independently for each challenge ciphertext. Essentially, we are
going to justify this change with the indistinguishability of EXT. However, since the EXT
indistinguishability experiment provides only a comparatively weak extraction oracle, we will
need to make a few preparations first. Specifically, we will argue that a number of annoying
“bad events” can only happen with negligible probability in Game M4 and Game M5.

Namely, let bad. denote the event that 4 places an Og4e. query with valid 7, but in which
c is not even in the range of E(pk, u) for any u. Also, let bad,,, denote the event that .4 places
an Ogec query with valid 7t, but with u; = 0 and uz # 0. We can use the soundness of psS'n
to exclude bad, and bad,,, both in Game M4 and Game M5. Specifically, an adversary BiLL on
PS'"’s soundness simulates Game M5 until pk is generated, then submits its own language
parameter (pk, M) for

o o =
o O = O

0

and then embeds the received public key ppk;,  into its own simulation. To generate and verify
PShn—proofs, B}\i}{‘S uses its own Ogim and Oyer oracles as follows. First, to generate psiin proofs
for encryptions generated by BiLL’s internally simulated Oenc oracle, By submits the corre-

sponding ciphertext c to its Ogi, oracle. By definition of Game M5, we have ¢ € Efirr‘n’(pk)M),

and thus Ogm returns a simulated proof 7, that Bl,\i,rl‘s can then embed into its own simulation.
Furthermore, to verify proofs 7t;, during an Oge. query from A, B}\l}[‘S submits 71;, with the cor-

responding c to its Oyer oracle. If Oyer returns L (which means that ¢ ¢ Eggr (pk,M)7 i.e., that cis
lin

not in the range of E, or that uz # 0 or uy # 0), then By} counts the proof as invalid, and thus
rejects A’s Ogec query.

Observe that this BiLL perfectly simulates Game M5 until A submits an Oge query with ¢ ¢
E{}gr’( pk,m) but valid 7. (Ig this case, BifL rejects that query, while Game M5 would accept it.)
However, in that case, B}\l}l‘5 would have won its own soundness game, since it has submitted

acég Elsir?dy(pk,M) with a valid proof m, to its own Oyer oracle. Since bad. V' bad,,, implies

c¢ Egrﬁ‘d)( pl,M)7 We can deduce that
Pr [bad. V bad,,, in Game M5] < Advi,r;‘ﬁn glin_- (28)
M5
Analogously, we get
Pr [bad. V bad,,, in Game M4] < Advi,r;ﬁlm Alin (29)
WMa

for an adversary BiI, on PS'" that simulates Game M4 instead of Game M5.
Similarly, let badg, denote the event that A places an Oge. query withu; € Z\Gzl\(Zf:GZ\U{O})
oruy; —u3 € Zig,| \ (ZFEGZ‘ U{0}). In other words, badg,.; occurs when A produces an encryption
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of a “funny message” that would allow to factor G, in the sense of Definition 3.2. Hence, a
straightforward reduction to the G,-factoring assumption yields

Pr [badg, in Game M4] < Advfc"thBfaCt

2PMa4

Pr [bad;,; in Game M5] < Advf

< AdVG

(30)

for adversaries B,f&if and B,f\‘jg that simulate Game M4, resp. Game M5, and use sk to retrieve
and output u upon every Oge. query from A.

Finally, let bad,,, denote the event that A places an Oge. query with uy = 0 and u, # uz. We
will rely on the soundness of the 6-th instance of PS"to exclude bad,,,, and a corresponding
adversary By can proceed similarly to B above. However, it is important to note that By;¢
feeds its Ogim oracle only instances (co,c2/c3,c1/92) € Lﬁm’((epkz Jepks epk,),0) for &, = 3A, since
luy —uzln < 22 anduy = Tin ciphertexts prepared by Oenc. (Hence, B\,\ﬁ(g can obtain from Ogjpm
all proofs 7, ¢ as necessary to implement Oenc.) The analysis of Oyer queries requires a little
more care, since the “verification” languages in Lyer are rather restricted. In particular, Oyer
returns L (in which case BX/{’? rejects the query) as soon as bad, or badg, occur, or u; # u3
holds (independently of u;). However, if u; # 0, the Oge. query would have been rejected by
the rules of Game M5 anyway, and if u; = 0, then a valid proof m, ¢ would constitute a PSY-
forgery (since both branches of the “OR” statement are violated). Hence, By;¢ only deviates
from Game M5 if it can produce a valid forgery, or if bad. V badg, occurs. Since a valid
forgery implies u; # uz and thus bad,,,, we obtain

Pr [bad,, | —(bad. V badj,) in Game M4] < Advi’nsdv,sm ¢

Pr [bad,, | —~(bad. \ bady,) in Game M5] < AdvSd

> \V RV,6
PSY BY;8

(31)

where By;¢ is defined like BY;¢, except that it simulates Game M4 (and not Game M5).

We are now ready for our final reduction to the indistinguishability of EXT. Concretely,
consider an adversary B$t that initially obtains a public key epk from its own indistinguisha-
bility game, along with access to challenge and extraction oracles Och, and Oey. Internally,
B$t simulates Game M5, and embeds epk into that simulation as epk,. Upon an Oenc query
from A, Bﬁg queries Op,, and embeds the obtained ciphertext as ¢y and c; into its own simu-
lation. (The corresponding c; for i € {1, 3,4} can be generated from ¢y and esk; as in the proof
of Lemma 3.4.) The obtained key K is used in place of a real key Ky in Game M5. The keys
K for decryption queries from A are obtained via Oext(co, ¢2). Finally, Bt outputs whatever
the game outputs. Note that Bf); fails in the indistinguishability game only if A manages to
submit a decryption query not in the range of E, or one that satisfies u, # 0. However, this
event would imply at least one of bad,, bad,,,, or bad,,. Hence, using (28), (29), and (31), and
combining adversaries, we get

ema — ems = 3AdAVE o (A) 4+ 2AdvE (A) + 2Advd (A) + Adviyy goe (A)
M5

G2,Byiams Pshanhﬁ4M5 PSV»BXA’EM5
(32)

for suitable B,f(jlthy B s, Byisms, and BSE. At this point, note that epms = 0, since A gets
no information about the challenge bit b anymore. Combining this observation with (23)-(32)
yields (22). O

Of course, the main work still lies ahead of us, since we need to prove (27). We do so now.

6.2.2 Enforcing consistent decryption queries

Outline. The next lemma establishes the “unfairness” mentioned in the outline of the main
proof. In particular, it will force the adversary to use u; = 0 in decryption queries, while chal-
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’ # ‘ u ‘ K computed as game knows Ogec checks remark
0
0 in Oenc: Extpus (xpk, (o, c2), 1) for Oenc: ppk, xpk, r .
MO 0 in Ogec: Extpriv (xsk, (co, c2)) for Ogec: psk, xsk o IND-MCCA game
0
0
M1 0 in Oenc: Extpyp, (xpk, (co, c2), 1) for Oenc: ppk, xpk, r fresh CRHEF collision-res.,
0 in Ogec: Extpriv (xsk, (co, c2)) for Ogec: psk, xsk Tires OTS-unforgeability
0
0
M2 0 in Oenc: Extpriv (xsk, (co, c2)) for Oenc: psk, xsk  fresh 7K of PS'™", PSY,
0 in Ogec: Extpriv (xsk, (co, c2)) for Ogec: psk, xsk EXT-correctness
0
1
G(71) in Oenc: Extpriv (xsk, (co, c2)) for Oenc: psk, xsk g
M3 0 in Ogec: Extpriv (xsk, (co,c2)) for Ogec: psk, xsk T fresh (E, D) IND-MCCPA
0
1
M G(1) in Oenc: Extpriv (xsk, (co, c2)) | for Oenc: psk, xsk T fresh L )
0 in Odec: Extpriv(x5k, (€0, ¢2)) | for Ogec: psk, xsk. eski u =0 emma 6.
0
1 G2-factoring,
M5 G(T) in Oenc: random for Oenc: psk, xsk T fresh PS'"™-soundness,
0 in Ogec: Extpriy (xsk, ¢) for Ogec: psk, xsk, eskr u =0 PSY-soundness,
0 EXT-indist.

Figure 2: Games in the main proof of Theorem 6.1. Here, “u” denotes the vec-
tor encrypted upon Oenc queries, “K computed as” denotes how the session
key K is computed during Oenc and Ogec queries from C, “game knows” de-
notes which information is necessary to perform the game, and “Oge. checks”
indicates additional consistency checks that Ogec performs on its inputs. (If
one of those checks fails, Ogec outputs L.)

lenge ciphertexts contain u; = 1. (This unfairness can be used in the main proof to randomize
u; in challenge ciphertexts, while enforcing u, = 0 in decryption queries.)

We can view this unfairness as a special kind of simulation-soundness. Namely, the proofs
7t (together with the encrypted u;, uz, us) from ciphertexts act as consistency proofs that show
(among other things) that u; = 0. With this view, we now show that we can simulate valid-
looking consistency proofs 7 for inconsistent ciphertexts, while preserving soundness for ad-
versarially generated proofs.

To establish unfairness, we revisit the idea of “authentication tags” from the introduction.
Namely, we first establish that all ciphertexts with u; # 0 must carry a valid authentication tag
in uy. Initially, that authentication tag will be a random (but constant) value X. Next, through a
series of hybrid games (outsourced into Lemmas 6.3 and 6.4), we change the definition of valid
authentication tags. In the j-th challenge ciphertext, we will have u; = X+1U), where 0 is the
corresponding hash value T from that ciphertext. Additionally, we will force the adversary to
reuse one such value u, = X + 1V (for a ) from a previous challenge ciphertext) in his own
decryption queries with u; # 0. (This somewhat unusual “reusal rule” arises naturally out of
our randomization strategy in Lemma 6.3) constitutes a departure from previous strategies to
obtain chosen-ciphertext security or simulation-soundness.)

Finally, we employ the dynamically parameterized hash proof system PS"®! to tie the
value of the authentication tag u, to X 4+ 7 for the hash value 7 of the current ciphertext. In
particular, since all challenge ciphertexts (with u; = X + tU)) now satisfy the relation en-
forced by PS"h, the soundness of PS"" guarantees that any decryption query must do so
as well. In particular, u; # 0 must now satisfy contradictory requirements: PS"" enforces
u; = X + 7 for the hash value 7 of that ciphertext, while the reusal rule established before en-
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forces 1, = X + t0) for a hash value ) from a previous challenge ciphertext. Taken together
(and using the uniqueness of hash values), this implies that all decryption queries with u; # 0
are rejected, as desired.

Lemma 6.2. In the proof of Theorem 6.1, (27) holds, i.e., we have

lems — emal < (122 + 1) AVE g (A) + (247 + 3)AAVE hicen (A) + (8X + 3)Advigia i (V)

+ AdVpghan g (N + (327 + DAdvE 5, () +0(q/2")
for adversaries Bfact, gmeepa glin phash g4 BV of essentially the same complexity as Game M4.

Proof. Observe first that the only difference between Games M3 and M4 is that Game M4 ex-
plicitly checks and rejects Oge. queries with u; # 0. Denote with bad,, the event that A sub-
mits an Oge. query with uy # 0 that would not be rejected according to the rules of Game M3.
In the following, we will bound the probability that bad,,, occurs in Game M3. This bound
will automatically yield a bound for the difference |epz — emal-

It will be useful to call an Oge. query of A a critical query if it has u; # 0, but would be
accepted by Oge. in Game M3 (i.e., carries a fresh 1, and a valid 7). Note that bad,,, occurs iff
A places a critical query at some point. We proceed in a sequence of games, and denote with ¢;
the probability that Game i eventually outputs 1. Fig. 3 (on p. 35) provides an overview over
the games in this proof.

Game C0 is defined like Game M3, except that each Oy, query is checked to be critical.
Furthermore, Game CO outputs 1 iff bad,,, occurs, i.e., if A places a critical query. Without loss
of generality, A immediately terminates (with output 1) after a critical query. (This way, there
is at most one critical query.) By the above discussion,

lems — emal < eco- (33)

Game C1 still immediately terminates after a critical query, but then only outputs 1 if the
query satisfies u; = 1 (i.e., if ¢ decrypts to g, under esk;). Hence, the difference between
Game C0 and Game C1 can be bounded by the probability that A manages to submit a critical

query with u; # 1. We claim that suitable adversaries B, B!, and Bt achieve

eco < ec1+ Adv;,r;ﬂn’ggn] + Advgisfé,?ﬂ) + Adv;g%ﬁgi] (A). (34)
Similar to Game M5, let bad. denote the event that A places an Og4e. query with ¢ not in the
range of E(pk, u) for any u. Also, let bady,.; denote the event that A submits an Oy, query that
satisfies uy € Zg,|\ (Z\TGzI U{0}) orus —1 € Zg,|\ (Z\TGzI U{0}). As in Game M5, we can construct

adversaries 5 and BEf' with Pr (bad] < Advpgi, i, (A) and Prbadgae] < AdvESyea (A).

Moreover, we describe an adversary BY;' that attacks PS”. Specifically, BYj' internally
simulates Game C1, and embeds its own public key ppk,, as ppk,, ;. To generate and verify
PSY-proofs, BY;! uses its own oracles as follows. Upon an Oenc query from A, BY' uses its
own Ogim-oracle to generate a proof 7 ;. (This is possible, since the corresponding statement
satisfies 17 = 1.) Upon an Oge. query from A, BY;' feeds the corresponding proof ,; into its
Oyer oracle. If Oy replies with L, then B\C/i] interprets this as a 0 (i.e., as a failed verification),
and continues its simulation of Game C1. B! finally outputs whatever Game C1 outputs.

Let us denote with badc the event that A submits a critical query (i.e., an Oge. query with
fresh T, valid 7r, but u; # 0). Observe that Bgﬂ perfectly simulates Game C1 (and in fact
also Game C0), unless bad¢; occurs. Namely, upon badci, BE! would reject that query, while
Game C1 and Game C0O would recognize the query as critical and terminate. More precisely,
Game C0 would always output 1 upon badc;, while Game C1 would only output 1if u; = 1.
Hence, Game CO and Game C1 only differ if badcq occurs with uy # 1. But if bad¢ occurs
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with uy 7 1, then either bad. V bad,t occurs (if wy & Zj, orwy —1 ¢ Zg ), or BY! wins its
own soundness game. Using our bounds on Pr [bad.] and Pr [bady,], we get (34).
Game C2 initially chooses a uniformly random value X € Z,s:» and encrypts the vector
u = (1,X,X,0)7 in each challenge ciphertext. We can invoke the IND-MCCPA security of
(E,D) (i.e., Lemma 3.4) twice to obtain
ec1 < eca+ 2AdvE L (A). (35)

mccpa
G,B:,

for an adversary B CCpa.

Game C3 further refines the additional check enforced on critical queries. Concretely,
Game C3 checks not only u; = 1, but also u; = X. We stress again that we do not change
the definition of a critical query, only the requirements for the game to output 1 upon a critical
query. (In any case, the game terminates upon a critical query.) Hence, the difference between
Game C2 and Game C3 can be bounded by the probablhty that A manages to submit a critical
query with 1, # X. Now if we let M = (1,X,X,0)7 € 7.1 we can invoke the soundness of

G2’
PS'™ for pk and M (see (11) and (12)). This gives

ec2 < €c3 +AdV A) (36)

PShn Blm (
for an adversary BL3 that internally simulates Game C3, and uses its own oracles Ogim and
Over as follows (and much like B above). Ogin is used to generate PS'™-proofs for challenge
ciphertexts, and Oy, is used to determine the validity of PShn—proofs Tin iN Ogec queries from
A. In case Oyer answers L (which means that the corresponding u is not in the span of M),
B8 rejects that Oge. query and proceeds with the game as if 7, had been invalid. Observe
that BY’s internal simulation perfectly simulates Game C3 and Game C2, unless A manages to
construct a ciphertext with u ¢ span(M) and valid 7;,. In that case, however, Bhn wins its own
soundness game, and follows.

In Game C4, we let Oepc encrypt the vector u = (1,F(t),F(t),0) ' in a challenge ciphertext
with hash value 1. Here, F : {0, 1}* — Zys is a truly random function chosen by the game.
Additionally, we change the additional winning condition introduced in Game C1 and refined
in Game C3. To describe our change, let ) denote the value T from the j-th Oenc query of A.
Now we let Game C4 finally only output 1 if u1 = 1 and if there is an index j of an Oenc query
such that the critical query satisfies u; = F(tV)). (In other words, A must reuse a value F(tV))
previously obtained through Oenc in order to win.)

The justification for this step requires a somewhat complex hybrid argument, which we
outsource into Lemma 6.3. This lemma yields

T

ecs <ecat+2A- (SAdeaCt (A) + 6AAVT P2 (A)

Bfact G’Br(r;cha 37
+8AAVE, o (A) + 2AdvES, i (A) + q/2%Y) 7)
PS,BY, psiin glin q

for suitable Bg’jt, BmCCpa BC4, and Blm

Game C5 again alters the vectors u encrypted by Oenc, in the following way. Namely,
instead of u = (1,F(7),F(7),0)", we let O¢nc NOW encrypt the vector u = (1,X + 1, X + T, o)’
for a single, initially randomly chosen X € Z,3x. Besides, a final critical query is checked for
w; = 1and wy; = X + 0. Also here, an argument that we outsource into Lemma 6.4 shows

ecs <ecs+2A- (3Advg§fsfé§t(7\) + 6Advgfl§§§pa (A)

+8AAVEEY s (A) + 2AdV, g (A) +O(q/2%)

(38)

for suitable Bg“gt, BmCCpa BYs, and B2,
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In Game C6, we change the third vector component u3 in challenges prepared by Oenc.
Specifically, instead of u = (1, X + 17, X + 7,0) T, we now let Oenc encrypt u = (1,X + 1, X,0)".
As in Game C2, we can invoke Lemma 3.4 to obtain

£C5 § €C6 + AdVgClgggcpa ()\) (39)
¥ Ce
for a suitable adversary Beg @

Game C7 finally extends the final check on a critical query. Namely, while Game C6 only
checked for u; = 1T and u; = X + 1, Game C7 now checks the following equalities (and only
outputs 1 if all of them hold):

w =1 (40)
w = X419 for some T from a previous Oenc query (41)
U = uz3+7T (42)
u = X (43)

(40) and (41) are already enforced in Game C6, but (42) and (43) require some justification.
First, all ciphertexts prepared by Oenc satisfy u3 = Xuy. Thus, an adversary B on PS'"

can generate proofs 7, through its Ogimy oracle, and use its Oyer oracle to process Oge. queries

from A. An analysis as in Game C3 shows that the introduction of (43) causes a statistical

defect of at most Advi?s%n glin (A).
> C7

Next, (42) is guaranteed by the soundness of PS"". Namely, all ciphertexts prepared by
Oenc satisfy u; = u3 + tuy. Hence, an adversary BhaSh on PSM®h can generate proofs 7th,gh
through its own Ogim oracle, and use its Oyer oracle to check the proofs m, in A’s Ogec queries.
(If Oyer answers L, BI3sh rejects that decryption query and proceeds with the game.) An anal-
ysis as in Game C3 shows that the introduction of (42) causes a statistical defect of at most
Advif;fmh’ Bhash (A). We note, however, that here, we also rely on 7, to exclude the event that A

submits an inconsistent ciphertext with u; = L.
Taken together, we obtain
ece < €c7+ AdV;I;il\ash‘B}éa;h (A) + AdVi’,I;clim)BI& (A). (44)
It is left to observe that the combined equations (40)-(43) imply that there is an index j with

1 = t0). However, any such Oge. query is already rejected by our change from Game M1, and
thus the query cannot be critical. Thus, .4 cannot win in Game C7 anymore, and we get

Ec7 = 0. (45)

Summing up (33)-(45) yields (27), as desired. O

6.2.3 Randomizing challenge ciphertexts

Outline. The following lemma is one of two core ingredients to establish the “reusal rule”
mentioned in the outline of Lemma 6.2 (see Section 6.2.2). In a nutshell, this lemma ran-
domizes the authentication tags in the u; component of challenge ciphertexts from u, = X
to uy = F(1V)) (for a random function F, and the hash value tU frorn that challenge cipher-
text). Additionally, the adversary is forced to reuse one of those F(tV)) values (for a previous
10) from a challenge ciphertext) as u, in his decryption queries with u; # 0.

A little more concretely, the proof proceeds in a series of hybrlds The i-th hybrid enforces
the rules above for u, = F(T( )) where T ) is the i-bit prefix of T0). To get from the i-th to the
(i+ 1)-st hybrid, we again proceed in several steps:

34



’ # ‘ u M game knows | winningcondition remark
| 10 like M3, but outputs 1 iff
Co G(()T) g (]) psk,kxsk, u; #0 A submits Ogec query with
0 o 0 esiy uy # 0 that is not rejected
1 1 0
c1 G(1) 0 1 psk, xsk, W= G:2-factoring,
0 0 0 esky ! PSY-soundness
0 0 0
1 1
C2 ;2 i Psi‘s’k”k' w =1 (E, D) IND-MCCPA
1
0 0
1 1
X X psk, xsk, u =1 .
C3 X X eski. esky u =X PS'""_soundness
0 0
1 1 0 u = 1
F(7) 0 1 psk, xsk, u; = F(tV)
C4 F(1) 0 1 eski , esk for some t7) from Lemma 6.3
0 0 0 a prev. Oenc query
1 1 0
X+ 0 1 psk, xsk, w =1
©5 X+ 71 0 1 esky, eska uy =X+ 10 Lemma 6.4
0 0 0
1 1 0
X+ 0 1 sk, xsk, ur =1
C6 N = B :;k1 sk, = X 40 (E, D) IND-MCCPA
0 0 0
1 10 w=T
c7 X+1 0 1 psk, xsk, w =X+t PS"™h_soundness,
X X 0 esk1, esk, esks U =uU3+7 PS'™_soundness
0 0 0 us =X

Figure 3: Games in the proof of Lemma 6.2. The “u” column denotes the
vector encrypted upon Oenc queries, the columns of the matrix “M” span the
vector space generated by all “u” values used in Oenc queries, “game knows”
denotes which information is necessary to perform the game, and “winning
condition” denotes the conditions on a critical query under which the game
finally outputs 1. (Any critical query that does not satisfy these conditions
causes the game to output 0 immediately.)

Partitioning. First, we partition the set of challenge queries into two parts, according to the

(i+ 1)-st bit TSL of the hash value V) of that ciphertext. This partitioning is encoded into
uy in the sense that uy = ng] in all challenge queries. However, we stress that there is
nothing that would force the adversary to use u4 = 741 for the corresponding hash value
T in his own decryption queries.

Decoupling the components of the partitioning. Next, we independently randomize the u,
value in all challenge ciphertexts, in the sense that we set u, =F (T.(_]i)) for two indepen-

i+1
dent random functions Fy, Fy. To justify this step, we use a double encryption technique
(that replicates u; in u3) to modify encrypted values in the presence of a decryption oracle.

This double encryption technique also entails that decryption needs to accept authentica-

tion tags Fb(TF?i)) forbothb=0and b =1.
) )

Un-partitioning. Finally, if we set F(T_;

— F . (V)
=T,

), we obtain the (i 4 1)-st hybrid.

Lemma 6.3. In the proof of Lemma 6.2, (37) holds. Concretely, there are Bfact gmeepa  plin gy BV
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(with roughly the same complexity as Game C3) such that

ecs < eca+ 2N (BAAVE g (A) 4+ 6AAVE hiepa (M)

+ SAdv;,gdvva (A) + 2Adv§,g‘}mﬁhn (A) +0(q/2Y).

(46)

Proof. We show (46) with a series of hybrids. To this end, recall our notation T ; for the i-bit
prefix (t1,...,Ti) of T = (T1,...,7T22). Now consider the following hybrid Game Hybf'3 , which
is defined like Game C3, with the following exceptions:

e The vector u encrypted by Oenc is (1,F(7.1),F(t.1),0) " (and not (1,X,X,0)T).

e Analogously, a critical query is checked for u; = 1 and u; = F(7 ;) (instead of u; = X).
By definition, these hybrids interpolate between Games C3 and C4, in the sense that

EHybs? = EC3 and EHybs3 = EC4- (47)
Hence, to show the lemma, it suffices to show that for any i € {0,...,2A — 1}, the outputs of
Games Hyb®? and Hybff1 are close. So fix an i, and consider the following sequence of games

that interpolate between Game Hybf‘3 and Game Hybff1 . An overview over the games is given
in Fig. 4 (on p. 40).
Game RO is defined exactly like Game Hybf‘3 . Hence, by definition,

ERO — aHybf's' (48)

In Game R1, we change the vector u encrypted in ciphertexts generated by Oenc from
(1,F(t.),F(7.4),0)" to (1,F(t.i),F(t.i),Tis1) . (Thatis, we encrypt s (i + 1)-th bit i1 in
u4 now.) Since the secret key esk, is not used at this point, a straightforward reduction to the
IND-MCCPA security of (E, D) yields

ero < &R+ AdVY, B (A) (49)

G,Bg; ™
for a suitable adversary Bg; "

In Game R2, we abort with output 0 if a critical query does not satisfy us € {0, 1}. We claim
that

er1 < er2+ Advggfg%t (A) + Adv;gdvﬁkviz (A) + Adv;g%)Bsz,g (A) (50)
for adversaries B]f{az‘:t, BRviz, and Bva to be described. First, with an adversary B,f{*ft, we can
bound the probability of any Oge. query with us, us — 1, or uy that lie in Zg,| \ (ZITGz\ U{0}).
(This enables further reductions to the soundness of 7/ ; and 7t 3, and can be formalized as in
Game M5.)

Next, B\R/iz simulates Game R2, and uses its own Ogim and Oyer oracles to generate and
check PSv-proofs my,. (Recall that 7/, intuitively enforces us € {0,1}.) As in previous re-
ductions, B¥22 considers a proof 7 ; invalid if Oyer returns L. This happens if us # 0 in the
corresponding ciphertext, or if the ciphertext is no possible output of E. The analysis of By;” is
similar to the one of BIC“; from Game C3, but with an important difference.

Namely, By;* may falsely reject Ogec queries (with 1y = 0 and ugq = 1) that neither constitute
PS"-forgeries nor would lead to the immediate termination of Game R1 or Game R2. Such
queries are problematic, as they lead to a divergence of By;*’s simulation from Game R1 and
Game R2, without obtaining a forged proof from that divergence. Let bad; be the event that A
places such a query (i.e., one with u; =0, u4 = 1, and valid proofs).

We additionally use the soundness of 7, 3 (Which intuitively ensures uy = 0V u; = 1) to
exclude that bad, happens before By;* submits a valid forgery to its Oyer oracle. Consider an
adversary B\R/f on PS"that also simulates Game R2, and uses its own Ogjm and Oyer Oracles to
generate and check PSv—proofs 1y 3. Again, if Oyer returns L (which is the case when uy # 0),
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then By;> considers the proof invalid. As above, By;® perfectly simulates Game R2 until A
places an Oge query with valid 7t and uy # 0. Let us call that event bads.

Observe that By;® and Bys* perfectly simulate Game R2 and Game R1, as long as neither
bad;, nor badj;, nor a critical query (i.e., one with u; # 0 and valid 7t) occurs. However, if bad,
occurs first, then By3® can extract a PS”-forgery from that query. Similarly, if bad; occurs first,
then By;? can extract a PS"-forgery. Finally, if a critical query occurs, then B3 can extract a
PS"-forgery if that query distinguishes Game R1 and Game R2 (i.e., if u; = 1 and ug # {0, 1}).
Taken together, we get (50).

In Game R3, we initially independently and uniformly guess a bit € {0, 1}, and later on
abort (with output 0) if a critical query does not satisty us = (. Since we already enforced
uy € {0, 1} in Game R2, this change exactly halves the probability to output 1:

ER2 = 28}33. (51)

Game R4 changes the vector u encrypted in challenge ciphertexts. Specifically, on top
of the already used random function F : {0, 1}* — Z,3x, Game R4 defines another, indepen-
dently and uniformly random function F : {0, 1}* — Zys. For an easier exposition, we will
write Fg := F and Fg = F. (Recall our notation B = 1 — B.) Now Game R4 encrypts

u = (1,F(t.4),Fe,, (T.4), Ti )T in challenge ciphertexts. Hence, if Ti;1 = (3, then Game R4
encrypts (1,F(t ), F(t.1),7i:1) " as before, and if ti1 = B, then (1,F(t.1),F(T.1), Ts1) . (This
means that compared to Game R3, we only change encryptions when i1 = B.)

Since Game R4 only modifies u3 (and does not use the corresponding secret key esk3), our

change can be justified with the IND-MCCPA security of (E, D). Specifically, we have

ers < era + AV hia (A) (52)

mccpa
G,Bgy

for a suitable adversary By, *°
Game R5 now uses esk3 (instead of esk;) in checking critical queries. Specifically, recall that

Game R4 checks a critical query for three conditions:

@w=1,
(b) uy = F(T'(']i)) for some V) from a previous Oenc query, and
(€) uq = .

Here, we only change (b). Namely, instead of (b), we let Game R5 check for

(b)) uz = F(T.(.]i) ) for some tU) from a previous Oenc query.

Hence, Game R5 only differs from Game R4 if .4 manages to submit a critical query with u, #
u3. However, note that we cannot rely on the soundness of PS!M at this point, since Game R5
also generates challenge ciphertexts with u, # us.

Instead, observe that all challenge ciphertexts satisfy u; = uz Vug = f and [u; —uzly < 22\,
Hence, no challenge violates the soundness of the (4 + B)-th PS"instance, and we would like
to conclude that also the critical query must satisfy u; = uz Vuy = B. (Since 1y = f3 is enforced
at this point on critical queries, this means that u; = uz.) Due to the same complications as
in Game R2, however, we will also require the soundness of 7, ¢, as well as the G,-factoring
assumption.

First, we invoke the G;,-factoring assumption to ensure that none of u4, us — 1, u; —u3, and
w —1liein Zg, \ (Zr&sz‘ U{0}). A detailed reduction (including an adversary B]%Ct that simulates
Game R5) works exactly as in Game M5.

Next, consider an adversary B\R/5’4+B that simulates Game R5, and uses its own Ogj,, and
Oyer oracles to generate and check proofs T 44 As usual, if Ogim outputs L, the proof is
considered invalid. Let bad, B be the event that A places an Oge query with u; =0, u; # us,
Bv,4+r3

R5

uy = B, and valid 7t. Observe that the simulation in perfectly simulates Game R5 until
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it either extracts a forged PS"-proof, or bad, +p occurs. (In the latter case, By 4+B falsely rejects

the query without extracting a forged PS"-proof.)

To exclude bad,, 5, consider an adversary BYs® on PS"that also simulates Game R5, and
uses its own Ogim and Oyer oracles to generate and check proofs 7, ¢. Let us denote with badg
the event that .4 submits an Oge. query with u; # 0 and u; = usz. Similar to the above, BRvgé
perfectly simulates Game R5 until it extracts a forged PS"-proof, or bads occurs.

Like in Game R2, the combination of these reductions excludes bad, 5 and bads. Specifi-
BV,4+[3

RS

cally, excludes badg (unless bad, +p occurs first), and BRV56 excludes bad, B (unless badg

occurs first). Furthermore, unless bad, LB oceurs, ng“ﬁ shows that u, = u3 in a critical query
(which is the condition enforced in Game R5). Hence, we obtain
era < ers + Advféjfsggt + Advi'f;i)g%z‘ (A) + Adv;nsdv)%s (A) + Advif;dv’l%é (A). (53)

Game R6 now exploits the fact that esk; is no longer used. Specifically, instead of encrypt-
ing u = (1,F(t.1), Fr,., (7.), Tis1) T, Game R6 encrypts u = (1, Fr,_, (7.0, Fr,., (T.0),Ti21) " in
challenge ciphertexts. Compared to Game R5, this means only u, Changes and thus we can
once again rely on the IND-MCCPA security of (E, D) to justify our change. We obtain

ers < ers + AdV e (A) (54)
"~R6
for an adversary By, ' that simulates Game R6 or Game R5, depending on its challenge.

In Game R7, we reverse our change from Game R5. That is, we again use esk; (and not
esk3) in checks on critical queries. We can justify this change in two alternative ways: first, an
argument completely analogous to that of Game R5 can justify this change with the soundness
of PSY. Alternatively, observe that all challenge ciphertexts encrypted in Game R7 already
satisfy u, = u3. Hence, the soundness of PS'™ also guarantees that u, = u3 in critical queries.

Indeed, for our analysis, we justify our change with the soundness of PS'™. Concretely, an
argument as in Game C3 yields

€re < €er7 + Adv;ns?inylggr} (A) (55)
for a suitable adversary Bif on PS'I",

In Game R8, we reverse the change from Game R3. Concretely, recall that Game R7 checks
a critical query for three conditions (where we use that Fg = F by definition):

(@ w =1,

(b) w =Fg(t U )) for some tU) from a previous Oenc query, and

(©) w = .

Observe that A’s view in Game R7 does not depend on 3. Hence, we can perform Game R7
with two independent random functions Fy, F;, choosing 3 only when a critical query is sub-
mitted. Since this situation is completely symmetric with respect to 3, we at least double the
probability of a T-output if we only check

(b") wy = Fy(t Y )) oruy; = F1( ) for some ) from a previous Oenc query.
Game R8 proceeds exactly like thls it initially starts with Fy, F;, and finally only checks (a) and
(b”) (but not (c)) upon a critical query. We obtain:

2eg7 < €gs. (56)

(Note that even 2eg7 < egg can occur if A sometimes submits critical queries with us ¢ {0, 1}.)
Game R? again changes the critical query condition. Specifically, Game R? checks critical

queries for u; = F ( ) for some tU) (instead of condition (b”) from Game R8). Note that
1

Game R9 hence 1mplements a more stringent condition than Game R8, since Game R? only
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considers all F i (T ( %), where Game R8 considered all F_; ( ) and all F—( (ji) ). However,
1+1 i1 1 1+1 .

to provoke a different behavior of these games, .4 would have to submit a critical query with

uy # FTQJ] (T_(.ji)) for all T from previous Oenc queries, but &)
i+
u = FTE@] () for a T from a previous Oenc query.

Such a critical query would lead to a T-output in Game R8, but to a 0-output in Game R9. Of

course a critical query that achieves (57) can only occur if no previous tU) satisfies T( )= =T

and T = TH_]

i +1 In other words, F+— has not been queried previously on t*;, and A’s view is
i+1

= (T%). Hence, A would have to correctly guess a uniformly random

( *) € Zys in order to provoke a difference between Game R8 and Game R9. Since

there are at most q previous 70) (and thus potential matches for A’s guess), we obtain
ers < epo+q/2°N (58)

Game R10 always encrypts us = 0 (instead of us = Ti41) in challenge ciphertexts. Since
esks is no longer used in Game R10, a straightforward reduction to the IND-MCCPA security
of (E,D) yields

ero < eRio + AdV: mecpa (M) 59)

mccpa
G BRI 0

for a suitable IND-MCCPA adversary Bgys" -
Furthermore, if we simply set F(T i11) := Fr,,(7.1), we see that Game R10 is simply a
reformulation of Game Hyb . Hence,

ER10 = EH}’b?f]' (60)

Putting (48)-(60) together, and combining adversaries on the same scheme into one, we obtain

fact mccpa
eHybf'3 < sHybin] +3Adv(§;8fact( )+6Ad Bmccpa(}\)

+8Advpsl 5 (A) + 2Advih g (V) + /2%

If we let these adversaries guess i € {0,...,2A — 1} uniformly, we obtain (46). O

6.24 Derandomizing challenge ciphertexts and adding dependencies

Outline. In the next lemma, we will turn the random value F(t0)) encrypted in the u; com-
ponent of challenge ciphertexts into a “less random” value X + ), where X is a random
(but 1n1t1ally chosen and constant) Value Analogously, the decryption rule will require that

= X + 1V (for a hash value t0) from a previous challenge ciphertext) in all decryption
queries with u; # 0. We note that establishing this decryption rule has been the goal from the
start. However, the intermediate randomization of u, seems to be necessary to achieve this
goal, since it enables the bitwise introduction of 1) “behind a shielding random value F(tY 31y,

The concrete steps of modifying u; are very similar to those from the proof of Lemma 6.3.

A little more specifically, we will use a hybrid argument, where the i-th hybrid encrypts (and

checks)uy; = F(ng]_ )+T where T(

of T0). In other words, each hybrid step trades one bit of F-input for one bit outside of the
F-evaluation. As in the proof of Lemma 6.3, each step will use a double encryption technique
(that involves u; and u3).

and T 1 are the i-bit prefix, resp. the (2A —1)-bit postfix
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’ # ‘ u M game knows | winning condition remark
T T 0 w=T
F(t.4) 0 1 psk, xsk, w =F(t)) 63
RO F(t.1) 0 1 esk, esky for some t9) from same as Hyb;
0 0 0 a prev. Oenc query
1 1 0 0
F(t.4) 01 0 psk, xsk, u =1 i
Rl F[T”L) O ] O BSk] , €Sk2 u, = F(T[)l)) (Ey D) IND MCCPA
Tit1 0 0 1
T T 0 0 Uy =
R2 F(t ) 0 10 psk, xsk, w, = F(t') G»-factoring,
F(t.i) 010 esk, eska. eska w €00 'i} PSY-soundness
Tit+1 0 0 1 )
1 10 0
up = 1
R3 F(t.1) 01 0 psk, xsk, Uy = F(T[) ) halves ¢
F(T.4) 01 0 esky, eskz, esky = B (B € {0,1} random)
Ti+1 0 0 1
1 100 0
Flr w=1 (E, D) IND-MCCPA
R4 (T.4) 01 0 0 psk, xsk, s = F(o) (Fp (T.0) = F(7.1),
F (T.4) 00 1 0 esky, eskz, esk -t =
Tit1 ool o o o ; Ty 2y 4 g = E’ FE(TLJ — F(Tl))
Tit1
1 1 0 0 0
u = 1
RS F(t.1) 01 0 0 psk, xsk, ws = B9 G2-factoring,
Fo (T.4) 0 0 1 0 esky. esks, esky 8 oot PSY-soundness
Tii 00 0 1 u =
1 100
uy = 1 .
R6 Fro s (T4) 01 0 psk, xsk, ws — F(x) (E, D) IND-MCCPA
Feo o (T.4) 01 0 eski, esks, esks W=
Ti41 0 0 1
1 10 0 =1
Fop (T.4) 01 0 psk, xsk, () ln
R7 Fe ., (T.1) 01 0 esky . eskz, esky uz =F(t}) PS™-soundness
Tips 0 0 1 u =P
1 1 0 0 u =1
T i 1 : .
R8 Fro (m.0) 0 0 psl, sk uz = Fb(T.(.)i]) at least doubles ¢
Feoy(T.4) 010 eski, eskz, esky
Tit1 0 0 1 forb=00rb=1
! 100 ur =1 equivalent up to
Fo (T.4) 010 psk, xsk, = :
R9 F’Ti . (T“i,) 01 0 esk; ,ESkz, esky u, =F G) (T 1) gut;ssli‘:lg }mknown
Tit1 0 0 1 o 0, ¥1-1MAages
1 1 0
Frop (T.4) 0 1 psk, xsk, w =1 (E, D) IND-MCCPA,
R10 i (Tod) 0 1 esky , esk; Uz = FT&)] (T.(,)i)) same as Hybff1
0 0 0

Figure 4: Games in the proof of Lemma 6.3. The columns carry the same

“

meaning as in Fig. 3: “u
columns of “M” span the vector space generated by all “u” values, “game
knows” denotes which information is necessary to perform the game, and
“winning condition” denotes the conditions on a critical query under which
the game finally outputs 1.

”

denotes the vector encrypted upon Oenc queries, the

Lemma 6.4. In the proof of Lemma 6.2, (38) holds. Concretely, there are Bfact gmeepa plin 5,9 BV
(with roughly the same complexity as Game C4) such that

ecs < ecs+2A- (3AdV(f§§foact()\)

+ 8Adv

snd

(A) +2Adv

+ 6AdVE gheepa (A)

snd

(61)

PSV,B\/ Pslin’Blin (A) + O(q/z)\))

Proof. We show (61) with a series of hybrids that is very similar to that from the proof of
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Lemma 6.3. Again, recall our notation T_; (resp. Ti.) for the i-bit prefix (1y,...,Ti) (resp. for the
(2A — i+ 1)-bit postfix (Ti,...,T20)) of T = (71, ..., T2)). Furthermore, recall that we interpret t
also as an integer T = Zfi 1 211 when convenient (i.e., in addition of exponents).
Now consider the following hybrid Game Hybf'4, which is defined like Game C4, with the

following exceptions:

® Oenc encrypts a vector u = (1, F(tiy1.) + T3, F(Ti41.) + 7.4,0) T (and not (1, F(1),F(1),0)").

e A critical query is checked for u; = 1 and u; = F(7i41..) + 7 ; (instead of u, = F(7)).
By definition, these hybrids interpolate between Games C4 and C5, in the sense that

EHybgA = €c4 and EHybg'{‘ = €£(C5. (62)

Hence, it suffices to show that for any i € {0,...,2A — 1}, the outputs of Games Hybf'4 and

Hybff] are close. So fix an i, and consider the following sequence of games that interpolate
between Games Hyb{* and Hybffr The games are summarized in Fig. 5 (on p. 44).

Game HO is defined exactly like Game Hybf'4. Hence, by definition,
EHO — EHybf"‘ . (63)

Our first modifications are completely analogous to those from the proof of Lemma 6.3.
Specifically, Game H1 changes the encrypted w4 from O to Ti1;. This change can be justified
with the IND-MCCPA security of (E, D), and we get

o < enr+ Advgi;ﬂ?cpa (A) (64)
PH
for a straightforward adversary By, F-. Next, Game H2 aborts with output 0 if a critical query

does not satisfy us € {0, 1}. Just like in the proof of Lemma 6.3, we obtain

fact d d
et < enp+ AdV(S;BfHaCZt(A) + Advi’nsV,Bﬁf (A) + Advi’nsV,Bg; (A) (65)
for suitable BfSt, B, and B){3’. Game H3 initially chooses B € {0, 1}, and aborts (with output
0) if a critical query does not satisfy us = (. This change exactly halves the probability to
output 1:

EH2 = 25H3- (66)

In Game H4, we write the evaluation F(ti41.) used in uy,u3; of encrypted values, and in the
final check on critical queries differently. Namely, instead of F(ti,1..), we use F, (Ti42..) for
two independently chosen random functions Fy, F;. This change is purely conceptual, and we
obtain

EH3 = EH4- (67)

In the next four games, we modify the values encrypted in u; and uz, with exactly the same
reasoning as in Games R4 — R7. Concretely, Game H5 encrypts uz = Fg(Ti;2.) — B2l 41 i1 (in-
stead of encrypting uz = Fr,, (Ti42..)+7.1). Since Game H5 does not use esk3, a straightforward
reduction to the security of (E, D) yields

et < ens + AdV, ohia (A) (68)
Y=H5
for a suitable adversary Bﬁ;cf’a. Next, Game H6 uses esks (instead of esk;) in checking critical
queries. An argument completely analogous to that of Game R5 yields
ens < eng + AAVE L+ AdVIRY L (A) + ADVEY (N + AV, (M) (69)

Go,BE PSY By PSY BYS PSY BY°
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for suitable adversaries B,fjfgt, BH6 , BH6 , and B . Game H7 encrypts u; = Fg(Ti12..) — p2l +
T i1 (notuy = Fr,, (Tiy2.) + 7.3). Since Game H7 does not use esk;, we get

EH6 S EH7 + Advmccgfcpa (}\) (70)
GBS
for a suitable adversary B}, *". Finally, Game H8 again uses esk; (and not esk3) to check critical
queries. Again, an argument as in Game R7 shows of an adversary B with

en7 < Ens +AdV;r§%n78an8(7\)- (71)

In Game H9, we slightly change the check on critical queries. Namely, recall that Game H8

22 )+ T(_j-) for some ) from
a previous Oenc query. Instead, Game HY outputs Tifu; =1, uy = 3, and up, = Fﬁ( | +2 )+ T(j-)

outputs 1 upon a critical query if uj = 1,u4 = ,and u; =F g o (T (
i+

from a prev1ous (’)enc query with T ] = B. (Thus, compared to Game H8, Game H? does not
consider tV) with Ti +1 = B.) To justify this change, observe that Game H9 only uses Ff, (but
never Fy) in its own encryptions. Hence, A’s view is independent of FT% () | +2 ) for Tl +] # B.

Thus, any critical query that would be accepted by Game H8 but rejected by Game H? would
imply that A has guessed one out of at most q independently random and hidden Fg-images.
Hence,

ens < eng +q/2%, (72)

Next in Game H10, we use a freshly chosen random function F : {0, 1}* — Z,3x in place of

FB( | +2 ) — B2". Specifically, Game H10 encrypts W =13 = F( E +]z )+ 1Y) _i41- and finally checks

a critical query for u; = F( E +)2 )+ B2+ T (for some T0) with T ] = ). Note that this check
() ()

on critical queries then becomes equ1valent to checking u, = F( T +2 ) + T iy, since T, =
implies that
. . i . i+1 . .
2l = ey 2 = 3 ) = A
=1 =1

Furthermore, we claim that the respective output values of Game H? and Game H10 are
statistically close. Indeed, for every input x, we have SD(FB(X) —p2Y F(x)) < 1/2*. Hence,
summing up this statistical distance over all possible q + 1 evaluations of F, we obtain

eno < emo+ (q+1)/2MN (73)

In Game H11, we do not initially guess {3, and instead check a possible critical query for

u = F( E +)2 ) + T(.l) 41 for any previous t0). Hence, Game H11 considers all previous Oenc

queries T (and not only those with T ] = ) in checking critical queries. Since A’s view is
completely independent of 3 already in Game H10, by symmetry we have

2en10 < EHII- (74)

Finally, Game H12 always encrypts us = 0 (instead of u4 = Ti1) in challenge ciphertexts.
Since esk; is no longer used in Game H12, a straightforward reduction to the IND-MCCPA
security of (E, D) yields

ennt < €nn +AdVgnggcpa(7\) (75)
YUH12
for a suitable IND-MCCPA adversary B}, . Furthermore, Game H12 is simply a reformula-
tion of Game Hybf f] Hence,
EH12 = EHyb . (76)

i+1
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Putting (63)-(76) together, and combining adversaries on the same scheme into one, we obtain

. + 3Advf§§f6fm(7\) + 6AdVE ghecpa (A)

6.
i+1
+8Advi 5 (A) + 2Advih 1w (V) +O(q/2Y).

SHybfA < €Hyb
If we let these adversaries guess i € {0, ..., 2A — 1} uniformly, we obtain (61). O

6.3 Security in the multi-user setting

Like in similar works (e.g., [25, 26, 12]), our main security analysis (Theorem 6.1) considers
the multi-challenge, but single-user setting. This choice was made in order to simplify the
presentation. However, the analysis also applies almost verbatim in the multi-user, multi-
challenge setting. We sketch the necessary modifications to the analysis in the following. (The
scheme KEM itself does not require any modifications.)

e The IND-MCCA security definition (Definition 2.2) needs to be adapted to many keypairs
(pk;, skj). The adversary A initially obtains all pk;, and can select an index j that selects the
scheme instance upon each Oenc and Oy, query. However, we stress that the challenge bit
b chosen by the experiment applies to all instances. (That is, depending on b, either all keys
K returned by Oen( are real for all instances j, or all are random.)

e Similarly, the IND-MCCPA definition (Definition 3.3) needs to be adapted to many vectors
pk; and sk;. However, each of these pk; contains the same number n of component public
keys epk, and the “challenge index” i* that A initially selects applies to all instances.

e As aresult, the generalized ElGamal encryption from Section 3.1.3 must be proved tightly
secure in a setting with multiple public vectors pk; of public keys. This requires a slight
change to the randomization in Lemma 3.4. Namely, instead of setting epk,. = gﬁ*’*TB,

(w*+w! .,
— )t
we set epk; ;. = g,

-

e for the i*-th component public key of the j-th scheme in-
stance, where w/;. € Z‘%” is a freshly chosen blinding value. This allows to embed a
single GDDH challenge into all i*-th component public keys, and to generalize the argu-
ment from Lemma 3.4 to many scheme instances. (The corresponding reduction to GDDH
is still completely tight.)

e The key extractor indistinguishability definition (Definition 4.4), and the corresponding

analysis of EXT (Lemma 4.5) need to be adapted to support many public key instances epk;.

w+w].’

This can be done as with the IND-MCCPA security of (E, D), by setting up esk; = g ,
where w is from the GDDH challenge, and w; is an instance-dependent randomization
value. Ogp, and Oext queries are then answered using the corresponding blinded key w +
w!.

. T}ie one-time signature construction and its analysis support many instances in the first
place, and do not need to be adapted. Similarly, the security of all considered proof systems
is statistical, and hence their analysis also does not need to be adapted.

e In the security analysis of our KEM (Theorem 6.1), all changes in hybrid games are applied
to all scheme instances j simultaneously. Hence, the structure of the proofs does not change,
only hybrid modifications are now justified with the appropriate multi-instance security of
the underlying building blocks.

6.4 Performance and optimizations

The efficiency characteristics of our scheme of course highly depend on the used building
blocks, and thus also on the considered setting. In the following, we hence distinguish be-
tween the prime-order and the DCR setting. In both cases, however, we rely on the generic
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’ # ‘ u game knows winning condition remark
1 LL] =1 ;
F(Ti+1..) + T4 psk xsk uz = F( 1+] ) + T 6.4
H x5k, 3
0 Fltigi. )+t esky, eska for some TV from same as Hyb;
0 a prev. Oenc query
1
Fltig)+ T psk, xsk up =1
H1 e j j E, D) IND-MCCPA
F(tizi.)+ 7T eski, eskz uz = F(T&)] )+ T(]l) (E, D)
Ti+1
1 u1 =1 )
H2 F(tiv1) +1a psk, xsk, u, = F(t! 1+1 )+ T(JL’ G;-factoring,
F(tigr.)+ T4 eski, esky. eska PSY-soundness
uq €1{0,1}
Titl
1 U = 1 .
3 F(tiy1 )+t psk, xsk, u = F(T&_)]_‘) I T(Jl) halves ¢
Fltigi. )+t esky, eska, eska o= p (B € {0, 1} random)
Tit1 ¢
Fe . | 2) w
T (T2 ) + T psk, xsk _ 6) 6) conceptual change
H4 ) I u=F ) (73 +T -
Fr (Tiv2.) + 7 esk, eskz, eska z S (2. - (Fo, F1 independent)
Uy = B
Tit1
1 u 1
F-, Tiv2..) + T4 1= .
H5 en(Te2) psk, xsk, w=F_ (7, )+ | (E D) IND-MCCPA
FB(T1+2,.) = [‘))21 + T.i+1 ESk],@Skz,ESk4 Tiva
Uy = B
Tit1
1 K, xsk S
Fo (Tiv2.) + T psk, xsk, G) G) G -factorin,
H6 i+1 5 us =F (Ti ] + T A 2 g/
Fp(Tiv2..) — B2' + T i1 esky . esks, esks : T ” PS"-soundness
Tit1 w=p
1
i w :.1 .
H7 Fp(tiva.) — [52' + T+ psk, xsk, us =F () (T&)Z._) + T(Jf (E, D) IND-MCCPA
Fp(Tira.) — B2 4 T it eski, esks, eska S
Tit+1
o I, xsk L
Fg(Tis2.) —B2" + T in psk, xsk, W —F e G) .
. = 5 5 —+ T lin_,
Hs8 Fp(Tir2.) — B2' 4+ Toivs esky. esko, eska 2 <0 (Tiya.) i PS™-soundness
Tit1 us =p
1 u = T
HY Fp(Tis2.) = B2' + it psk, xsk, uy = Fﬁ( ), ) + T - hidden
Fp(tiv2.) = B2" + Tivs eski,eskz,eska | for some ) with | +1 =B ¢
Ti+1 =B
1 =1
H10 F(Tir2.) + T psk, xsk, u = ( 2.)+Y 1+1 FFB(( ‘T - )) a?ﬂi
‘ : k1, eska, esk BlTips )+
F(tii2.) + T 141 eski, esk2, €564 | for some t0) w1th T1+] = statistically close
Ti+t1 w=p
F( )1 . u = 1
Tit2..) + T.ip1 psk, xsk, 4) 4)
H11 ’ = : ;
F(tiv2.) + T s esky , eskz, eska uz = F(ry; ) +(.;t--1“ at least doubles ¢
T for some TV
i+1
Hi2 F(tip2.) + T g psk, xsk, u =1 (E, D) IND- MCCPA,
F(Tiv2.) + T.is1 esk , eskz wp = F(t)), )+, same as Hyb{"",
0

Figure 5: Games in the proof of Lemma 6.4. The columns have the same mean-

ing as in Fig. 3.

44




benign proof systems from Section 5.2.1 (for the generic linear language), Section 5.3.1 (for the
parameterized linear language), and on the generic key extractor from Section 4.2.1.

6.4.1 In the prime-order setting

Without any optimizations. If G = G; = G; for prime |G|, we can use the pairing-based

benign proof system PS;)/air from Section 5.4.1, and the one-time signature scheme from Sec-

tion 4.1.1. This leads to public keys of 12¢§ + 20¢g group elements, and ciphertexts of {g + 14
group elements and 2 exponents. Hence, if we desire a DLIN-based (i.e., 2-LIN-based) scheme,
we obtain public keys of 88 group elements, and ciphertexts of 16 group elements and 2 ex-
ponents. Moreover, the corresponding matrix g8 € G?*? in the public parameters takes up 2
group elements (since in case of DLIN, only the diagonal of B is nontrivial [10]). However, by
optimizing our scheme (and using certain non-generic, setting-specific properties), we can do
much better. We give details on these optimizations in the following.

Dropping the proofs from the ciphertext. We first observe that in the prime-order setting,
all involved proof systems are actually hash proof systems (in the sense of [9]). Hence, proofs
7t can be computed from the respective statements x deterministically, using either a witness
and the public key ppk, or the secret key psk. Furthermore, proofs for false statements look
uniformly random (and are not just unpredictable, as in Definition 5.2). Hence, we can use a
standard trick (from [8, 9, 24]), drop 7 from the ciphertext, and instead define the key K as

K = Etiub(xpka (Co,C]),I‘) 2] h(TC),

where h is the universal hash function from EXT. The resulting KEM will only be secure un-
der constrained chosen-ciphertext attacks [18], a notion which however is sufficient for (tightly
secure) efficient hybrid encryption.

Dropping unnecessary proofs. Dropping proofs from the ciphertext compresses ciphertexts,
but leaves the public key unchanged. However, we can also compress the public key by drop-
ping certain proof systems altogether. Concretely, the pairing-based universal hash proof sys-
tem Psgair for disjunctions from [1] (cf. Section 5.4.1) actually proves more than membership

in £V. In the notation from Section 5.4, this proof system is (L,

Vv V :
sim,pk’ ﬁver,pk’ ﬁsnd,pk)_benlgn for

[’;{m,pk = ‘C://er,pk = ﬁ;ﬁld,pk = {Epk(u; )| w=0Vu = O}-

Hence, in this case, the “helper proofs” 7, 3 and 7 ¢ (that help manage the weak original £,
definition from Section 5.4) are not necessary, and can be dropped from the scheme. For similar
reasons, the proof 7, ; can be omitted. As a result, the scheme really only requires 3 instances
of PS;;)/air (fOI' T2, T0 4, and 7'[\/’5).

Dropping the one-time signature scheme. Moreover, we can generate the tag T used in KEM
not through a one-time signature scheme, but simply as T = H(co) for the collision-resistant
hash function H. This change is possible since, by now, the ciphertext only contains ¢, and in
regular ciphertexts (that encrypt 0 as in the scheme), ¢ completely determines that c¢. Hence, in
a security analysis, we can initially establish a special decryption rule that rejects all decryption
queries with a reused ¢y from a previous encryption query. (Initially, PS'™ ensures that such
ciphertexts must be completely identical to that previous encryption query, and thus can be
rejected by the rules of the IND-MCCA security game.) A similar trick has been used in [12]
for a similar purpose.

Optimized efficiency. If we apply all of the above optimizations, we obtain a practical scheme.
Concretely, public keys consist of the following;:

e a vector of 4 generalized ElGamal public keys ({p group elements each)

e a public key ppk,. _ for PS'™ ({5 group elements),

lin
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o a public key ppk,_, for PS"*" (2¢ group elements),

e public keys ppk,, ,, ppk., 4, and ppk,, 5 for PSY(20g(lp + 1) group elements each), and

e an extractor pubiic key 5cpk (¢ grodp elements).
This amounts to 2{3 + 10{g group elements. Ciphertexts consist of {g + 4 group elements. The
public parameters consist of g¥, plus of course descriptions of H, h, and the groups G, G4, and
G;. (Depending on the considered assumption, g® can be represented in a compact form [10].)

For instance, a DLIN-based scheme has ciphertexts, public keys, and public parameters of

6,24, and 2 group elements. Thus, compared with the recent pairing-free tightly secure KEM of
[12], our scheme has a significantly smaller public key, and comparable ciphertexts (of 6 group
elements) in the DLIN setting. However, when instantiated as described in the prime-order
setting, our scheme relies on symmetric pairings, and thus is computationally less efficient,
and cannot be instantiated under the DDH assumption.

6.4.2 In the DCR setting

Efficiency calculation. In the DCR setting from Section 3.3, we can use the OR-proofs from
Section 5.4.2, and the one-time signature scheme from Section 4.1.2. Hence, public keys contain
the following:

e avector of 4 generalized ElGamal public keys (1 group element each)

e a public key ppk,,. for PS'™ (1 group element),

e a public key ppk,_, for PS"*" (2 group elements),

e 6 public keys for PSY(2 group elements each), and

e an extractor public key xpk (1 group element).
This amounts to 20 group elements. Ciphertexts contain the following:

e a vector c of 4 ElGamal encryptions with reused randomness (5 group elements in total),

e proofs 7, and mh,gn (1 group element each),

e 6 PS) g proofs (3 group elements each), and

e a verification key, and a signature of OTSpcr (2, resp. 3 group elements
This amounts to 30 group elements.

Hence, our DCR-based scheme is not very practical. However, it is the first DCR-based

tightly CCA-secure KEM, and can potentially be made much more efficient by using more
compact, or more expressive OR-proofs.

10)‘

Optimizations. We remark that the proof systems PS'™ and PS"" are in fact hash proof
systems. Hence, with the same reasoning as in the prime-order setting, we can integrate 71,
and 7,4, into the session key K, at the price of obtaining only constrained chosen-ciphertext
security. This saves 2 group elements in the ciphertext (which however still contains 28 group
elements in that case).
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