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ABSTRACT. Two common notions of security for public key en-
cryption schemes are shown to be equivalent: we prove that indistin-
guishability against chosen-ciphertext attacks (IND-CCA) is in fact
polynomially equivalent to (yet “slightly” weaker than) securely re-
alizing the ideal functionality Fpkg in the general modeling of cryp-
tographic protocols of [Can0la]. This disproves in particular the
claim that security in the sense of IND-CCA strictly implies secu-
rity in the sense of realizing Fpkg (see [CanOla]). Moreover, we
give concrete reductions among such security notions and show that
these relations hold for both uniform and non-uniform adversarial
entities.

1. Introduction

Judging the security of public key encryption schemes using formal methods
has been introduced in the pioneering work [GMS84], creating the notion of
semantic security of a given public key cryptosystem. To treat situations
in which an attacker does not remain “passive”, but has access to a decryp-
tion facility, several notions of security for public key cryptosystems have been
proposed subsequently; in particular, when not considering a random oracle
available [BR95, Sho01], “indistinguishability of encryptions with respect to
chosen-ciphertext attacks” (IND-CCA, see [RS92]) is the most stringent gen-
erally accepted security notion for public key cryptography (see, for exam-
ple, [BDPR9S]).

On the other hand, when considering concrete reductions of adversaries and
comparing their exact complexities and running times, it turns out that a no-
tion called “real-or-random security with respect to chosen-ciphertext attacks”
(ROR-CCA) even implies IND-CCA strictly [BDJR97]. (Note that in [BDJRIT7],
definitions and results are motivated by symmetric cryptography; however, as
mentioned therein, all definitions and results immediately carry over to the set-
ting of public key cryptography.)

Now in [Can0Olal], a general framework for describing security properties of
multi-party protocols is proposed. In this framework the multi-party protocol in
question is compared to an ideal functionality which represents what we ideally
expect our protocol to do. In particular, to capture on a high level what we
expect from a public key cryptosystem, in [Can0la] an ideal functionality Fpkg
is described (see also Appendix A). Indeed, a public key cryptosystem can be
regarded as a protocol aiming at securely realizing the ideal functionality Fpkg,
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and in [Can0la] it is claimed that, for a public key cryptosystem, IND-CCA
security strictly implies the property of securely realizing Fpkg.

Unfortunately, the proof of the implication in question assumes adversaries
attacking in the IND-CCA sense to be non-uniform machines, in contrast to
the common representation of such adversaries as algorithms without external
input (see, e.g., [BDJR97, BDPR9S]). Furthermore, in Section 2 we show that
the counterexample given in [Can0la, Section 8.2.2] for the “strictly” statement
does not apply. In fact, subsequently we prove that security in the ROR-CCA
sense and securely realizing Fpkg in the modeling of [Can0la] are equivalent
notions of security for a public key cryptosystem, if we restrict completely to
uniform or non-uniform adversarial entities. This implies (polynomial) equiv-
alence with the notion of IND-CCA with respect to the chosen class of adver-
saries. More specifically, we give concrete reductions (cf. [BDJR97]) between
adversaries attacking some public key cryptosystem P in the ROR-CCA sense
and distinguishers between the ideal functionality Fpkg and P in the sense
of [CanOla]; it thereby turns out that we have a “tight” correspondence be-
tween them. As a technical tool which might be of interest in itself, we prove
that the composition theorem of [Can0O1la] still holds when restricting to uniform
environments with polynomial total running time.

2. Preliminaries

We start by fixing some notation. For more details on formal security no-
tions like ROR-CCA and on multi-party computations we refer to [BDJRI7]
and [Can0la], respectively. A short restatement of the most relevant definitions
for the sequel can also be found in the appendix.

To be able to compare adversarial entities in the sense of [Can0la] to ad-
versaries attacking a public key cryptosystem P in the sense of [BDJRIT7], we
will regard an adversary in the latter sense as a family A = {Ay} of interactive
Turing machines (ITMs) where ITM is to be understood as in [Can0la]. When
interpreting algorithms as (families of ) ITMs, we will assume a convenient def-
inition of “code size” given. One could think here of a suitable combination
of the number of states and the size of the alphabet of the Turing machine in
question. Furthermore, a sequence A = {Aj}ren of ITMs will be called poly-
nomially bounded, if there is a single polynomial p, such that for every Ay we
have

1. the code size of Ay is less than p(k), and

2. when activated, Ay, will enter either a waiting or a halt state after running
at most p(k) steps.

Finally, a sequence A = {Ag}ren of ITMs will be called a non-uniform family
of ITMs. If Ay = Ay, for all k € N then the family A is said to be uniform.

2.1. Security of public key schemes against chosen ciphertext attacks

At this point, we should clarify what exactly we mean by a public key encryption
scheme: a public key encryption scheme is a triple P = (K, &, D) of algorithms
which can be executed by a polynomially bounded, uniform family of ITMs. P
consists of the key gemeration algorithm K, which takes as input the security



parameter k and outputs a private key-public key pair (d,e). The encryption
algorithm & (parametrized by the public key e) outputs on input of a plaintext m
a corresponding ciphertext c. Finally, the decryption algorithm D (parametrized
by the secret key d) outputs on input of a ciphertext ¢ either a plaintext m
or a special symbol indicating that the ciphertext ¢ is invalid. We insist on
Da(Ee(m)) = m for all private key-public key pairs (d, €), plaintexts m, and at
all times. Also, we will freely identify a public key encryption scheme P with
the corresponding protocol mp geared towards realizing Fpkg (see [CanOla,
Section 8.2.2] for more details on 7p).

For an adversary A = { Ay }ren attacking some public key encryption scheme
in the ROR-CCA sense—i. e., taking part in one of the respective experiments
described in [BDJR97]—we define the (total) running time of Ay, to be the worst-
case number of steps any of the two ROR-CCA experiments defined in [BDJRI7]
runs (counting the steps used for key generation, encryptions, decryptions, and
of course for executing Ay, itself) plus the code size of Ag. This notion coincides
with the notion of running time defined in [BDJRI7].

The advantage for such an adversary A in the ROR-CCA game is defined
in [BDJR97] through

AdvE (k) = P(Expﬁéfjcca'l(k) =1)— P(Exp}‘iﬁgcca'o(k) =1).

For U € {uniform, non-uniform}, we call a public key encryption scheme P
secure in the sense of ROR-CCA with respect to U-adversaries if for every
U-adversary A attacking P in the ROR-CCA sense and having a polynomial
(in the security parameter k) total running time, Adv,*“(k) is a negligible
function in the security parameter k. At this, a function f: N — R, k — f(k)
is negligible (in k), if for each ¢ € N there is a k. € N such that |f(k)| < k¢ for
all k£ > k..

One easily verifies that all the reductions of adversaries given in [BDJR97]
still apply with these conventions, both for uniform and non-uniform adversaries;
in particular, ROR-CCA security with respect to uniform adversaries is exactly
the same notion as the one defined in [BDJRI7], whereas ROR-CCA security

with respect to non-uniform adversaries seems to be a stronger notion.

2.2. Security with respect to realizing Fpkg

We will assume all participants in a protocol (including adversarial entities)
to be polynomially bounded.! In [Can0la], non-uniformity is expressed via an
external input z = z; (depending on the security parameter k). For relating
security in the sense of [Can0la] to ROR-CCA or IND-CCA security, we assume
the used extra input to be “hardwired”, and therefore utilize families A*) =
{A,(f)}keN of ITMs without further input, where z;, is “hardwired” into A,(:).
Originating in the idea of comparing a “real” protocol with an idealized
version, in [Can0Olal, several equivalent definitions of what it means to securely
realize an ideal functionality are given. For our purposes, it is convenient to
use [Can0Ola, Section 4.4, Definition 4], where instead of an “arbitrary” ad-
versary A only a so-called dummy adversary A is used. Basically, the latter

Note that this definition of polynomially bounded refers only to a single activation.
In principle it is possible to activate a polynomially bounded party exponentially often.
Also it is worth pointing out, that enforcing a polynomial total “life-time” of each party
through explicit life-time bounds can cause technical difficulties [Can02].



simply executes instructions of a predefined form, which are obtained from an
environment machine Z, modeled as a non-uniform family Z = {Z;} of ITMs.
Essentially, the aim of an environment machine is to distinguish between

(a) running with parties Py, ..., P, (modelled as uniform families of ITMs)

which are executing protocol 7 and the (uniform) dummy adversary A,
and, on the other hand,

(b) running with (uniform) dummy parties P, ..., P,, which act as a “com-
munication relay” to the (uniform) ideal functionality F, the ideal func-
tionality F itself, and the simulator S (in place of the dummy adversary

A).

The capabilities of the simulator S in case (b) are rather limited (cf. [Can0la])
and used to model ‘inevitable’ attacks. Now, if a protocol securely realizes an
ideal functionality F, then for any fixed Z the respective output distributions
in (a) and (b) may only differ by a function which is negligible in the security
parameter; for a single protocol run, this security parameter k is fixed simulta-
neously for all participating ITMs. The former requirement reflects the desirable
ability of the simulator S to “mimick” any attack carried out by the adversary
A on protocol m well enough such that no environment can tell the difference
between the ideal functionality F and protocol .

For an environment machine Z = {Z}} that tries to distinguish between an
“ideal” and a “real” protocol, for any fixed k we define the (total) running time
of Zj, as follows: the (total) running time of Zj is the worst-case total number of
steps all ITMs participating in the protocol execution (including the adversary
and Zj, itself) run in the real model (i.e., when the parties P; behave according
to ) plus the code size of Zj. Further on, the advantage of Z in distinguishing
execution of 7 from F when running with simulator S in the ideal model and
with the dummy adversary A in the real model is defined as

AdvZE(k) = [P(Z, — 1|7, A) ~P(Z, — 1| F.8)|,

where k denotes the security parameter. In other words, Advg’g(k) is the
absolute value of the difference between the probabilities of Z ohtputting 1
in the real and in the ideal model. Saying that protocol 7 securely realizes
functionality F now boils down to saying that there exists a simulator S, so
that for every environment Z, the function Advg’g(k) is negligible in k. (This
can be seen by comparing our modeling of non-uniformity by families of Turing
machines to that of [Can0la], which employs additional environmental inputs

2.3. On relating ROR-CCA, IND-CCA, and Fpkg

Especially when relating adversaries attacking a public key encryption scheme
P in a sense similar to ROR-CCA and environments distinguishing between
P (interpreted as a protocol) and Fpkg, it seems helpful to restrict the lat-
ter environments to the class of environments with polynomial total running
time; otherwise, the total running time of an environment alone might not be
bounded by any polynomial although confusingly it could be called “polyno-
mially bounded”: imagine an environment periodically querying the adversary



just for the sake of giving away control for a moment, thereby staying polyno-
mially bounded in the sense above, yet doing this an exponential (in k) number
of times.

Observe now that if we completely restrict to environments Z having poly-
nomial total running time, inspection of the proof in [Can0la, Section 5.4] shows
that the composition theorem still holds. The mentioned composition theorem
is crucial in the work of [Can0lal; it enables us to formulate protocols 7 which
are using some ideal functionality F freely, without losing security when later
substituting calls to F by invocations of some sub-protocol m which in turn
realizes F. Yet the proof of the composition theorem does not apply anymore if
we completely restrict to uniform environments Z; in the next section, we will
give a small modification to the proof in question, so that it will still work when
restricting to uniform environments with polynomial running time.

This variant of the composition theorem will turn out to be useful when
trying to relate ROR-CCA and IND-CCA security with the ideal functionality
Fpkg already mentioned. Here, we will propose protocols realizing Fpkg only
with respect to non-adaptive adversaries; a non-adaptive adversary is not al-
lowed to corrupt parties during the execution of the protocol in question. In
particular, the non-adaptive dummy adversary is bound to ignore corruption
requests from the environment during the execution of the protocol. In the
sequel we show that realizing Fpkg in the presence of non-adaptive adversaries
is (polynomially) equivalent to security in the sense of IND-CCA.

Remark 2.1 In [CanO1a] it is claimed that, for a public key cryptosystem,
IND-CCA security strictly implies the property of securely realizing Fpxg. To
obtain a ‘separating’ example, an IND-CCA-secure encryption scheme P is
slightly modified: to each ciphertext a 1 is appended after encryption, while
decryption is preceded by stripping off the last bit of a ciphertext—uwithout val-
idating it to be a 1. The modified scheme, which is clearly not secure in the
IND-CCA sense, is claimed to be still realizing Fpxg; yet consider the following
environment Z: after invoking key-generation, Z activates some party P; with
(Encrypt,id,e,r) for a random r, thereby obtaining a ciphertext ¢ = ¢1. Now
decryption of ¢0 yields r only in the real model, hence it is possible to distinguish
the real protocol from the ideal process and the modified scheme does not realize
FpkE-

3. Composition in the uniform case

Here we will describe a small modification to the proof of the composition the-
orem given in [CanOla, Section 5.4], so that we are able to prove the latter
theorem even in the case of uniform environment machines with polynomial
total running time.

Proposition 3.1 The composition theorem of [Can01a] holds even if we restrict
the complete framework described in [Can0la] to uniform environments with
polynomial total running time.

Proof. We give a proof which works both for uniform and non-uniform
environments. In fact, only a small modification of the construction used to



prove the composition theorem in [Can0la] is necessary. To see this, recall that,
assuming an environment Z successfully distinguishing between an execution of
protocol 7 in the F-hybrid model and the execution of the composed protocol
P (where protocol p securely realizes F with respect to a certain simulator S
mimicking attacks on p carried out by fi), the idea is to construct an environ-
ment Z, which successfully distinguishes between F and protocol p, thereby
leading to a contradiction.

Let’s fix a—possibly uniform—environment Z = {Z;} and a security pa-

rameter k. With respect to the simulator H explicitly constructed in [Can0la],
let HYBf’ (ﬁz ~(k) denote the probability distribution of Zi’s output when run-
ning with protocol m, where calls to the first ¢ instances of F invoked by
are “redirected” to ideal instances of F, whereas the remaining instances of F
are handled by protocol p. Let m(k) be an upper bound for the number of
F-instances used during the execution of m. Note that m(k) may be assumed
to be a polynomial in the security parameter k. Thus, we can assume that the
function m and so the value m(k) is known to a, depending on the uniformity of
Z, possibly uniform environment ZJ, = {(Z],).} where (Z); first guesses a value
le{1,...,m(k)} and then proceeds exactly as environment (Z,); (described
in [Can0la]) with input {. We find

AdviL (k) = |P((Z)h—11pA) =P (2 — 1] F.S)]
- ZP((Z;,);C—J|p,fl,l:i)—P((Z;);C—>1|f,8,l:i)
i=1

(1) @
= ol Z HYBZ 5, 2 (k) — 0Bl 2 (k)
=1
1

(0) (m(k))
= HYBfMZ(k) - HYBf)Hz (k)‘

= ——P(z— 117, A) P (2, — 1|75, H)

- AdvT " (k
= ey 24Viz (k),

which is, by assumptions about Z and m(k), not negligible in k. a

4. Relating ROR-CCA and Fpkg

The specifications of the ideal functionalities Fpxg and Fysmt from [Can0lal,
as used in the following, are given in Appendix A. We remark that in [Can0Ola]
it is not specified how Fpkg behaves when being asked multiple times for a key
generation (possibly by different parties). Rather, a request for key generation
is to be the first and only the first call to Fpkg. In effect, for Fpkg to be
securely realizable at all (no matter how we might “complete” its specification),
we need to restrict to environments which use this functionality as intended;
i.e. every environment trying to distinguish Fpkg from some protocol P should
only be allowed to send one key generation query to the functionality, and this



query has to be sent before any other queries.

Of course, in view of the composition theorem, that also imposes a limitation
on the use of Fpkg. Namely, in the case of protocol o working in the Fpkg-
hybrid model as presented below, this translates into the following restriction:
environments trying to distinguish execution of ¢ from the ideal functionality
Fumesmt should be forced to send some message (receiver,id) as the first query
to the functionality, but no further such “initialization queries”. (The ideal
functionality Fyi.smT enables parties to communicate securely in the following
sense: after being initialized by some party P;, Fynsmt allows any other party
to send messages to P; in a way that the adversary gains no other information
than length information about the sent messages.) In particular, all the results
presented in this section are to be seen in the light of these restrictions.?

The next proposition gives “tight” reductions between different types of
attackers, i.e., there is an explicit relation between the respective advantages,
and the reductions essentially preserve running time. As we did not fix, e. g., the
notion of code size, we cannot obtain explicit formulse relating running times
(which by definition depend on the respective code size).

Proposition 4.1 Let P := (K,&,D) be a public key encryption scheme. Let
U € {uniform, non-uniform}. Then, in the following sense, we have a tight
correspondence between adversaries attacking P in the ROR-CCA game and
environments distinguishing Fpkg from protocol P in the presence of the non-
adaptive dummy adversary:

1. For every U-adversary A in the ROR-CCA game, we can construct a U-
environment Z so that for any simulator S we have

A Vror—cca k
2. There is a simulator Sror, so that for any U-environment Z interacting

with the non-adaptive dummy adversary, there exists a U-adversary A in
the ROR-CCA game with

|AAVE (k)| = AdvErs= (k).

Proof.

1. Let A = {Ai} be a U-adversary attacking P in the ROR-CCA sense.
From A, we will construct a U-environment £ = {Z;} distinguishing
between Fpkg and P with the claimed advantage. For this, we define
two experiments F; and Fy (to be run by an environment in the setting
of [Can0lal) as follows: for a given security parameter k, 7 runs Ay as a
black box with access to the facilities of Fpkg and outputs whatever Ay
outputs. Fs is identical to E7, except for the responses to Ay upon en-
cryption requests: if Ay requests encryption of a message m, Fo responds

2 Another approach to overcome these problems, thereby avoiding restrictions on
environments and possible obstacles regarding the applicability of the composition
theorem, could be based on ideas from [PWO01]. Namely, a family of functionalities
{Frkg,:}p, could be used, where Fpkg,; enables only the party P; to generate a key
and to decrypt. A similar construction for Fu-smr is possible.



with Fpkg’s encryption of some random plaintext of the same length as
m (this random plaintext is chosen anew upon each encryption request).

We now describe the environment Z: when activated, Zj flips a coin
r € {1,2}. If r = 1, then Z; runs experiment E; and outputs 1 if and
only if F; outputs 1. On the other hand, if r = 2, then Zj runs experiment
FE5 and outputs 1 if and only if F5 does not output 1.

For analysis, let’s fix an arbitrary simulator & and a security parameter
k and denote by € the probability that experiment E; yields output 1
while operating with P and the dummy adversary A; define € to be the
probability for E; to output 1 when running with Fpxg and S. Since
e} = € (reflecting that S’s responses to encryption queries cannot depend
on the plaintext to be encrypted) and [} — €| = |[AdvE (k)| (by
definition), it follows that Z’s success in distinguishing Fpkg from P is
given by

AdvETEE T (k) ]P (zk —1|P, A) —-P(Z,—1]| prE,S)\

1 1
S G I REICRN R
1 |Advr0r—CCa(k) |
= 5‘6?—6?—1—65—6” = %.

It should be clear that our reduction applies, no matter if A is uniform or
not.

2. Let Z be an environment distinguishing Fpkg from protocol P. We now
describe the simulator Sgor in question. Encryption requests to Sgror are
answered by a P-encryption of some random plaintext r of the respective
length (as before, r is chosen anew upon each request). Decryption and
key generation requests are handled just as P would do. (Of course, key
generation requests by the environment are answered with the public key
only.)

Having said this, we can construct an adversary A attacking P in the ROR-
CCA game in the obvious way and the claimed equality follows. Note that
there is a small subtlety here: ROR-CCA adversaries are by definition
not allowed to request decryptions of ciphertexts already obtained by the
encryption facility. However, as the ciphertexts in question result from
explicit encryption requests, A can obtain the same answers Z would have
got in the setting of [Can0la] by feeding itself the respective arguments of
these encryption requests. As before, our transformation applies to both
uniform and non-uniform environments and adversaries.

O

Corollary 4.1 Suppose we are in the situation of Proposition 4.1. Then, in
the presence of non-adaptive adversaries, P securely realizes the functionality
Fpke with respect to U-environments if and only if P is secure in the sense of
ROR-CCA (interpreted in the public key sense) with respect to U-adversaries.



Corollary 4.2 Suppose we are in the situation of Proposition 4.1. Then, in
the presence of non-adaptive adversaries, P securely realizes the functionality
Fpke with respect to U-environments if and only if P is secure in the sense of
IND-CCA with respect to U-adversaries.

In the case of non-uniform environments and non-uniform IND-CCA adver-
saries, the above corollary is nothing else but [Can0Ola, Claim 15].

Remark 4.1 Observe that the reductions constructed in the proof of Propo-
sition 4.1 are “tight” with respect to both total running time and advantage
function, whereas there can be no “tight” reduction transforming Fpkg-distingu-
ishers to IND-CCA adversaries, since with respect to concrete reductions, IND-
CCA-security is weaker compared to security in the ROR-CCA sense [BDJRI7].
(In [BDJRY7], the notion of IND-CCA is called FTG-CCA; there, it is also
proven that FTG-CCA in turn is equivalent in some “tight” sense to SEM-CCA,
an adaption of semantic security with respect to chosen-ciphertext attacks.)

A remarkable feature of the framework of [Can0la] is the composability of func-
tionalities; thus it is now worthwhile to ask how we can utilize the ideal func-
tionality Fpkg. For this we consider the ideal functionality FysyvT explained
in [Can0la] (see also Appendix A). Again, we will only deal with non-adaptive
adversaries.

Lemma 4.1 [CanOla, Claim 16]. Let U € {uniform, non-uniform}. Assum-
ing ideally authenticated links, there exists a protocol o which securely realizes
Fum-smT in the Fpkg-hybrid model in the presence of non-adaptive adversaries.
More specifically, for every non-adaptive adversary A attacking o, there is a
simulator S such that for every U-environment Z = {2} we have

P(Z, — 1] o.fPKE7A) =P(Z, — 1| Fusur,S)
for every k.

Proof. This is shown in the proof of Claim 16 in [Can0Ola, Section 8.2.2];
this proof carries over to uniform environments. O

We can utilize the obtained results in order to make the security reductions
of [Can0la, Claim 16] more explicit and apply the composition theorem in the
uniform case:

Corollary 4.3 Let U € {uniform, non-uniform}. Assuming ideally authenti-
cated links, any public key encryption scheme P which is secure in the ROR-
CCA sense with respect to U-adversaries can be turned into a protocol o¥ se-
curely realizing Fy.smt with respect to U-environments in the presence of non-
adaptive adversaries.

In particular, there is a simulator S working in the Fyismr-ideal model,
such that every U-environment Z distinguishing Fy.smt from execution of the
composed protocol ¥ can be turned into a U-adversary A attacking P in the

ROR-CCA game. We then have

AV (k)] = AdvES™MT (k).



Proof. Of course, protocol o is the protocol mentioned in Lemma 4.1. We
construct a suitable simulator S emulating o© in the Fy.gmr-ideal model. So
let H be the simulator working in the Fpgg-hybrid model used in the proof
of the composition theorem of [Can0la], assuming composition of o and P and
simulation of P in the Fpkg-ideal model through Sror (the following discussion
also applies if we completely restrict ourselves to uniform environments). From
‘H, we construct S as mentioned in Lemma 4.1 and described in detail in the
proof of Claim 16 in [Can0la, Section 8.2.2].

Now say that, with respect to the simulator S just described, Z = {2} is a
U-environment distinguishing between o and the ideal functionality Fyismr-
Observe that the output distribution of Z when interacting with Fyigmr is
identical to the one resulting from interaction with ¢ and H in the Fpkg-
hybrid model. On the other hand, we know from Proposition 3.1, that there is
a U-environment Z% distinguishing Fpkg and Sgor from P and A, for which
we have

AdvireeD ()

SRrROR,Zp

P (20— 110", A) =P (2, — 1|07 3)]

‘P (zk 1] aP,A) ~P(Z 1] fM-SMTaS)’
_ Frsmr,of
—  Adviy (k).

(By construction of protocol o, the polynomial m(k) used in the proof of Propo-
sition 3.1 is the constant polynomial m(k) = 1.) The claimed equality then
follows with Proposition 4.1 by interpreting Z5 as a U-adversary attacking P
in the ROR-CCA sense. |

5. Conclusion

We have shown that, for a public key encryption scheme, being secure in the
ROR-CCA sense is in some “tight” sense equivalent to securely realizing Fpkg
when interpreted as a protocol. In view of the results of [BDJRI7], this means
specifically that securely realizing Fpkg is a slightly stronger (yet polynomially
equivalent) notion of security than indistinguishability with respect to chosen-
ciphertext attacks.

Our results hold both for uniform and non-uniform adversarial entities, and
in particular we have shown that the composition theorem of [Can0la] holds
even with respect to uniform environments with polynomial total running time,
thus enabling secure composition of protocols realizing Fpkg. Specifically, one
can use these results to justify the proposal in [Can0la] to “plug” any IND-CCA
secure encryption scheme into protocols expecting access to Fpxg. Further-
more, we have focused on concrete security reductions, thus allowing to speak
of concrete security levels while preserving an intuitive modeling using the ideal
functionality Fpkg.
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Note

After completing this manuscript, we learned from Ran Canetti, that in the
independent work [CKNO03a] also the equivalence between security in the sense
of realizing Fpkg and in the IND-CCA sense is shown, but the focus and nature
of the results obtained in [CKNO03a] are quite different: whereas we focus on
concrete security reductions for uniform and non-uniform settings, [CKNO03a]
investigates relaxed security notions that still preserve crucial security properties
of public key encryption.
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A. The functionalities Fpxr and FpyrsmT

For completeness, we describe the already mentioned ideal functionalities Fpkg
and Fysmt introduced in [CanOlal; indeed, in the following two boxes, we
simply reproduce the descriptions given in [Can0Ola).

Functionality Fpkg

Fpkg proceeds as follows, running with parties P, ..., P, and an ad-
versary S.

1. In the first activation, expect to receive a value (KeyGen,id) from
some party P;. Then, do:
(a) Hand (KeyGen,id) to the adversary.
(b) Receive a value e from the adversary, and hand e to P;.

2. Upon receiving a value (Encrypt,id,e’,m) from some party P;j,
proceed as follows:

(a) Hand (Encrypt,id,e’,|m|) to the adversary, where |m/| de-
notes the length of m. (If ¢/ # e or e is not yet defined then
hand also the entire value m to the adversary.)

(b) Receive a tag c from the adversary and hand ¢ to P;. In
addition, if ¢/ = e then store the pair (¢,m). (If the tag ¢
already appears in a previously stored pair then halt.)

3. Upon receiving a value (Decrypt,id,c) from P; (and P; only),
proceed as follows:
(a) If there is a pair (¢,m) stored in memory then hand m to P;.

(b) Otherwise, hand the value (Decrypt,id,c) to the adversary,
receive a value m from the adversary, and hand m to P;.

Functionality FyismT

Fum-smT proceeds as follows, running with parties Pp,..., P, and an
adversary S.

1. In the first activation, expect to receive a value (receiver,id)
from some party P;. Then, send (receiver,id,P;) to all parties
and the adversary. From now on, ignore all (receiver,id,P;)
values.

2. Upon receiving a value (send,id,m) from some party P;, send
(id, P;,m) to P; and (id, Pj,|m|) to the adversary.

B. Security in the ROR-CCA sense

For convenience, we also reproduce the criterion for security in the ROR-CCA
sense. A detailed definition can be found in [BDJR97]; here we give a formula-
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tion for the public key setting which is derived in a straightforward way from
the private key case.

Let P = (K,&,D) be a public key encryption scheme. Let b € {0,1} and
k € N. Formally, for (d,e) < K with public key e, we define the real-or-random
oracle & (RR(-,b)) to take input m and do the following: if b = 1 it computes
¢ «— E(m) and returns ¢; else it computes ¢ «— &.(r) where r £ {0,1}I™l (i.e.,
r is a random bitstring of the same length as m) and returns c¢. Let A be
an adversary that has access to the oracles E(RR(-,b)) and Dy(-). Now, we
consider the following experiment:

Experiment Exp?gjfca'b (k):
(d,e) — K(k)
b AERRC)DaC) () )

Return b

Above it is mandated that A never queries Dy(-) on a ciphertext ¢ output by
the E.(RR(-,b)) oracle. We define the advantage of the adversary via

Advp (k) == P(Exp}c”i‘fca'l(k) =1) - P(Exp‘ﬁjcca‘o(k) =1).

The scheme P is said to be ROR-CCA secure if the function Advp’;*%(-) is
negligible for any adversary A whose time complexity (including code size) is
polynomial in k.
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