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1: DRAM Background

2: Motivation
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4: CODIC 5: Applications of CODIC

1. CODIC substrate enables greater control over DRAM internal circuit timings CODIC can be used in many applications:
2. CODIC is an efficient and low-cost way to enable new functionalities and optimizations in DRAM o Security L

3. CODIC controls four key signals that orchestrate DRAM internal circuit timings e Custom Optimizations
e Accurate DRAM Characterization

e Processing-In-Memory (PIM)
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We demonstrate and evaluate two CODIC variants:

CODIC-si CODIC-det We use CODIC to design two new applications in the security domain:
= CODIC-sig generates digital signatures that depend on =CODIC-det generates deterministic values .. C e
process variation “Key idea: Activate FESIXY and [0 with a delay Application 1: PUF Application 2: Cold Boot Attacks

between them
sMechanism:

*Capacitoris set to
*Raise the wordline T

To generate 0, raise 1) B2ty | 2) EoEE
*To generate 1, raise 1) o001 , 2) Bt

"Result: CODIC-det generates a value

= Kev idea: Amplify a DRAM cell that we set to the
precharge voltage (V4q/2)

* Mechanism:
1) Capacitor is set to
2)Raise the wordline signal (JZE)
3)Raise the precharge signal (JEIR)

» A cold boot attack is a physical attack on
DRAM that involves hot-swapping a DRAM
chip and reading out the contents of the
DRAM chip on another system

» The attacker first disables the power and
then transfers the DRAM to another system

» Cold boot attacks are possible because the

" CODIC-sig can generate signature values in
DRAM that can be used as a Physical
Unclonable Function (PUF)

= Signatures are unique to a device due to the
unique physical variations of the device
= Typically used to authenticate or identify a device

= Result: the final value of the cell is the
(Vaa/2)

. Value = V bitli " Characteristics of CODIC-sig PUF: data stored in DRAM is not immediately lost
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stolen
= This data retention effect can be even more
significant at low temperatures

V.

i.e., changing the temperature does not influence
much the repeatability of the PUF responses

4) CODIG-sig responses do not depend on the
content of DRAM

Value - Vdd/Z

Observation: It is possible to protect from
cold boot attacks by deleting the entire
memory content during DRAM power-on

6: Experimental Setup

» Evaluation of 72 real DDR3L (low power)
DRAM chips and 64 real DDR3 DRAM chips
» SoftMC FPGA-based infrastructure

Key Idea: A low cost in-DRAM mechanism
based on CODIC that destroys all DRAM
content during DRAM power-on
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7: PUF Evaluation 8: Cold Boot Attack Evaluation

DDR3L (72 chips)

9: Future Work and Conclusion

Future Research Directions
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CODIC has no performance and power overhead at runtime
CODIC has no processor area overhead, and 1.1% DRAM overhead

« CODIC Can enable new DRAM functionalities, and
reliability, performance, and energy optimizations
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