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DRAM	Cell	Leakage
Each	cell	encodes	information	in	leaky capacitors

wordline

capacitor

access
transistor

bitline

Stored	data	is	corrupted if	too	much	charge	leaks	
(i.e.,	the	capacitor	voltage	degrades	too	much)

charge
leakage
paths

[Patel+, ISCA’17]
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Cell-to-Cell	Variation

Ca
pa
cit
or
	vo
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ge
	(V
dd
) 100%

0%

Vmin

time
REF REFREF

Different	RowHammer
vulnerabilities

Some	cells	are	more	vulnerable	due	to	process	variation
RowHammer Attack:
Accesses	to	nearby	row

5

The	RowHammer Vulnerability

Row	0
Row	1
Row	2
Row	3
Row	4

Repeatedly	opening (activating)	and	closing (precharging)	
a	DRAM	row	causes	RowHammer bit	3lips in	nearby	cells

Row	2open
Row	1

Row	3
Row	2closed Row	2open
Row	1

Row	3

Row	0

Row	4

Victim	Row

Victim	Row

Victim	Row

Victim	Row

Aggressor	RowRow	2open Row	2closed

DRAM Chip

Revisiting RowHammer: An Experimental Analysis  
of Modern DRAM Devices and Mitigation Techniques  

Jeremie Kim1,2, Minesh Patel1, A. Giray Yağlıkçı1,  
Hasan Hassan1, Roknoddin Azizi1, Lois Orosa1, and Onur Mutlu1,2

6: Characterization Results

7: Evaluation of Mitigation Mechanisms

5: Experimental Methodology

2: The RowHammer Phenomenon

3: Motivation

4: Our Goal
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1: DRAM Background

8: Future Work and Conclusion

1.  Experimentally demonstrate how vulnerable modern DRAM chips 
are to RowHammer and predict how this vulnerability will scale 
going forward 

2.  Examine the viability of current mitigation mechanisms on more 
vulnerable chips

• Denser DRAM chips are more vulnerable to RowHammer 
• No comprehensive experimental study demonstrating how 

vulnerability scales across DRAM types and tech node sizes 
• Unclear whether current mitigation mechanisms will remain 

viable for future DRAM chips that are likely to be more vulnerable to 
RowHammer 

1580 total chips tested from 300 modules

Experimental Testing Infrastructures 
1. DDR3: SoftMC [Hassan+, HPCA’17]  

               (Xilinx ML605)  
2. DDR4: SoftMC [Hassan+, HPCA’17]  

               (Xilinx Virtex UltraScale 95) 
3. LPDDR4: In-house testing hardware

1. Prevent sources of interference during core test loop 
 We disable:  

   DRAM refresh: to avoid refreshing victim row 
   DRAM calibration events: to minimize variation in test timing 
   RowHammer mitigation mechanisms: to observe circuit-level effects  

Test for less than refresh window (32ms) to avoid retention failures 
2. Worst-case access sequence 
- We use worst-case access sequence based on prior works’ observations 
- For each row, repeatedly access the two directly physically-adjacent rows 

as fast as possible 

Row 0
Row 1
Row 2

RowRow X-1 Aggressor Row

Row X+1 Aggressor Row
Row X Victim Row

Conclusion: It is critical to research more effective 
solutions to RowHammer for future DRAM chips that 
will likely be even more vulnerable to RowHammer

Future Research Directions 
1. DRAM-system cooperation 
- A DRAM-based or system-level mechanism alone 

ignores potential benefits of a holistic solution 
2.    Profile-guided 
- Accurately profiling RowHammer-susceptible cells in 

DRAM provides a powerful substrate for building 
targeted RowHammer solutions e.g.:  

    -   Increasing refresh rate: increase refresh rate for 
rows with RowHammer-susceptible cell 

    -   Access counters: only count accesses to rows 
containing RowHammer-susceptible cells 

- A fast and accurate profiling mechanism is a key 
research challenge for developing low-overhead and 
scalable RowHammer solutions

D
R

A
M

 B
an

k

Row 1

Row 2

Row 3

Stored data is corrupted if too much charge leaks  
(i.e., the capacitor voltage degrades too much) 

DRAM cells are refreshed periodically to maintain data correctness

Access

Repeatedly opening (ACT) and closing (PRE)  
a DRAM row causes failures in nearby rows

If a nearby row is 
activated enough 
times within a 
refresh window, 
the charge 
leakage rate can 
be accelerated to 
the point of 
failure. Some 
cells require more 
hammers to fail.

RowHammer bit flip

Increased Refresh Rate: Substantial overhead for high HCfirst values. Prohibitively high refresh rates required for HCfirst < 32k.
PARA: Scales to low HCfirst values, but significantly high performance overheads (e.g., 80% performance loss when HCfirst = 128).

ProHIT MRLoc: Models for scaling ProHIT and MRLoc for HCfirst < 2k are not provided and how to do so is not intuitive. 

TWiCe: Does not support HCfirst < 32k, but we evaluate an ideal version ignoring two critical issues. Ideal performs better than PARA. 
Ideal: ideal refresh-based mechanism provides reasonably high normalized system performance across all tested HCfirst values.

Key Takeaways 
1. PARA, ProHIT, and MRLoc mitigate 
RowHammer bit flips in worst chips with 
reasonable performance (92%, 100%, 100%) 

2. Only PARA scales to low HCfirst but has 
low normalized system performance 

3. Ideal mechanism is significantly better  
than existing mechanisms for HCfirst < 1024 

4. Significant opportunity for developing a 
scalable and low overhead solution 

HCfirst

f) First RowHammer Failure per Chip 
• In a DRAM type, HCfirst reduces significantly from old to new 

chips, i.e., DDR3: 69.2k to 22.4k, DDR4: 17.5k to 10k, 
LPDDR4: 16.8k to 4.8k 

• In LPDDR4-1y chips from manufacturer A, there are chips 
whose weakest cells fail after only 4800 hammers 

a) RowHammer Vulnerability 
• Newer DRAM chips are more vulnerable to RowHammer 
b) Data Pattern Dependence 
• Worst-case data pattern is same for chips of same mfg. and type-node config. 
c) Hammer Count Effects 
• RowHammer bit flip rates increase with technology node generation 

e) Spatial Effects  
• The number of RowHammer bit flips that occur in 

a given row decreases as the distance from the 
victim row (row 0) increases  

• Chips of newer DRAM technology nodes can 
exhibit RowHammer bit flips 1) in more rows and 
2) farther away from the victim row  

d) Hammer Count Effects 
• The distribution of RowHammer bit flip density per word changes in LPDDR4 

chips from other DRAM types likely due to on-die ECC 
• At a bit flip rate of 10-6, a 64-bit word can contain up to 4 bit flips. Even at this 

very low bit flip rate, a very strong ECC is required to prevent failures

https://www.youtube.com/watch?
v=Lqxc4_ToMUw

https://people.inf.ethz.ch/omutlu/pub/
Revisiting-RowHammer_isca20.pdf

Full Paper Full Talk Video
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storage density and reduce technology node size for future
chip designs. To achieve this goal, we perform a rigorous
experimental characterization study of DRAM chips from
three di�erent DRAM types (i.e., DDR3, DDR4, and LPDDR4),
three major DRAM manufacturers, and at least two di�erent
process technology nodes from each DRAM type. We show
how di�erent chips from di�erent DRAM types and technol-
ogy nodes (abbreviated as “type-node” con�gurations) have
varying levels of vulnerability to RowHammer. We compare
the chips’ vulnerabilities against each other and project how
they will likely scale when reducing the technology node
size even further (Section 5). Finally, we study how e�ec-
tive existing RowHammer mitigation mechanisms will be,
based on our observed and projected experimental data on
the RowHammer vulnerability (Section 6).
4. Experimental Methodology
We describe our methodology for characterizing DRAM

chips for RowHammer.
4.1. Testing Infrastructure

In order to characterize the e�ects of RowHammer across
a broad range of modern DRAM chips, we experimentally
study DDR3, DDR4, and LPDDR4 DRAM chips across a
wide range of testing conditions. To achieve this, we use
two di�erent testing infrastructures: (1) the SoftMC frame-
work [40, 106] capable of testing DDR3 and DDR4 DRAM
modules in a temperature-controlled chamber and (2) an in-
house temperature-controlled testing chamber capable of
testing LPDDR4 DRAM chips.
SoftMC. Figure 3 shows our SoftMC setup for testing

DDR4 chips. In this setup, we use an FPGA board with a
Xilinx Virtex UltraScale 95 FPGA [132], two DDR4 SODIMM
slots, and a PCIe interface. To open up space around the
DDR4 chips for temperature control, we use a vertical DDR4
SODIMM riser board to plug a DDR4 module into the FPGA
board. We heat the DDR4 chips to a target temperature using
silicone rubber heaters pressed to both sides of the DDR4
module. We control the temperature using a thermocouple,
which we place between the rubber heaters and the DDR4
chips, and a temperature controller. To enable fast data trans-
fer between the FPGA and a host machine, we connect the
FPGA to the host machine using PCIe via a 30 cm PCIe ex-
tender. We use the host machine to program the SoftMC
hardware and collect the test results. Our SoftMC setup for
testing DDR3 chips is similar but uses a Xilinx ML605 FPGA
board [131]. Both infrastructures provide �ne-grained con-
trol over the types and timings of DRAM commands sent to
the chips under test and provide precise temperature control
at typical operating conditions.

Figure 3: Our SoftMC infrastructure [40, 106] for testing
DDR4 DRAM chips.

LPDDR4 Infrastructure. Our LPDDR4 DRAM testing
infrastructure uses industry-developed in-house testing hard-
ware for package-on-package LPDDR4 chips. The LPDDR4
testing infrastructure is further equipped with cooling and

heating capabilities that also provide us with precise temper-
ature control at typical operating conditions.
4.2. Characterized DRAM Chips
Table 1 summarizes the DRAM chips that we test using

both infrastructures. We have chips from all of the three
major DRAMmanufacturers spanning DDR3, DDR4, and two
known technology nodes of LPDDR4. We refer to the DRAM
type (e.g., LPDDR4) and technology node of a DRAM chip
as a DRAM type-node con�guration (e.g., LPDDR4-1x). For
DRAM chips whose technology node we do not exactly know,
we identify their node as old or new.

Table 1: Summary of DRAM chips tested.

DRAM Number of Chips (Modules) Tested
type-node Mfr. A Mfr. B Mfr. C Total
DDR3-old 56 (10) 88 (11) 28 (7) 172 (28)
DDR3-new 80 (10) 52 (9) 104 (13) 236 (32)
DDR4-old 112 (16) 24 (3) 128 (18) 264 (37)
DDR4-new 264 (43) 16 (2) 108 (28) 388 (73)
LPDDR4-1x 12 (3) 180 (45) N/A 192 (48)
LPDDR4-1y 184 (46) N/A 144 (36) 328 (82)

DDR3 and DDR4. Among our tested DDR3 modules, we
identify two distinct batches of chips based on their manu-
facturing date, datasheet publication date, purchase date, and
RowHammer characteristics. We categorize DDR3 devices
with a manufacturing date earlier than 2014 as DDR3-old
chips, and devices with a manufacturing date including and
after 2014 as DDR3-new chips. Using the same set of proper-
ties, we identify two distinct batches of devices among the
DDR4 devices. We categorize DDR4 devices with a manu-
facturing date before 2018 or a datasheet publication date of
2015 as DDR4-old chips and devices with a manufacturing
date including and after 2018 or a datasheet publication date
of 2016 or 2017 as DDR4-new chips. Based on our observa-
tions on RowHammer characteristics from these chips, we
expect that DDR3-old/DDR4-old chips are manufactured at
an older date with an older process technology compared to
DDR3-new/DDR4-new chips, respectively. This enables us
to directly study the e�ects of shrinking process technology
node sizes in DDR3 and DDR4 DRAM chips.
LPDDR4. For our LPDDR4 chips, we have two known

distinct generations manufactured with di�erent technology
node sizes, 1x-nm and 1y-nm, where 1y-nm is smaller than
1x-nm. Unfortunately, we are missing data from some genera-
tions of DRAM from speci�c manufacturers (i.e., LPDDR4-1x
from manufacturer C and LPDDR4-1y from manufacturer B)
since we did not have access to chips of these manufacturer-
technology node combinations due to con�dentiality issues.
Note that while we know the external technology node val-
ues for the chips we characterize (e.g., 1x-nm, 1y-nm), these
values are not standardized across di�erent DRAM manufac-
turers and the actual values are con�dential. This means that
a 1x chip from one manufacturer is not necessarily manufac-
tured with the same process technology node as a 1x chip
from another manufacturer. However, since we do know rela-
tive process node sizes of chips from the same manufacturer,
we can directly observe how technology node size a�ects
RowHammer on LPDDR4 DRAM chips.
4.3. E�ectively Characterizing RowHammer

In order to characterize RowHammer e�ects on our DRAM
chips at the circuit-level, we want to test our chips at the
worst-case RowHammer conditions. We identify two condi-
tions that our tests must satisfy to e�ectively characterize
RowHammer at the circuit level: our testing routines must
both: 1) run without interference (e.g., without DRAM refresh
or RowHammer mitigation mechanisms) and 2) systemati-
cally test each DRAM row’s vulnerability to RowHammer

4
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Newer chips from a given DRAM manufacturer 
more vulnerable to RowHammer

Mfr. A Mfr. B Mfr. C
H

am
m

er
 C

ou
nt

 n
ee

de
d


 fo
r t

he
 fi

rs
t b

it 
fli

p 
(H

C
fir

st
)

N
o 

Bi
t F

lip
s

N
o 

Bi
t F

lip
s

DD
R3

-o
ld

DD
R3

-n
ew

DD
R4

-o
ld

DD
R4

-n
ew

LP
DD

R4
-1

x
LP

DD
R4

-1
y

DD
R3

-o
ld

DD
R3

-n
ew

DD
R4

-o
ld

DD
R4

-n
ew

DD
R3

-o
ld

DD
R3

-n
ew

DD
R4

-o
ld

DD
R4

-n
ew

LP
DD

R4
-1

x

LP
DD

R4
-1

y0K

20K

40K

60K

80K

100K

120K
Mfr. A Mfr. B Mfr. C

H
am

m
er

 C
ou

nt
 n

ee
de

d

 fo

r t
he

 fi
rs

t b
it 

fli
p 

(H
C

fir
st

)

N
o 

Bi
t F

lip
s

N
o 

Bi
t F

lip
s

DD
R3

-o
ld

DD
R3

-n
ew

DD
R4

-o
ld

DD
R4

-n
ew

LP
DD

R4
-1

x
LP

DD
R4

-1
y

DD
R3

-o
ld

DD
R3

-n
ew

DD
R4

-o
ld

DD
R4

-n
ew

DD
R3

-o
ld

DD
R3

-n
ew

DD
R4

-o
ld

DD
R4

-n
ew

LP
DD

R4
-1

x

LP
DD

R4
-1

y0K

20K

40K

60K

80K

100K

120K
Mfr. A Mfr. B Mfr. C

H
am

m
er

 C
ou

nt
 n

ee
de

d

 fo

r t
he

 fi
rs

t b
it 

fli
p 

(H
C

fir
st

)

N
o 

Bi
t F

lip
s

N
o 

Bi
t F

lip
s

DD
R3

-o
ld

DD
R3

-n
ew

DD
R4

-o
ld

DD
R4

-n
ew

LP
DD

R4
-1

x
LP

DD
R4

-1
y

DD
R3

-o
ld

DD
R3

-n
ew

DD
R4

-o
ld

DD
R4

-n
ew

DD
R3

-o
ld

DD
R3

-n
ew

DD
R4

-o
ld

DD
R4

-n
ew

LP
DD

R4
-1

x

LP
DD

R4
-1

y0K

20K

40K

60K

80K

100K

120K

34

5.	First	RowHammer Bit	Flips	per	Chip

Newer chips from a given DRAM manufacturer 
more vulnerable to RowHammer

Mfr. A Mfr. B Mfr. C
H

am
m

er
 C

ou
nt

 n
ee

de
d


 fo
r t

he
 fi

rs
t b

it 
fli

p 
(H

C
fir

st
)

N
o 

Bi
t F

lip
s

N
o 

Bi
t F

lip
s

DD
R3

-o
ld

DD
R3

-n
ew

DD
R4

-o
ld

DD
R4

-n
ew

LP
DD

R4
-1

x
LP

DD
R4

-1
y

DD
R3

-o
ld

DD
R3

-n
ew

DD
R4

-o
ld

DD
R4

-n
ew

DD
R3

-o
ld

DD
R3

-n
ew

DD
R4

-o
ld

DD
R4

-n
ew

LP
DD

R4
-1

x

LP
DD

R4
-1

y0K

20K

40K

60K

80K

100K

120K
Mfr. A Mfr. B Mfr. C

H
am

m
er

 C
ou

nt
 n

ee
de

d

 fo

r t
he

 fi
rs

t b
it 

fli
p 

(H
C

fir
st

)

N
o 

Bi
t F

lip
s

N
o 

Bi
t F

lip
s

DD
R3

-o
ld

DD
R3

-n
ew

DD
R4

-o
ld

DD
R4

-n
ew

LP
DD

R4
-1

x
LP

DD
R4

-1
y

DD
R3

-o
ld

DD
R3

-n
ew

DD
R4

-o
ld

DD
R4

-n
ew

DD
R3

-o
ld

DD
R3

-n
ew

DD
R4

-o
ld

DD
R4

-n
ew

LP
DD

R4
-1

x

LP
DD

R4
-1

y0K

20K

40K

60K

80K

100K

120K
Mfr. A Mfr. B Mfr. C

H
am

m
er

 C
ou

nt
 n

ee
de

d

 fo

r t
he

 fi
rs

t b
it 

fli
p 

(H
C

fir
st

)

N
o 

Bi
t F

lip
s

N
o 

Bi
t F

lip
s

DD
R3

-o
ld

DD
R3

-n
ew

DD
R4

-o
ld

DD
R4

-n
ew

LP
DD

R4
-1

x
LP

DD
R4

-1
y

DD
R3

-o
ld

DD
R3

-n
ew

DD
R4

-o
ld

DD
R4

-n
ew

DD
R3

-o
ld

DD
R3

-n
ew

DD
R4

-o
ld

DD
R4

-n
ew

LP
DD

R4
-1

x

LP
DD

R4
-1

y0K

20K

40K

60K

80K

100K

120K

34

5.	First	RowHammer Bit	Flips	per	Chip

Newer chips from a given DRAM manufacturer 
more vulnerable to RowHammer

Mfr. A Mfr. B Mfr. C

H
am

m
er

 C
ou

nt
 n

ee
de

d

 fo

r t
he

 fi
rs

t b
it 

fli
p 

(H
C

fir
st

)

N
o 

Bi
t F

lip
s

N
o 

Bi
t F

lip
s

DD
R3

-o
ld

DD
R3

-n
ew

DD
R4

-o
ld

DD
R4

-n
ew

LP
DD

R4
-1

x
LP

DD
R4

-1
y

DD
R3

-o
ld

DD
R3

-n
ew

DD
R4

-o
ld

DD
R4

-n
ew

DD
R3

-o
ld

DD
R3

-n
ew

DD
R4

-o
ld

DD
R4

-n
ew

LP
DD

R4
-1

x

LP
DD

R4
-1

y0K

20K

40K

60K

80K

100K

120K
Mfr. A Mfr. B Mfr. C

H
am

m
er

 C
ou

nt
 n

ee
de

d

 fo

r t
he

 fi
rs

t b
it 

fli
p 

(H
C

fir
st

)

N
o 

Bi
t F

lip
s

N
o 

Bi
t F

lip
s

DD
R3

-o
ld

DD
R3

-n
ew

DD
R4

-o
ld

DD
R4

-n
ew

LP
DD

R4
-1

x
LP

DD
R4

-1
y

DD
R3

-o
ld

DD
R3

-n
ew

DD
R4

-o
ld

DD
R4

-n
ew

DD
R3

-o
ld

DD
R3

-n
ew

DD
R4

-o
ld

DD
R4

-n
ew

LP
DD

R4
-1

x

LP
DD

R4
-1

y0K

20K

40K

60K

80K

100K

120K
Mfr. A Mfr. B Mfr. C

H
am

m
er

 C
ou

nt
 n

ee
de

d

 fo

r t
he

 fi
rs

t b
it 

fli
p 

(H
C

fir
st

)

N
o 

Bi
t F

lip
s

N
o 

Bi
t F

lip
s

DD
R3

-o
ld

DD
R3

-n
ew

DD
R4

-o
ld

DD
R4

-n
ew

LP
DD

R4
-1

x
LP

DD
R4

-1
y

DD
R3

-o
ld

DD
R3

-n
ew

DD
R4

-o
ld

DD
R4

-n
ew

DD
R3

-o
ld

DD
R3

-n
ew

DD
R4

-o
ld

DD
R4

-n
ew

LP
DD

R4
-1

x

LP
DD

R4
-1

y0K

20K

40K

60K

80K

100K

120K

28

DDR3-new
DDR4-old

LPDDR4-1x

Mfr. A Mfr. B Mfr. C

Fr
ac

tio
n 

of
 R

ow
H

am
m

er
 b

it 
fli

ps



w
ith

 d
is

ta
nc

e 
X 

fro
m

 th
e 

vi
ct

im
 ro

w

Distance from the victim row (row 0)

0.0
0.2
0.4
0.6
0.8
1.0

-6 -4 -2 0 2 4 6 -6 -4 -2 0 2 4 6 -6 -4 -2 0 2 4 6

Not Enough 
Bit Flips

LPDDR4-1y
DDR4-new

Not Enough  
Data

No Chips

No Chips

0.0
0.2
0.4
0.6
0.8
1.0

0.0
0.2
0.4
0.6
0.8
1.0

0.0
0.2
0.4
0.6
0.8
1.0

0.0
0.2
0.4
0.6
0.8
1.0

4.	Spatial	Effects:	Row	Distance
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Chips	of	newer	DRAM	technology	nodes	can	exhibit	RowHammer
bit	=lips	1)	in	more	rows	and	2)	farther	away	from	the	victim	row.	

We	normalize	data	by	inducing	a	bit	=lip	rate	of	10-6 in	each	chip

30

4.	Spatial	Distribution	of	Bit	Flips
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Q.	How	are	RowHammer bit	2lips	spatially	distributed	across	a	chip?
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The	distribution	of	RowHammer bit	Blip	density	per	word	
changes	signi;icantly	in	LPDDR4	chips	from	other	DRAM	types

Representa7ve of DDR3/DDR4 chip Representa7ve of LPDDR4 chip

We	normalize	data	by	inducing	a	bit	=lip	rate	of	10-6 in	each	chip

At	a	bit	Blip	rate	of	10-6,	a	64-bit	word	can	contain	up	to	4	bit	;lips.
Even	at	this	very	low	bit	Blip	rate,	a	very	strong	ECC is	required
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Mitigation	Mechanism	Evaluation

https://www.youtube.com/watch?v=Lqxc4_ToMUw
https://www.youtube.com/watch?v=Lqxc4_ToMUw
https://people.inf.ethz.ch/omutlu/pub/Revisiting-RowHammer_isca20.pdf
https://people.inf.ethz.ch/omutlu/pub/Revisiting-RowHammer_isca20.pdf

