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DRAM	Organization	and	Operation
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The	RowHammer Vulnerability
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Low	Voltage

A	Closer	Look	into	RowHammer
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Executive	Summary
Motivation:
• Repeatedly	toggling	a	DRAM	row’s	wordline voltage	causes	bit	flips	in	nearby	rows	
• This	vulnerability,	RowHammer,	worsens	in	denser	DRAM	chips
• Understanding	RowHammer	enables	designing	effective	and	efficient	solutions

Problem:	No	study demonstrates	how	wordline voltage	(VPP)	affects	RowHammer
Goal: Experimentally	understand	how	VPP	affects	RowHammer	and DRAM	operation	
Experimental	study: 272	DRAM	chips	from	three	major	DRAM	manufacturers

VPP’s	effect	on	RowHammer: Six	observations	show	that	with	reduced	VPP,
• Bit	error	rate caused	by	a	RowHammer	attack	reduces	by	15.2%	(66.9%	max)
• A	row	needs	to	be	activated	7.4%	more	times	(85.8%	max) to	induce	the	first	bit	flip

VPP’s	effect	on	DRAM	operation: Nine	observations	show	that	with	reduced	VPP,
• 208	out	of	272	tested	DRAM	chips	reliably	operate	using	nominal	timing	parameters
• Erroneous	DRAM	chips	can	reliably	operate	with
• A	longer	row	activation	latency,	i.e.,	24ns/15ns	for	48/16	chips,	
• Single-error-correcting	codes	or	2x	the	refresh	rate	only	for	16.4%	of	rows

Conclusion:	Reducing	wordline voltage	can	reduce	RowHammer	vulnerability				
without significantly	affecting	reliable	DRAM	operation
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Motivation

• Defenses	are	becoming	prohibitively	expensive	[Kim	et	al.,	ISCA’20]

• A	deeper	understanding	is	needed	[Orosa and	Yaglikci et	al.,	MICRO’21]

• Prior	works	investigate	how	RowHammer	changes	across
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Minimum	Activation	Count	to	Observe	a	Bit	Flip	[Kim+,	ISCA’20]
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Technology
Scaling

Repeatedly	toggling	wordline voltage	causes	RowHammer
No	rigorous	experimental	study	demonstrates	how	the	magnitude	

of	wordline voltage affects	the	RowHammer	vulnerability	of	real	DRAM	chips

[Kim	et	al.,	ISCA’20] [Orosa and	Yaglikci et	al.,	MICRO’21]
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Our	Hypothesis

Reducing	wordline voltage
can	reduce	RowHammer	vulnerability	

without significantly	affecting	reliable	DRAM	operation
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Our	Goal

Understand	how	the	wordline voltage	(VPP) affects
RowHammer	vulnerability

and	reliable	DRAM	operation	on	real	DRAM	chips
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DRAM	Testing	Infrastructure
FPGA-based	SoftMC (Xilinx	Virtex UltraScale+	XCU200)

Fine-grained	control	over	DRAM	commands,	
timing	parameters	(±1.5ns),	temperature	(±0.1°C	),

andwordline voltage	(±1mV)
*Hassan	et	al.,	"SoftMC:	A	Flexible	and	Practical	Open-Source	Infrastructure	for	Enabling	Experimental	
DRAM	Studies,"	in	HPCA,	2017.	[Available	on	GitHub:	https://github.com/CMU-SAFARI/SoftMC]

*

https://people.inf.ethz.ch/omutlu/pub/softMC_hpca17.pdf
https://github.com/CMU-SAFARI/SoftMC
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DRAM	Testing	Methodology

To	characterize	our	DRAM	chips	at	worst-case conditions:

1. Prevent	sources	of	interference	during	core	test	loop
- No	DRAM	refresh:	to	avoid	refreshing	victim	row

- No	DRAM	calibration	events:	to	minimize	variation	in	test	timing

- No	RowHammer	mitigation	mechanisms:	to	observe	circuit-level	effects	

- Test	for	less	than	a	refresh	window	(32ms)	to	avoid	retention	failures

- Repeat tests for	ten	times

2. Worst-case	access	sequence
- We	use	worst-case access	sequence	based	on	prior	works’	observations

- For	each	row,	repeatedly	access	the	two	physically-adjacent	rows	
as	fast	as	possible	
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Mfr. #	DIMMs #	Chips Density Die Org. Date

A	(Micron)

1
4
3
2

8
64
24
16

4Gb
8Gb
4Gb
4Gb

-
B
F
-

x8
x4
x8
x8

48-16
11-19
07-21

B	(Samsung)

2
1
3
1
1
2

16
8
24
8
8
16

8Gb
8Gb
8Gb
4Gb
4Gb
8Gb

B
C
D
E
F

x8
x8
x8
x8
x8
x8

52-20
19-19
10-21
08-17
02-21

C	(SK	Hynix)

2
3
2
3

16
24
16
24

16Gb
4Gb
4Gb
8Gb

A
B
C
D

x8
x8
x8
x8

51-20
02-21

48-20

DRAM	Chips	Tested
272	DDR4	DRAM	Chips

3	Major	Manufacturers
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More	Details	in	the	Paper
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3	Major	ManufacturersFull	paper	on	arXiv:	https://arxiv.org/abs/2206.09999

https://arxiv.org/abs/2206.09999
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Key	Takeaway	from	RowHammer	Analysis

Reducing	wordline voltage	reduces	RowHammer	vulnerability
• 15.2% (66.9%	max)	fewer	bit	flips	occur
• Activation	count	at	which	the	first	bit	flip	occurs	increases by	7.4% (85.8%	max)

Takeaway	1
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Wordline Voltage:	VPP	(V)

Wordline Voltage’s	Effect	on	RowHammer
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Wordline Voltage:	VPP	(V)

Wordline Voltage’s	Effect	on	RowHammer
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Wordline Voltage:	VPP	(V)
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Wordline Voltage:	VPP	(V)
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Wordline Voltage’s	Effect	on	RowHammer

OBSERVATION	5

For	a	small	fraction	of	rows	(14.2%),	the	first	bit	flip	occurs	
at	a	smaller	activation	count	as	wordline voltage	reduces
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Wordline Voltage:	VPP	(V)
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Also in	the	Paper
Wordline voltage’s	effect	on	RowHammer	vulnerability	
varies	across	different	DRAM	rows	and	manufacturers

OBSERVATION	3

Change	in	bit	error	rate	
varies	across	different	DRAM	rows	and	manufacturers

OBSERVATION	6

Change	in	the	activation	count	at	which	the	first	bit	flip	occurs	
varies	across	different	DRAM	rows	and	manufacturers
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Also in	the	Paper

OBSERVATION	6

HCfirst increase	with	reduced	wordline voltage	varies	
across	different	DRAM	rows	and	manufacturers

OBSERVATION	3

BER reduction	with	reduced	wordline voltage	varies	
across	different	DRAM	rows	and	manufacturers

Wordline voltage’s	effect	on	RowHammer	vulnerability	varies	
across	different	DRAM	rows	and	manufacturers

Full	paper	on	arXiv:	https://arxiv.org/abs/2206.09999

https://arxiv.org/abs/2206.09999
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Key	Takeaway	from	RowHammer	Analysis

Reducing	wordline voltage	reduces	RowHammer	vulnerability
• 15.2% (66.9%	max)	fewer	bit	flips	occur
• Activation	count	at	which	the	first	bit	flip	occurs	increases by	7.4% (85.8%	max)

Takeaway	1
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Our	Hypothesis

Reducing	wordline voltage
can	reduce	RowHammer	vulnerability	

without significantly	affecting	reliable	DRAM	operation
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Key	Takeaways	from	DRAM	Operation	Analysis

208/272 tested	DRAM	chips	reliably	operate using	nominal	timing	parameters	
due	to	the	built-in	safety	margins	(guardbands)

64/272 tested	DRAM	chips	can	reliably	operate	
with	longer	row	activation	latency	(24ns/15ns	for	48/16	chips)

Takeaway	2

216/272	tested	DRAM	chips	reliably	operate	using	nominal	refresh	rate
due	to	the	built-in	safety	margins	(guardbands)

56/272 tested	DRAM	chips	can	reliably	operate	
using	single-error-correction	ECC	or 2x	the	refresh	rate	for	only 16.4%	of	rows

Takeaway	3
216/272	tested	DRAM	chips	reliably	operate	using	nominal	refresh	rate

due	to	the	built-in	safety	margins	(guardbands)

56/272 tested	DRAM	chips	can	reliably	operate	
using	single-error-correction	ECC	or 2x	the	refresh	rate	for	only 16.4%	of	rows

Takeaway	3
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Wordline Voltage:	VPP	(V)
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Wordline Voltage:	VPP	(V)
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Wordline Voltage:	VPP	(V)

Wordline Voltage’s	Effect	on	Row	Activation	Latency
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SPICE	Simulation	Methodology

•Insights	into	wordline voltage’s	affect	on	DRAM	operation

•22	nm	transistor	model	

•Monte-Carlo	analysis	with	5%	variation	and	10K	iterations

Chang	et	al.,	"Understanding	Reduced-Voltage	Operation	in	Modern	DRAM	Devices:	Experimental	
Characterization,	Analysis,	and	Mechanisms," SIGMETRICS,	2018.	[SPICE	Model	on	GitHub]

https://people.inf.ethz.ch/omutlu/pub/Voltron-reduced-voltage-DRAM-sigmetrics17-paper.pdf
https://github.com/CMU-SAFARI/DRAM-Voltage-Study
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A	Closer	Look	into	Row	Activation	Latency

•Row	activation	completes	when	the	bitline voltage	reaches	a	threshold	(VTH)
•Reducedwordline voltage	leads	to	a	weaker	channel in	the	access	transistor

Bitline voltage	takes	longer	to	reach	VTH

Ca
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Bitline

Wordline
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channel

OBSERVATION	8

Row	activation	latency increases
with	reduced	wordline voltage

Reducing
Wordline
Voltage
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Variation	in	Row	Activation	Latency

When	wordline voltage	is	reduced	from	2.5V	to	1.9V:	
- The	worst-case	row	activation	latency	is	still	lower	than	nominal	value
- The	guardband reduces	from	4.4% to	1.5%
as	the	worst-case	latency	increases	from	12.9ns to	13.3ns

The	SPICE	simulation	results	are	not	identicalwith	real	chip	observations	
because	the	SPICE	model	cannot	simulate	a	real	DRAM	chip’s	exact	behavior	

without	proprietary design	and	manufacturing	information	

Worst	case	tRCDminwhen	VPP	=	2.5V

Nominal	row	activation	latency

Worst	case	tRCDminwhen	VPP	=	1.9V

OBSERVATION	9

SPICE	simulation	results	agree	with	our	observations
based	on	experiments	on	real	chips
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Also in	the	Paper

Wordline voltage’s	effect	on	DRAM	charge	restoration process

OBSERVATION	10

A	DRAM	cell’s	capacitor	voltage	can saturate
at	a lower	voltage	levelwhen	wordline voltage	is	reduced	

OBSERVATION	11

A	DRAM	cell’s	charge	restoration	latency	(tRASmin)	
can increasewith	reduced	wordline voltage
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Also in	the	Paper

Wordline voltage’s	effect	on	DRAM	charge	restoration process

OBSERVATION	10

A	DRAM	cell’s	capacitor	voltage	can saturate
at	a lower	voltage	levelwhen	wordline voltage	is	reduced	

OBSERVATION	11

A	DRAM	cell’s	charge	restoration	latency	(tRASmin)	
can increasewith	reduced	wordline voltage

Full	paper	on	arXiv:	https://arxiv.org/abs/2206.09999

https://arxiv.org/abs/2206.09999
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Key	Takeaways	from	DRAM	Operation	Analysis

208/272 tested	DRAM	chips	reliably	operate using	nominal	timing	parameters	
due	to	the	built-in	safety	margins	(guardbands)

64/272 tested	DRAM	chips	can	reliably	operate	
with	longer	row	activation	latency	(24ns/15ns	for	48/16	chips)

Takeaway	2

216/272	tested	DRAM	chips	reliably	operate	using	nominal	refresh	rate
due	to	the	built-in	safety	margins	(guardbands)

56/272 tested	DRAM	chips	can	reliably	operate	
using	single-error-correction	ECC	or 2x	the	refresh	rate	for	only 16.4%	of	rows

Takeaway	3
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OBSERVATION	12

More	DRAM	cells	tend	to	experience	data	retention	bit	flips	
when	wordline voltage	is	reduced

Data retention BER increases
as wordline voltage reduces

OBSERVATION	13

216	out	of	272	DRAM	chips reliably	operate	using	nominal	refresh	rate
due	to	the	built-in	safety	margins	(guardbands)

Different	colors	represent	
different	wordline voltage	
levels



41

Wordline Voltage’s	Effect	on	DRAM	Refresh

OBSERVATION	12

More	DRAM	cells	tend	to	experience	data	retention	bit	flips	
when	wordline voltage	is	reduced

OBSERVATION	13

216	out	of	272	DRAM	chips reliably	operate	using	nominal	refresh	rate
due	to	the	built-in	safety	margins	(guardbands)
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Spatial	Distribution	of	Data	Retention	Bit	Flips
•There	are	no	64-bit	words	with	more	than	one	bit	flip

•A	small	fraction of	DRAM	rows	contain	erroneous	words

OBSERVATION	14

Data	retention	errors	can	be	avoided	using	single	error	correcting	codes
at	the	smallest	refresh window	that	yields	non-zero bit error	rate
Fr
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Number	of	64-bit	data	words	with	one	bit	flip
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Spatial	Distribution	of	Data	Retention	Bit	Flips
•There	are	no	64-bit	words	with	more	than	one	bit	flip

•A	small	fraction of	DRAM	rows	contain	erroneous	words

OBSERVATION	15

Only	a	small	fraction	(16.4%/5.0%)	of	DRAM	rows	have	erroneous	words	
at	the	smallest	refresh	rate	(64ms/128ms)	that	yields	non-zero bit error	rate	

OBSERVATION	14

Data	retention	errors	can	be	avoided	using	single	error	correcting	codes
at	the	smallest	refresh window	that	yields	non-zero bit error	rate
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Key	Takeaways	from	DRAM	Operation	Analysis

208/272 tested	DRAM	chips	reliably	operate using	nominal	timing	parameters	
due	to	the	built-in	safety	margins	(guardbands)

64/272 tested	DRAM	chips	can	reliably	operate	
with	longer	row	activation	latency	(24ns/15ns	for	48/16	chips)

Takeaway	2

216/272	tested	DRAM	chips	reliably	operate	using	nominal	refresh	rate
due	to	the	built-in	safety	margins	(guardbands)

56/272 tested	DRAM	chips	can	reliably	operate	
using	single-error-correction	ECC	or 2x	the	refresh	rate	for	only 16.4%	of	rows

Takeaway	3
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Conclusions

Motivation	and	Goal

Outline

Experimental	Methodology

RowHammer	Under	Reduced	Wordline Voltage

DRAM	Operation	Under	Reduced	Wordline Voltage
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Conclusion

Reducing	wordline voltage	can	reduce	RowHammer	vulnerability				
without significantly	affecting	reliable	DRAM	operation

We	provide	the	first	RowHammer	characterization under	reduced	wordline voltage

Experimental	results	with	272	real	DRAM	chips	show	that	reducing	wordline voltage:

1. Reduces	RowHammer	vulnerability
• Bit	error	rate caused	by	a	RowHammer	attack	reduces	by	15.2%	(66.9%	max)
• A	row	needs	to	be	activated	7.4%	more	times	(85.8%	max) to	induce	the	first bit	flip

2. Increases	row	activation	latency	
• More	than	76% of	the	tested	DRAM	chips	reliably	operate	using	nominal timing	parameters
• Remaining	24% reliably	operate	with	increased (up	to	24ns)	row	activation	latency	

3. Reduces	data	retention	time
• 80% of	the	tested	DRAM	chips	reliably	operate	using	nominal	refresh	rate	
• Remaining	20% reliably	operate	by
• Using	single	error	correcting	codes
• Doubling	the	refresh	rate for	a	small	fraction	(16.4%)	of	DRAM	rows	
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DRAM	Operation
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Distribution	of	Bit	Flips	across	DRAM	Rows

OBSERVATION	3

BER reduction	with	reduced	wordline voltage	varies	
across	different	DRAM	rows	and	manufacturers

Across	manufacturersAcross	rows
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Distribution	of	HCfirst across	DRAM	Rows

OBSERVATION	3

HC&irst reduction	with	reduced	wordline voltage	varies	
across	different	DRAM	rows	and	manufacturers

Across	manufacturersAcross	rows
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Data	Retention	Bit	Error	Rate
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OBSERVATION	12

More	DRAM	cells	tend	to	experience	data	retention	bit	Rlips	
when	wordline voltage	is	reduced
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Wordline Voltage’s	Effect	on	DRAM	Refresh

OBSERVATION	12

More	DRAM	cells	tend	to	experience	data	retention	bit	flips	
when	wordline voltage	is	reduced



55

Charge	Restoration	Process

OBSERVATION	10

A	DRAM	cell’s	capacitor	voltage	can saturate
at	a lower	voltage	levelwhen	wordline voltage	is	reduced	
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Also	in	the	Paper

OBSERVATION	11

A	DRAM	cell’s	charge	restoration	latency	(tRASmin)	
can increasewith	reduced	wordline voltage
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DRAM	Chips	Tested
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RowHammer	Test
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Row	Activation	and	Refresh	Rate	Tests
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