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The DRAM Latency PUF:
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Algorithm 1 : Evaluate Retention PUF [103, 120,121, 124, 135]

1 evaluate DRAM retention PUF(seqid, wait_time):
rank_id ! DRAM rank containing seqid
disable refresh for Rank[rank id]
start time! current time()
while current time() - start_time < wait_time:

foreach rowin Rank[rank id]:

If rownotin Segment[segid]:
issue refresh to row // refresh all other rows

enable refresh for Rank[rank id]
return data at Segment[seqid]

QOOONOOUITALWN
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A
B
C

#Chips

#Tested Memory Segment

91
65
67

17,408
12,544
10,580

Table 1: The number of tested PUF memory segments across

the tested chips from each of the three manufacturers.
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Figure 3: Distributions of Jaccard indices calculated across ev-
ery possible pair of PUF responses across all tested PUF mem-
ory segments from each of 223 LPDDR4 DRAM chips.
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/Figure 4: Distributions of Jaccard indices calculated between
‘dP UF responses of DRAM chips from a single manufacturer.
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#Chips | #Total Memory Segments
A 19 589,824
B 12 442,879
C 14 437,990

Table 2: Number of PUF memory segments tested for 30 days.

%Memory Segments per Chip

Intra-Jaccard index range <0.[L Intra-Jaccard index range <0.2
A 100.00 [99.08, 100.00] 100.00 [100.00, 100.00]
B 90.39 [82.13, 99.96] 96.34 [95.37, 100.00]
C 95.74 [89.20, 100.00] 96.65 [95.48, 100.00]

Table 3: Percentage of PUF memory segments per chip with
Intra-Jaccard index ranges <0.1 or 0.2 over a 30-day period.
Median [minimum, maximum | values are shown.
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Figure 6: DRAM latency PUF repeatability vs. temperature.
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Algorithm 2: Evaluate DRAM latency PUF

1 evaluate. DRAM latency PUF(seg_id):
write known data (all 1’s) to Segment[seg_id]
rank_id ! DRAM rank containing seg_id
obtain exclusive access to Rank[rank_id]

2
3
A
S  setlow tgep for Rank[rank id]
6
4
3
9

for 1 = 1to num_iterations :
for col in Segment[seg_id]
for row in Segment[seg_id]: // column-order reads
read() // induce read failures
10 memory_barrier() // one access at a time
11 count_failures() // record in another rank
12  set default tgep for Rank[rank_id]
13 filter the PUF memory segment // See Filtering Mechanism

14  release exclusive access to Rank[rank_id]
15 return error pattern at Segment[seg_id]
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Memory Footprint. Equation 2 provides the memory foc
print required by PUF evaluation:

MmeMyiotal — (Sizemem_seg) + (Sizecounter_bu! er) (2)

where sizemem_seg 1S the size of the PUF memory segment ¢
size.ounter byl e \S the size of the counter Bler. The size o

the counter bu er can be calculated using Equation 3:

SIZ€counter_bul er = (Sizemem_seg) x 100, Niters | (3)
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Id #Chips | Good Memory Segments per Chip (%)
an A 19 100.00 [100.00, 100.00]
> B 12 100.00 [64.06, 100.00]

C 14 30.86 [19.37, 95.31]

. Table 4: Percentage ofgoodmemory segments per chip across
manufacturers. Median [min, max] values are shown.
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