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Dynamic Random Access Memory (DRAM)
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DRAM In 2022
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Scaling Challenges of DRAM Technology

DRAM Cell
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DRAM Scaling Problems
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To combat thesystem-level implications
of the DRAM scaling challenges

°> Build aninfrastructure for characterization, analysis,
E and understanding of real DRAM chips
@ 4~ Enable newmechanisms for improving DRAM
\ performance, energy consumption, reliability, and security
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Contributions

A flexible and easyto-use
FPGAbased
DRAM characterization
Infrastructure

Self-Managing DRAM:
Enabling autonomous and
efficient in-DRAM
maintenance operations

SAFARI

SMD

Ongoing
AOBEO

A new methodology for
uncovering in -DRAM

RowHammer Protection

Mechanisms

A low-cost substrate for
improving DRAM
performance, energy
efficiency, and reliability


https://arxiv.org/abs/2207.13358

DRAM Background




DRAM Organization
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DRAM Cell

[ assessis
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capacitor charge
leakage]
T paths

SAFARI

.and leaky,

|
A single bit is encoded in @mall capacitor

ﬁ Stored data iscorrupted
If too much charge leaks
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DRAM Refresh

Refresh Operations

Refresh Window / * \
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Periodic refresh operations preserve stored data
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Contributions

A flexible and easyto-use
FPGAbased
DRAM characterization
Infrastructure
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https://arxiv.org/abs/2207.13358

Reliability Effects of DRAM Timing Parameters

Many of the factors affecting DRAMEliability and latency
cannotbe properly modeled
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Factors Affecting DRAM Reliability and Latency

& 7% & b A

DRAMtmINg  nter-cell  Manufacturing Temperature \oltage
violation interference process

We need to perform experimental studies
of real DRAM chips
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Goals of a DRAM Characterization Infrastructure

AFlexibility
AAbility to test any DRAM operation

AADbility to test any combination of DRAM operations anatustom
timing parameters

AEase of use
ASimple programming interface (C++)
AMinimal programming effort and time

AAccessibleto a wide range of users
Awho may lack experience in hardware design

15
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SoftMC: High-Level View

he first publicly-available FPGAbased
DRAM characterization infrastructure

Easily programmable using the SoftMC C++ API

TTi PL068-P Xilinx Alveo U200 DRAM FT200
Power Supply I FPGA Board Module Temperature
(with SoftMC) Corjtfoller e
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Heater '
to the Host Machine Pads
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Key Components

SoftMC API
PCle Driver

SoftMC Hardware
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SoftMCAPI

Writing data to DRAM:
InstructionSequenaseq

~
S~
S
G

L.
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= Sso

iseq.inselfgenWRbank, col, data)); ., Instruction generator
iseq.inselfgenWAITEHCL + tBL +tWR)Y, | functions
iseq.inseiigenPREbank));—

.
- -
- P

iseq.inse(lgenWAngtRP));
iseq.inselfgenEND));
iseq.executdpga);
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Key Components

SoftMC API
PCle Driver

SoftMC Hardware
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SoftMCHardware

Wait (Readyiti@asiecess Latency)
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Use Cases

Retention Time Distribution Study
Evaluating the Effectiveness of
New DRAM Latency Reduction Techniques

SAFARI 21




Use Case 1: Retention Time Distribution Study
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Can be implemented with just ~100 lines of C++ code

InstructionSequence iseq;

iseqg.insert (genACT (bank, row));

iseqg.insert (genWAIT (tRCD));

for (int col = 0; col < COLUMNS; col++) {
iseqg.linsert (genWR (bank, col, data))
iseqg.insert (genWAIT (tBL));

4

}
iseqg.insert (genWAIT (tCL + tWR));

iseqg.insert (genPRE (bank) ) ;
iseqg.insert (genWAIT (tRP));
iseqg.insert (genEND() ) ;
iseqg.execute (fpga));
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Use Case 1: Results
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Validates the corectness of
the SoftMC Infrastructure
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Use Case 2: Accessing HighlyCharged Cells Faster

"NUAT ChargeCache
(Shin+, HPCA 2014) (Hassan+, HPCA 2016)

A highly-chargedcell can be
accessed withiow latency

24
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Use Case 2: How a HighlyCharged Cell Is Accessed Faster?
|

>
O (refresh) 64 ms
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Use Case 2: Readyto-Access Latency Test

Longer wait == Lower cell charge
Shorter wait =) Higher cell charge

_________________________________
~

~~~~~~ !{’_’P % ¥~ «
Write ! Change
Wait for the Read || Observe g_
Reference . the Walit
Wait Interval Back Errors
Data i Interval

With custom ready-to-access
latency parameter

Can be implemented with just ~150 lines of C++ code
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Use Case 2: Results
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The memory controller cannot externally controlwhen a
sense amplifier gets enabled irxisting DRAM chips
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Research Enabled by SoftMC (from SAFARI)
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3) - ) #2/CGhoses M Déeper Lookinta?2 T x (A1 [ Sk3ifvifies: Experimental Analysis of Real DRAM Chips and Implications on
Future Attacks and Defensas

4) ¢ - ) # 2 /(6AcOrAlndverin®InDRAM RowHammer Protection Mechanisms: A New Methodology, Custom RowHammer Patterns,
and Implicationso

5) f ) 3 # |Gggne MUAETRNG: HighThroughput True Random Number Generation Using Quadruple Row Activation in Commodity
DRAM Chip®

) 3 # |GFose RCODIC: A LowCost Substrate for Enabling Custom HDRAM Functionalities and Optimizationé
3 # 1+8Eci nBvisitthg RowHammer: An Experimental Analysis of Modern Devices and Mitigation Technigées
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Throughputo
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13) ¢ - ) # 2 /+6EpAxi BRtectin® and Mitigating DataDependent DRAM Failures by Exploiting Current Memory Conteit

14) ¢ 3) ' - %4 2 ¥ £ 4 B pr@étstabding Latency Variation in Modern DRAM Chips: Experimental Characterization. Analysis. and
Optimizationo
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https://people.inf.ethz.ch/omutlu/pub/RowHammerUnderReducedWordlineVoltage_dsn22.pdf
https://people.inf.ethz.ch/omutlu/pub/ADeeperLookIntoRowhammer_micro21.pdf
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21.pdf
https://people.inf.ethz.ch/omutlu/pub/QUAC-TRNG-DRAM_isca21.pdf
https://people.inf.ethz.ch/omutlu/pub/CODIC-DRAM-internal-timing-control-substrate_isca21.pdf
https://people.inf.ethz.ch/omutlu/pub/Revisiting-RowHammer_isca20.pdf
https://people.inf.ethz.ch/omutlu/pub/rowhammer-TRRespass_ieee_security_privacy20.pdf
https://people.inf.ethz.ch/omutlu/pub/drange-dram-latency-based-true-random-number-generator_hpca19.pdf
https://people.inf.ethz.ch/omutlu/pub/EDEN-efficient-DNN-inference-with-approximate-memory_micro19.pdf
https://people.inf.ethz.ch/omutlu/pub/VAMPIRE-DRAM-power-characterization-and-modeling_sigmetrics18_pomacs18-twocolumn.pdf
https://people.inf.ethz.ch/omutlu/pub/Voltron-reduced-voltage-DRAM-sigmetrics17-paper.pdf
https://people.inf.ethz.ch/omutlu/pub/MEMCON-system-level-data-dependent-DRAM-failure-detection-mitigation_micro17.pdf
https://people.inf.ethz.ch/omutlu/pub/understanding-latency-variation-in-DRAM-chips_sigmetrics16.pdf

Research Enabled by SoftMC (others)
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https://www.mdpi.com/2076-3417/12/9/4332
https://ieeexplore.ieee.org/document/9465436
https://ieeexplore.ieee.org/document/9300125
https://dl.acm.org/doi/10.1145/3352460.3358260
https://ieeexplore.ieee.org/abstract/document/8736949
https://ieeexplore.ieee.org/document/8662060

SoftMC

The first publicly -available DRAM characterization infrastructure

TTi PLO68-P Xilinx Alveo U200 DRAM FT200
Power Supply I FPGA Board Module Temperature
(with SoftMC) Controller

- AFlexibleand Easy to Use
- ASource code available on GitHub:

O github.com/CMU -SAFARISoftMC

e Ui ,\ HH \
oo () PCl-e Connection
to the Host Machine

[YaglikcDh $3. 8dgoY

SoftMC enables mangtudies, ideas, and methodologies

In the design of future memory systems
SAFARI
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Contributions

A new methodology for
uncovering in -DRAM
RowHammer Protection
Mechanisms
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https://arxiv.org/abs/2207.13358

4 DRAM Chip N\

Row O Victim Row

x Row 1 metlm Row
closed Row 2 Aggressor Row
x Row 3x Victim Row

Repeatedlyopening (activating) and closing (precharging)
a DRAM row cause&owHammer bit flips In nearby cells
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Target Row Refresh (TRR)

DRAM vendors equip their DRAM chips with proprietary
mitigation mechanisms known aslTarget Row Refresh (TRR)

Key Idea: TRR refreshes nearby rows upon detecting an aggressor row

TRR-equipped DRAM Chip

REE a = Row O I-\
Memory =] Row 1 =
Controller | «={ dpsed ROW 2 =
N | -] Row 3 -
Aggressor detectedRow 2
\_ \\ = Row 4 - )

r . \
7 Refresmeighbor rows TRRinduced refreshes
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The Problem with TRR

TRR isobscure, undocumented, andproprietary
We cannoteasily study thesecurity propertiesof TRR

SAFARI 3




Studyin-DRAM TRRmechanisms to

understand how they operate

assesstheir security
secure DRAM completely against RowHammer
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U-TRR: Uncovering Inner Workings of TRR

A new methodology to
uncoverthe inner workings of TRR

Key ldea:

Usedata retention failures as a side channel
to detectwhen a row Is refreshedby TRR

SAFARI 3




U-TRR: High-Level Overview

U-TRR has two main components

Row Scout (RS)
Finds aset of DRAM rows that meet certain requirements as needed by TRR and

Identifies the data retention times of these rows

TRR Analyzer (TRR-A)
Uses R&orovided rows to distinguish between TRR -induced and regular refreshes

and thus builds an understanding of the underlying TRR mechanism

N0 |
& Profiling Row Scout & Experiment aggressor (A) row addr.
I Confi i Confi ) ~-edummy (D) row addr.
onfigura |0n/ (RS) onfiguration ): o hammering mode
} {} -e number of rounds

--@rOW group layout -0 A/D hammer counts
-8 rOW group count . % TRR Analyzer -8 REF count
~ebank Retentio (TRRA) ..
~-@range Rows
—e.. == XM _ =TT T T T ==

(RPR) ’ RPRs refreshed by

Analy5|s /l\f:{ - TRRinduced refresh

~
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High-Level U-TRR Experiment

~_data Issuing aREF
Initialization command
oA\ Retention
Row O ‘ refresh Fajuess
Retention
Row 1 ' ]-BQAECEIT Failure
M\ _Retention
Row 2 refresh Eailoess
0 T/2 T time

We perform many experiments to understand
the operation ofdifferent TRR mechanisms
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U-TRR: Implementation

We implement U-TRRusing SoftMC FPGA Board

Dat Chip Organization Our Key TRR Observations and Results
ate .
Module (yy-ww) Density . HCfirse . Aggressor Aggressor  Per-Bank  TRR-to-REF  Neighbors % Vulnerable Max. Bit Flips
(Gbit) Ranks  Banks  Pins Version Detection Capacity TRR Ratio Refreshed  DRAM Rowst  per Row per Hammerf
AD 19-50 8 1 16 8 16K Arpr;  Counter-based 16 v 1/9 4 73.3% 1.16
Al-5 19-36 8 1 8 16 13K-15K ATRm1 Counter-based 16 v 1/9 4 09.2% - 99.4% 232-473
Ab-7 19-45 8 1 8 16 13K-15K Arri Counter-based 16 v 1/9 4 09.3% - 99.4% 2.12 - 3.86
AB8-9 20-07 8 1 16 8 12K-14K ATri Counter-based 16 v 1/9 4 74.6% - 75.0% 1.96 - 2.96
Al0-12 19-51 & 1 16 8 12K-13K ATRm Counter-based 16 v 1/9 4 74.6% - 75.0% 1.48 - 2.86
Al3-14 20-31 8 1 8 16 11K-14K Argrirs Counter-based 16 v 1/9 2 04.3% - 98.6% 1.53 - 2.78
B0 18-22 4 1 16 8 44K Brrrn  Sampling-based 1 X 1/4 2 09.9% 2.13
Bi-4 20-17 4 1 16 8 159K-192K | Bygpm Sampling-based 1 X 1/4 2 23.3% - 51.2% 0.06 - 0.11
B5-6 16-48 4 1 16 8 44K-50K Brgrri  Sampling-based 1 X 1/4 2 09.9% 1.85 - 2.03
B7 19-06 8 2 16 8 20K Brgr:  Sampling-based 1 X 1/4 2 99.9% 31.14
B& 18-03 4 1 16 8 43K Brrr  Sampling-based 1 X 1/4 2 09.9% 2.57
B9-12 19-48 & 1 16 8 42K-65K Brrrz  Sampling-based 1 X 1/9 2 36.3% - 38.9% 16.83 - 24.26
B13-14 20-08 4 1 16 8 11K-14K Brrrs  Sampling-based 1 v 1/2 4 09.9% 16.20 - 18.12
Co-3 16-48 4 1 16 x8 137K-194K | Crrm Mix Unknown v 1/17 2 1.0% - 23.2% 0.05-0.15
C4-6 17-12 & 1 16 X8 130K-150K | Crpg Mix Unknown v 1/17 2 7.8% - 12.0% 0.06 - 0.08
C7-8 20-31 8 1 8 xl6 40K-44K Crrri Mix Unknown v 1/17 2 39.8% - 41.8% 9.66 - 14.56
C9-11 20-31 8 1 8 x16 | 42K-53K | Crgr Mix Unknown v 1/9 2 99.7% 9.30 - 32.04
C12-14 20-46 16 1 8 x16 6K-TK CTRrES Mix Unknown v 1/8 2 99.9% 4.91 - 12.64

GTabIe 1 in the paper provides more

Information about the analyzed modules f=: 15x Vendor C

DDR4 modules
SAFARI 40




v d N\

# AOA 300AUd 51 AAOOOAT AEI

Refresh Types:
ARegular Refresh (RR)
ATRRcapable Refresh TREF, and TREF,)

TREF, TREF,
RR RR RR RR RR RR RR RR RR RR RR RR RR RR RR RR time
\ ) \ )

| |
8x reqgular refresh 8x reqgular refresh

Observation: TRR tracks potentially aggressor rows using @ounter Table

TREF, : Refreshes the victims ofow ID Counter Table

with the largest counter value TREF, ow D | counter value ~
o ointer -> row ID | counter value o
TREF,: Refreshes the victims of P - S
row ID that TREFE pointer refers to 0 =
row ID | counter value | | ¢

SAFARI 4




# AOA 3 00AUd #EOAOI OAIl OEI

_ Counter Table
Approach: Ensure anaggressorrow _
is discarded from the Counter Table Al __rowiD counter value -
. }(2 row ID counter value o))
prior to a REF command L ®
>
0 =
RR TREF, TREFR, row 1D I counter value 3 8
REF— ACT ([A, A]) = ACT(D) = ACT(D) — o - ACT(D,.) = REF
[} v J \_'_J \_'_J \_'_l I/,
N times N+1 times N+1 times N+1 times

A.: aggressor row %
D,: dummy row [A1, A2] not
refreshed by TRR

0 This RowHammeraccess pattern requires
synchronizing accessewith REF commands

#EOAOI OAl OEIT C 6dstadihg@he holugd 4 2 2
aggressor rowsfrom the Counter Table

42
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Bypassing TRR with New RowHammer Access Patterns

We craftnew RowHammer access patterns
that circumvent TRRof three major DRAM vendors

On the45 DDR4 modules we test, theew access
patterns causea large number of RowHammer Dbit flips
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Effect on Individual Rows

All 45 moduleswe tested arevulnerable
to our new RowHammer access patterns
For many modules, our RowHammer access patterns
cause bit flips in morethan 99.9% of the rows

Why are some modules less vulnerable?
1) Fundamentally less vulnerable to RowHammer
2) Different TRR mechanisms

3) Unique row organization

SAFARI 4


























































