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ABSTRACT

5G has been under standardization for over a decade and will drive
the world’s mobile technologies in the decades to come. One of the
cornerstones of the 5G standard is its security, also for devices that
move frequently between networks, such as autonomous vehicles,
and must therefore be handed over from one network operator to
another. We present a novel, comprehensive, formal analysis of
the security of the device handover protocols specified in the 5G
standard. Our analysis covers both handovers within the 5G core
network, as well as fallback methods for backwards compatibility
with 4G/LTE. We identify four main handover protocols and for-
mally model them in the security protocol verification tool Tamarin.
Using these models, we determine for each protocol the minimal
set of security assumptions required for its intended security goals
to be met. Understanding these requirements is essential when
designing devices and other protocols that depend on the reliability
and security of network handovers.
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1 INTRODUCTION

In the year 2020, the number of mobile subscriptions grew to al-
most 8 billion worldwide. More than half of these still rely on the
Long-Term Evolution (LTE) mobile access technology, standardized
by the 3rd Generation Partnership Project (3GPP) over a decade
ago [18]. To keep up with the growing user base, the 3GPP has
been standardizing the next generation of mobile technologies,
commonly known as 5G. This technology is intended to provide
fast, reliable, and secure device mobility across different networks
and technologies.
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Many of the anticipated use cases for 5G, like autonomous ve-
hicles and IoT devices [17, 24], require reliable connections with
low latencies, even when the devices are moving at high speeds. In
practice, this means that not only must the serving network pro-
vide fast and reliable connectivity, but also that switching between
different networks must be seamless and not break any ongoing
data connections. This includes both moving between different base
stations within the 5G Core Network (5GC), as well as connecting
to networks implementing older standards, such as LTE.

Transferring an ongoing connection from one network (or base
station) to another is commonly called a handover in mobile com-
munication. Handovers in cellular networks can further be divided
into intra- and inter-system handovers. An intra-system handover
is performed when the source and the target network share a com-
mon Radio Access Technology (RAT), i.e., when they implement
the same network standard, such as 5G. In contrast, an inter-system
handover is required when the networks implement different stan-
dards, such as when switching from a 5G to an LTE network or vice
versa. In this paper, we use formal methods to model and analyze
the security of both intra- and inter-system handovers in 5G. Since
the interaction between 5G and networks implementing standards
older than LTE is currently not supported [6], we limit our analysis
of fallback methods to LTE.

Contributions. Our main contributions are as follows. First,
the 5G standard has considerable complexity and is divided over
a large number of documents. For both intra- and inter-system
handovers we extract and concisely summarize from the relevant
standardization documents the handover protocols, their security
objectives, and stated assumptions on the operating environment.
Second, we formally model both intra- and inter-system handovers
specified in the 5G standard. This necessitates developing appro-
priate abstractions to reflect those security-relevant parts of the
protocol. Finally, we carry out a comprehensive security analysis
of our models. A particularly novel aspect of our work is a detailed
analysis of which combinations of environmental assumptions are
required for security. We expand on these points below.

Formalization and formal modeling of 5G handover protocols. From
Release 16 [7] of the 3GPP specification set for 5G, we identify nine
documents, running over 2,600 pages, that describe the overall ar-
chitecture, terminology, security requirements, radio technologies,
and procedures related to handovers. From these specifications,
we identify four handover protocols that cover the most common
cases for both intra- and inter-system transitions. We infer security
goals from the goals stated for other protocols in the 5G infrastruc-
ture, when these are not explicitly given. Furthermore, we explicate
the assumptions that the rest of the 5G ecosystem must fulfill for
handovers to work as expected.
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For inter-5G handovers, the 5G specification includes abstracted
versions of the protocols [6], in which messages and parameters
that are irrelevant to the functionality or security of handovers are
excluded. As part of our modeling, we perform similar abstractions
for the intra-5G handovers. Abstracted values include, most notably,
configuration parameters and other values provisioned for later
use by other protocols within the 5G standard. As we work in
the symbolic model of cryptography, we also omit physical layer
details, such as the radio frequencies used, etc. We summarize the
message flows of the different protocols as easily readable message
sequence diagrams and formally model them. We use a state-of-
the-art protocol verification tool, the TAMARIN prover [23, 27], to
model the protocols.

Security evaluation. Using our models and TAMARIN, we prove
for each protocol that the security goals suggested by the standard
hold. As we analyze the security of all protocols within the 5G
infrastructure, this includes identifying security requirements for
all entities participating in handovers, as well as the requirements
for secure communication within the 5G Core Network. Based
on our analyses, we present the dependencies and relationships
between different keys and identifiers, and identify a minimal set
of data for each model that must remain secret for the security
goals to hold. These results clearly delimit which data and keys stay
secret even in the case of a partial compromise of the associated
infrastructure, and what is leaked in such a situation.

Our work provides a precise, concise, and abstract documenta-
tion of the main 5G handover protocols, their properties, and as-
sumptions, as well as their formal specification and analysis. These
results both provide the 5G community with formal arguments for
the security of 5G handover and precise results on when they are
secure, i.e., under what assumptions. Our work can therefore be
seen as being part of a larger program to provide formal proofs of
security for all relevant, safety-critical aspects of 5G [9, 12], which
is a major undertaking, but commensurate with the importance of
this standard.

Related work. The security of handover protocols in cellular
networks has been analyzed and formally modeled for previous
generations of 3GPP standards. Most recently, both intra- and
inter-system handovers in LTE networks were analyzed using the
ProVerif verification tool [11, 20]. Similarly to our work on 5G, they
verify secrecy and authentication properties of the standard. How-
ever, despite the security of handovers in LTE networks, various
studies [15, 21, 25] have shown the practical limitations of these
handovers and expressed a need for faster, more reliable handover
protocols in future standards. Since the 5G specification is still under
development and has not yet been widely deployed for commercial
use, there have not yet been many studies done for handovers in 5G.
To the best of our knowledge, our work is the first that rigorously
analyzes the security of 5G handovers using formal methods.

In contrast to the security of 5G handovers, other parts of the
specification have been formally modeled and analyzed. For exam-
ple, [9] and [12] analyze the 5G Authentication and Key Agreement
(5G AKA) protocol using TAMARIN. Both studies identify weak-
nesses in earlier versions of the standard and suggest improvements
that have partially been adopted in later releases. For this reason,
we believe it is also important to formally model and verify other
critical parts of the standard, including handovers, which are the
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focus of this paper. Furthermore, we use the results from the models
presented in other studies, [9] in particular, as a starting point for
our analyses, extending the coverage of their results and the set of
formally verified protocols of the 5G standard.

Attack finding techniques have been applied to other parts of 5G,
but not to handovers. Such techniques, in general, do not provide
correctness guarantees. In contrast, our approach is sound and com-
plete, and thus can guarantee the absence of attacks with respect
to the model.

Outline. The rest of the paper is structured as follows. In Sec-
tion 2, we describe 5G handovers and explain the different protocol
variations. In Section 3, we explain the security assumptions and
requirements for these protocols. In Section 4, we present our for-
mal models of the handovers and our results. Finally, in Section 5,
we draw conclusions.

2 5G HANDOVER PROTOCOLS

In cellular networks, handovers are used to transfer an ongoing call
or data connection between networks. In this section, we describe
how intra-system handovers work in 5G, i.e., how a device is handed
over from a source to a target network when they both implement
the 5G standard. We describe the two protocols that are defined for
intra-5G handovers and their major differences. We also describe
the abstractions we found helpful for modeling and analyzing these
protocols. Finally, we briefly cover inter-5G handovers.

The analyses and models are based on the specification set from
the Stage 3 freeze of Release 16 [7] (“5G phase 2”), completed in
July 2020. The main references are TS 23.501 [8], TS 23.502 [5],
TS 33.501 [6], TS 38.300 [4], TS 23.401 [2], TS 33.220 [3], and TS
33.401 [1], henceforth referred to as [TS 23.501], [TS 23.502], [TS
33.501], [TS 38.300], [TS 23.401], [TS 33.220], and [TS 33.401].

2.1 Protocol Overview

In 5G networks, an intra-system handover is used to transfer a
User Equipment (UE), such as a mobile phone, from one Radio
Access Network (RAN) to another. A handover may be required for
reasons including load balancing, changed radio conditions, or user
movement [TS 23.502, Sec. 4.9.1.1]. In other words, when a UE’s
current network is no longer capable of serving it, or when a more
suitable network is discovered, the serving network will trigger the
process of handing over the device. This can occur, for example,
when the user is moving, or when many devices are simultaneously
connected to the same network.

----------------- T |
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Figure 1: Overview of the 5G architecture and network inter-
faces, simplified.
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The 5G architecture, described in [TS 23.501, Sec. 4.2], is a service-
based architecture that consists of many Network Functions (NFs),
such as the Access and Mobility Management Function (AMF), the
Session Management Function (SMF), and the User Plane Function
(UPF). The AMF is responsible for access authentication and autho-
rization. Since outside entities, such as UEs and RANS, are not part
of the core network architecture, they do not interact directly with
most of the individual functions. Instead, they connect to the 5G
Core Network (5GC) over secure network interfaces, such as the
N1 and N2 interfaces provided by the AMF (see Figure 1).

Interaction between different Radio Access Networks can be
direct or indirect, depending on the available network interfaces.
When an intra-5G handover is required, the source network can
choose to initiate one of two versions of the protocol: the Xn- or the
N2-based variation. In an Xn-based handover, messages between the
two networks are sent directly over the Xn interface, which reduces
the number of messages sent to the core network. In contrast, in the
N2 variation there is no direct connectivity between the two RANS.
Messages are instead delivered indirectly through the 5GC using the
N2 interface between the RANs and the AMF, as shown in Figure 1.
Although the two variations have some notable differences, which
will be explained later, the 5G specification presents them as equal
alternatives, without recommending either one.

For our analyses and formal models, we create minimal versions
of the protocols by abstracting away those parts that do not affect
the security properties. Our main abstraction with regards to the
overall architecture is to group together all the core network func-
tions used in the protocol into one entity, the “Core Network (CN)”
This is a reasonable abstraction since, according to [TS 33.501, Sec.
5.9.3], the internal communication of the core network provides
confidentiality, integrity, authenticity, and replay protection. With-
out this abstraction, modeling and analyzing the internal messages
of the 5GC would create an unnecessary overhead since we assume
that it cannot be compromised. Hence, the attacker cannot learn or
alter any messages sent within the core network. Similarly, we also
combine the Universal Subscriber Identity Module (USIM) and the
Mobile Equipment (ME) into one entity, the “User Equipment (UE)”
We refer to these entities throughout this paper and in our formal
models.

2.2 Initial Setup

Prior to a handover, the following (symmetric) long-term keys have
been negotiated: i) Ksgar, an anchor key derived by the UE and the
CN; ii) Kapr, a long-term key derived from Ksgar by the UE and
the CN; iii) Kynp, a session key derived by the UE and the source
RAN (SRAN); and iv) NH, an intermediate key (and its associated
counter, NCC) derived by the UE and the SRAN.

In addition, all participating entities may have information ob-
tained from their previous exchanges, including keys derived during
the initial setup or keys re-derived from preceding handovers. This
means that the CN, the SRAN, and the UE all share the necessary
parameters and keys required for secure communication and for
future re-keying. The target RAN (TRAN), however, need not have
any previous knowledge of the UE or share keys with the other
participants, as long as it is securely connected to the core network.
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Intra-5G handovers always include re-keying of the session key
KgNB, either from the key itself (horizontal key derivation) or from
the intermediate NH parameter (vertical key derivation). The main
difference between these options is that forward security (see Sec-
tion 3.2) is only provided by vertical key derivation. In both varia-
tions, the newly derived intermediate session key, KgNB* becomes
the new session key after the handover is completed. The protocol
may also re-derive Kappr if the allocated AMF changes during the
handover or when the current AMF updates its key.

2.3 Xn-based Intra-5G Handovers

The Xn network interface securely connects two Radio Access Net-
works. It provides integrity, confidentiality, and replay protection
for the communication between them [TS 33.501, Sec. 9.4]. The
interface can be used for message delivery during inter-RAN han-
dovers, in which the core network and its AMF remain unchanged.
The 5G specification defines six variations of the Xn-based hand-
over, differing in which network functions are re-allocated or re-
moved. However, since the differences between the variations all
take place within the core network, we do not model or analyze
them separately, as explained in Section 2.1.
Each Xn-based handover consists of three parts:

(1) Handover Preparation. The source network (SRAN) requests
to transfer a UE to a target network (TRAN), and provides it
with a newly derived session key to be used with the UE. If
the TRAN is capable and willing to accept the UE, it responds
with an acknowledgment message [TS 38.300, Sec. 9.2.3.2.1].

(2) Handover Execution. The UE exchanges parameters with both
RANSs and derives the session key sent to the TRAN in Step
1 [TS 38.300, Sec. 9.2.3.2.1].

(3) Handover Completion. The TRAN and the CN agree on ses-
sion identifiers and temporary keys. Finally, the CN informs
the SRAN that all resources related to the UE can be re-
leased [TS 23.502, Sec. 4.9.1.2].

In addition to these parts, there is also a conditionally executed
Mobility Registration Update (MRU) [TS 23.502, Sec. 4.2.2.2.2] that
may occur after the handover is finished. During the MRU, the UE
and the TRAN exchange and update additional parameters, notably
the 5G Globally Unique Temporary Identifier (5G-GUTI). However,
since the AMF remains unchanged, only a subset of the full MRU
needs to be completed. It is included in our TAMARIN model.

Figure 2 shows the protocol’s message flow. As discussed previ-
ously, besides the messages included in the figure, other parameters
are updated and exchanged during the procedure. However, we
abstract these away, since they do not affect the handover’s func-
tionality or security. Details of the full protocol can be found in [TS
23.502] and [TS 38.300].

2.4 N2-based Intra-5G Handovers

The N2 network interface connects RANs with the core network’s
AMF. Similarly to the Xn interface, it also provides integrity, confi-
dentiality, and replay protection [TS 33.501, Sec. 9.2]. When using
the N2 interface for a handover, the two RANs do not communicate
directly as they do in the Xn-based variation. Instead, all messages
are routed through the 5GC or the UE (see Figure 1). An N2-based
handover can be used when there is no direct connectivity between
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Figure 2: Xn-based intra-5G handover. The symbol ¢ means that a channel is secure (provides integrity, confidentiality, and
replay protection). Symmetric encryption with a key K is denoted { }k.
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the source and the target network, or when a previously attempted
Xn-based handover has failed. Furthermore, unlike the other varia-
tion, it can also include an AMF change in the core network, which
transfers the UE’s security capabilities to a new AMF.

An N2-based handover consists of two parts and a mandatory
Mobility Registration Update, which unlike in the Xn-based vari-
ation, is performed during the handover. Since there is no direct
connectivity between the SRAN and the TRAN, more messages
are exchanged. The sequence diagram of the protocol messages is
shown in Figure 5 in Appendix B, with abstractions similar to those
made in the Xn model. The two parts of the handover are:

(1) The Preparation Phase. Similarly to the handover preparation
in the Xn-based handover, the SRAN and the TRAN nego-
tiate the handover of a UE. However, as mentioned before,
all messages are routed through the CN, rather than sent
directly between the networks. The CN internally decides
whether the currently allocated AMF must be changed and
prepares to update session values as needed [TS 23.502, Sec.
4.9.1.3.2].

(2) The Execution Phase. The UE and the RANs exchange session
values and re-key Kanmr if needed. Finally, the CN informs the
SRAN that all resources related to the UE can be released [TS
23.502, Sec. 4.9.1.3.3].

2.5 Inter-5G Handovers

The first complete set of 5G standards was published as Release 15
in 2018. In 2020, the first major update, Release 16, was completed.
So far, relatively few commercial implementations have been in-
troduced to the market, but the situation is slowly changing. The
number of 5G subscriptions grew to roughly 220 million in the
year 2020 [19] and is estimated and reach 2.8 billion within the
next five years. However, LTE is still predicted to be the dominant
mobile technology for the foreseeable future, peaking at 5.1 billion
subscribers in 2022 [18]. Hence, the 5G specification must allow for
ongoing connections to be transferred to a network implementing
an older technology, especially in the early stages of adoption.

In order to provide backwards compatibility with the existing
4G/LTE infrastructure, the 5G specification defines handovers for
transferring a UE between the Evolved Packet Core (EPC) of the
4G network and the 5GC. Depending on a UE’s capabilities, inter-
operability between the two networks can be achieved through
either single or dual registration. A device in dual registration mode
maintains two different security contexts simultaneously, one for
each system. This makes transferring it between the two networks
simpler, but requires more data to be stored on the UE side. Cor-
respondingly, in single registration mode, the device only keeps
track of one security context, but must perform a full handover
and registration procedure when switching between the different
networks [TS 33.501, Sec. 8.1].

Similarly to the previously discussed intra-5G handovers, there
are different variations of the procedure depending on the avail-
ability of network interfaces. Much like in the N2-based handover,
there is no direct communication channel between the source and
the target network. Instead, indirect connectivity can be provided
over the optional N26 network interface between the AMF of the
5GC and the Mobility Management Entity (MME) of the EPC. We
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Figure 3: Overview of inter-5G connectivity between the
Evolved Packet Core (EPC) of the 4G network and the 5G
Core Network (5GC), simplified.

just model the variations in which this interface is available, since
the lack of a communication channel between the core networks
makes the procedure of transferring a UE between them more like
a re-registration than a handover. Hence, interworking between
the 5GC and the EPC when the N26 interface is not supported is
left for future work. We also do not analyze interconnectivity when
the UE is in dual registration mode.

The 5G specification defines two versions of the inter-5G hand-
over, one for each direction (4G to 5G and 5G to 4G). Both versions
are specified in detail in [TS 23.502, Sec. 4.11.1.2.1-4.11.1.2.3] and [TS
23.401, Sec. 5.5.1.2.2]. Furthermore, [TS 33.501, Sec. 8.3-8.4] presents
minimal versions of the protocols, where all messages and param-
eters that are unrelated to security are abstracted away. We base
our models mostly on these abstracted versions, with a few notable
exceptions. In particular, we include some identifiers from the de-
tailed specifications for modeling purposes. However, we do not
modify the protocols in any way that changes their behavior: all
messages and parameters in our models are described in at least
one of the aforementioned specifications. Hence, we pick the right
abstraction level for tool support.

3 SECURITY ASSUMPTIONS AND
REQUIREMENTS

In this section, we discuss the security assumptions on the initial
state of a handover involving 5G networks. We also explain our
threat model, summarize the key-derivation processes, and discuss
the abstractions related to key-derivation that we used for our
protocol models. Finally, we explain the security requirements for
all four handover variations. Even though examples and details are
only given for intra-5G variations, all information, unless otherwise
stated, applies for both the intra- and the inter-5G handovers.

3.1 Setup Assumptions

We identify two main security assumptions for all four handover
protocols: (1) all keys and identifiers are initially secret, and (2) the
attacker cannot compromise any of the secure channels. Otherwise,
the attacker trivially breaks the security.

The channels used in 5G protocols can be divided into private and
public channels. As discussed in Section 2.1, all channels within the
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5G Core Network are assumed to be secure and uncompromisable.
Similarly to the Xn and N2 network interfaces, they provide in-
tegrity, confidentiality, and replay protection [TS 33.501, Sec. 5.9.3].
Hence the attacker is unaware of what is sent over these channels
and cannot interfere with any traffic. In contrast, the public chan-
nels are subject to both passive and active attacks. However, since
the initial state is assumed to be secure, communication over public
channels can be protected using the shared key material. The 5G
specification defines two types of keys for protecting communica-
tion over public channels: one for symmetric encryption and one
for integrity protection.

Table 1: Overview of channels, network interfaces, and en-
cryption keys, where i = integrity, ¢ = confidentiality, and r
= replay protection.

Network | Protection Encryption
Channel . -
interface | i ‘ c ‘ r key(s)
RAN “ RAN Xn Vv -
RAN e AMF N2 VIV V -
UE o AMF N1 VvV KNasint; KNASenc
UE s RAN - VIV Kupint, Kupenc
KRrrcint: KRRCenc

All channels, as well as their encryption keys and network inter-
faces, used for communication in intra-5G handovers are summa-
rized in Table 1, and modeled appropriately. Channels for internal
communication within the 5G Core Network are omitted from the
table. However, as mentioned previously, they provide integrity,
confidentiality, and replay protection [TS 33.501, Sec. 5.9.3].

Messages sent between the UE and the AMF are protected with
two keys: Knasint and Knasene. These are both derived from the
Kamr and used for integrity protection and encryption respec-
tively [TS 33.501, Sec. 6.2]. We omit the derivation of these keys
and instead encrypt messages directly with Kapr to provide both
integrity and confidentiality in our symbolic model. This is a rea-
sonable abstraction since revealing Kapr would allow the attacker
to derive both of the aforementioned keys. Similarly to Kaymr, the
intermediate key Kynp+ is used to derive four keys for protecting
traffic between the UE and the RAN: Kypenc, Kupint> KRRCene and
Kgrreint [TS 33.501, Sec. 6.2]. These keys are used for encryption and
integrity protection of User Plane (UP) traffic and Radio Resource
Control (RRC) signaling. As with the other set of keys, rather than
deriving the four keys separately, we encrypt all messages directly
with KgNB*'

For the public channels, we use a standard Dolev-Yao attacker [16]
as our threat model. The attacker can read, write, modify, and create
messages, but not forge signatures or decrypt encrypted messages
without the appropriate keys. The attacker also has access to the
same set of functions as the honest parties. This means that a leaked
key gives the attacker the same capabilities as its owner. However,
due to the assumption that the initial state is secure, the key must
be learned during the protocol execution.
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3.2 Key Derivation

During the initial key agreement process, which precedes a hand-
over, a session key Konp and a virtual NH parameter are derived

by the UE and the SRAN:

[TS 33.501, Sec. 6.9.2.1.1]: “At initial setup, the Kgnp is derived
directly from Kamr, and is then considered to be associated with a
virtual NH parameter with NCC value equal to zero. At initial setup,
the derived NH value is associated with the NCC value one.”

Ksear SUPI
Kamr
hkd hkd
Kgnp Kgnp* Keng* |---  NCC=0
NH NCC =
kd hkd
NH A KgNp* KgNpe |---  NCC =2
kd hkd
NH v Kgnp* Kenps |---  NCC=3

Figure 4: High-level overview of horizontal and vertical
key derivation in intra-5G handovers. Combination of [TS
33.501, Fig. 6.9.2.1.1-1] and [TS 38.300, Fig. 13.1-1].

As part of the handover, a new session key is always derived
and associated with the target network. There are two alterna-
tive methods for re-keying session keys: horizontal or vertical key
derivation (see Figure 4). In horizontal key derivation (hkd), the
current session key is used as the input key when deriving the
next one. The downside of this method is that it does not provide
forward security, since learning an old key enables the attacker to
derive all subsequent keys. This can be avoided by using vertical
key derivation (vkd), which unlike hkd does not use the previous
key when deriving the next one. Instead, the new key is derived
using an intermediate Next Hop (NH) parameter provided by the
AMF. This means that forward security holds with respect to re-
veals of earlier session keys, as long as the long-term key Kamr
remains secret.

Note that the term forward security should not be confused with
the standard definition of forward secrecy. For perfect forward se-
crecy, if a long-term key is leaked, the attacker cannot derive past
session keys and hence decrypt traffic previously sent with them.
However he can impersonate parties in the future. In contrast, with
forward security, knowing an old session key does not reveal any
future keys. The 5G specification defines it as follows:
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[TS 33.501, Sec. 3.1]: “In the context of Kynp key derivation, forward
security refers to the property that, for a gNB with knowledge of a
Kgns, shared with a UE, it is computationally infeasible to predict
any future Kgnp that will be used between the same UE and another
gNB. More specifically, n hop forward security refers to the property
that a gNB is unable to compute keys that will be used between a
UE and another gNB to which the UE is connected after n or more
handovers (n = 1 or more).”

In Xn-based handovers, the first session key Kynp+ following the
initial setup is always be derived using horizontal key derivation:

[TS 33.501, Sec. 6.9.2.1.1]: “Since the AMF does not send the NH
value to gNB/ng-eNB at the initial connection setup, the NH value
associated with the NCC value one cannot be used in the next Xn
handover or the next intra-gNB/intra-ng-eNB-CU handover, for the
next Xn handover or the next intra-gNB-CU/intra-ng-eNB handover
the horizontal key derivation will apply”

For subsequent handovers, vertical key derivation should be used
whenever the SRAN has an unused {NH, NCC} pair available [TS
33.501, Sec. 6.9.2.3.2]. Our models check both options. Table 2 sum-
marizes the key derivation functions used in all of our models.

In Xn-based handovers, the only mandatory key update is to
derive the new session key KyNp- either using horizontal or vertical
key derivation. In most cases, no re-keying of long-term keys is
necessary, since inter-AMF mobility is not supported in this proto-
col. However, as specified in [TS 33.501, Sec. 6.9.2.3.2], it is possible
for the active AMF to re-derive its long-term key Kanr in case of
a 5G NAS security context update. If a handover is subsequently
required, but occurs prior to a UE Context Modification procedure,
the Kanr must be updated on the UE side before deriving the new
session key. Since this requires further actions to be taken in addi-
tion to the handover protocol, we do not include it in our model. In
contrast, in the N2-based variation, AMF mobility is supported and
hence also included in our model.

In N2-based handovers, the session key Kynp- is always derived
using an intermediate NH parameter. In addition to the mandatory
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re-keying of the session key, the core network can also decide to
update its current AMF key. Regardless of whether or not this is
the case, a fresh NH is always used for deriving the session key:

[TS 33.501, Sec. 6.9.2.3.3]: “If the source AMF does not change the
active Kamr (meaning no horizontal Kapmr derivation) [...] the source
AMF shall increment its locally kept NCC value by one and compute
a fresh NH from its stored data. [...] If horizontal KapF derivation is
performed, [...] the source AMF shall derive a new Kgnp associated
with NCC = 0 using the newly derived Kamg. [...] Upon receipt of the
NGAP HANDOVER REQUEST message from the target AMF, the
target ng-eNB/gNB shall compute the Kgnp- to be used with the UE
[...] with the {NH, NCC} pair received.”

3.3 Security Requirements

The 5G standard does not explicitly state any security requirements
for handover protocols. However, it can be assumed that all previous
requirements (namely those for initial key agreement) should still
hold, i.e., an attacker should be unable to learn any confidential
information as a result of a handover. This includes all keys and
identifiers derived or created prior to the handover, as well as
those updated during it. We identify two main requirements for the
protocols: (1) injective agreement of re-derived keys, and (2) secrecy
of all keys and identifiers created or used during a handover.

Injective agreement. Informally, injective agreement means that
the two parties agree that they are communicating with each other
in the same session, which eliminates the possibility of a replay
attack. Formally, for key agreement properties, we use Lowe’s [22]
definition of injective agreement:

Definition 3.1. An agent a in role A is in injective agreement on
a key k with an agent b in role B, if whenever a completes a run
of the protocol, b has previously been running it with a, and they
both agree on the key k. In addition, each run of a must correspond
to a unique run of b.

In intra-5G handovers, the two main keys that can be re-derived
are the session key Kynp and the AMF key Kamr. Both keys are also
derived when transferring a UE from a 4G to a 5G network. Similarly,

Table 2: All key derivations in the 5GC protocols use the Key Derivation Function (KDF) specified in [TS 33.220, Annex B.2.0].
We use a simplification of the KDF function, in which the input string consists of only one (distinct) value, typically Po.

Key Derivation function Reference Xn ‘ N2 ‘ 5G to 4G ‘ 4G to 5G ‘
Kamr KDF(KsgaF, SUPI) [TS 33.501, Annex 7] v v - -
KDF(Kanp, NAS COUNT)  [TS 33.501, Annex 13] - v - -
KDF(Kasmg, NH) [TS 33.501, Annex 15.2] - - - v
Kasme KDF(Kamp, NAS COUNT)  [TS 33.501, Annex 14.2] - - v -
Kong  KDF(Kaur. NAS COUNT)  [TS 33.501, Annex 9] v v v v
Kynp*  KDF(NH, TARGET-ID) [TS 33.501, Annex 11] v v - v
KDF(Kqnp, TARGET-ID) [TS 33.501, Annex 11] v v -
KeNB KDF(KasmE, NAS COUNT)  [TS 33.401, Annex 3] - - v v
Kengc  KDF(NH, eNB-ID) [TS 33.401, Annex 5] - - v -
NH KDF(Kasme, Kenn) [TS 33.401, Annex 4] - - v -
KDF(KasmEe, NH) [TS 33.401, Annex 4] - - v -
KDF(Kamr, Kgng) [TS 33.501, Annex 10] v v - v
KDF(K amr, NH) [TS 33.501, Annex 10] v v - -
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when moving from a 5G to a 4G network, the UE derives a session
key Keng and a MME key Kasme. As explained in Section 3.1,
these so-called root keys are used to derive additional keys, which
protect the communication over public channels. We abstract these
derived keys away and only consider the root keys, thus allowing
an attacker access to all related communication.

In both intra-5G variations, a new session key Kgnp must be
derived by (or provided to) the UE and the TRAN. The AMF key
Kamr, however, is only updated during an AMF change in the N2-
based handover, or in either variation if the AMF has activated
a new Non-Access Stratum (NAS) security context but not yet
performed a UE Context Modification procedure. When moving
to a network implementing a different standard, new keys must
always be derived.

Secrecy (confidentiality) refers to the protection of confidential
information against disclosure to unauthorized parties. In all four
variations, we analyze whether the following secrecy requirements
hold: the attacker does not learn the Subscription Permanent Identi-
fier (SUPI), or any of the keys used or derived during the handover.
These include KSEAFs KAMF’ KASME> KgNB: KgNB*’ KeNBs and KeNB*~
The intermediate key NH is omitted from the analysis, since it is
only used for re-keying other keys. If the attacker learns it, he will
also be able to derive at least one of the other keys as well.

4 FORMAL MODELING AND SECURITY
EVALUATION

We use the TAMARIN prover, a state-of-the-art protocol verification
tool, to formally model and analyze the different 5G handovers. In
this section, we give a brief overview of TAMARIN, explain how we
formalize protocol goals, and summarize our analysis results. All
models and the information needed to construct the proof deriva-
tions can be found at [26].

4.1 The Tamarin Prover

TAMARIN [23, 27] is a state-of-the-art verification tool for the sym-
bolic modeling and analysis of security protocols. Given a formal
model of a protocol and its expected properties as input, the tool
tries to either prove or disprove the properties. Since the correctness
of security protocols is an undecidable problem, termination cannot
be guaranteed. Hence, in addition to an efficient and fully auto-
mated proof construction mode, TAMARIN also provides a mode for
interactive reasoning. This ability to provide user guidance when
TAMARIN’s built-in proof strategy does not terminate was one of
our main reasons for choosing it as our verification tool. It has
also previously been successfully used to analyze various complex,
real-world protocols, such as 5G AKA [9, 12] and TLS 1.3 [13, 14].

In symbolic models, all values are described as terms, rather
than as bitstrings. Each term is either a name, a constant, or a
(cryptographic) function application. Functions are represented by
operators, and their behavior is given by equations. For example,
the behavior of symmetric encryption and decryption of a message
m is given by the equation sdec(senc(m,k),k) = m, where k
is a variable representing the encryption key, and the operators
senc and sdec represent functions for encryption and decryption
respectively. TAMARIN implements many common cryptographic
primitives, such as hashing and signatures, by defining equations for
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their algebraic properties. It is also possible, with some limitations,
to create custom functions and equations.

Protocols are modeled using an expressive language based on
multiset rewriting rules. These rules give rise to a labeled transition
system consisting of a symbolic representation of the protocol’s
state, messages, and the attacker’s knowledge. The state consists
of a multiset of facts, where a fact is a predicate applied to terms,
representing state information. For example, the state of an agent
a in the role A, in which it only knows its own identifier id, is de-
scribed by the fact St_1_A(~id), where ~ denotes freshness of the
value. Both the attacker and honest agents interact by updating the
current state of the system. This includes creating fresh constants,
applying cryptographic functions to existing terms, and sending
and receiving messages over the network.

Protocol rules. In TAMARIN, protocol rules are specified using
the following syntax: rule R: [1]-[al->[r], where Ris the rule’s
name, [ is its premise, a are its action facts, and r is its conclusion.
Premises, actions, and conclusions each consist of multisets of facts.
Unlike premises and conclusions, action facts are only observable
in the trace. They exists for modeling purposes only and are used to
specify security properties, called lemmas, expressed as first-order
logic formulas.

Attacker knowledge. TAMARIN implements a default Dolev-
Yao model [16] of the attacker, giving him the capability to delete, in-
ject, modify, and intercept messages in the network. The attacker’s
knowledge of a message M is denoted K(M). Leakage of any con-
fidential information is modeled by sending it unencrypted over
the network and marking the trace with an action fact. We use the
notation Rev (A, M) to model that an agent A has been compromised
and the content of the message M has been revealed to the attacker.
For example, the following rule models an agent A revealing its
long-term key skA:

rule reveal_skA:
[ Ltk(A,skA) 1 --[ Rev(A,sKA) 1-> [ Out(skA) ]

We use the action fact Honest (A) @i to model that an agent A has
to be uncompromised at a time point i, for a lemma to be meaningful.
A is honest in a trace T, if it has not revealed any information to
the attacker, i.e., Rev(A,M) ¢ T.

Secure channels. Sending and receiving messages over the pub-
lic channel is modeled with the facts Out (M) and In(M). However,
since many of the communication channels used in handover proto-
cols offer different levels of protection (see Table 1), we implement a
standard secure channel abstraction introduced by Basin et al. [10].
This allows us to model messages being sent securely between
participants, without having to explicitly create keys for traffic
encryption and integrity protection. The rules for securely sending
and receiving messages are:

rule send_secure:
[ SndS(~cid,A,B,m) 1 --[]1-> [ Sec(~cid,A,B,m) ]

rule receive_secure:
[ Sec(~cid,A,B,m) 1 --[1-> [ RcvS(~cid,A,B,m) ]

In contrast to the standard public channel, the attacker has no rules
to listen in on a secure channel and thereby augment his knowledge
K(.). A compromised channel is modeled by revealing the channel
identifier cid to the attacker, or by allowing messages to be injected
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into it. In both cases, additional rules must be introduced to give
the attacker the ability to interact with the channels.

Proof strategies. As mentioned previously, TAMARIN supports
two methods to prove or disprove protocol properties: (1) a fully
automatic mode, and (2) an interactive mode. The automatic mode
uses heuristics for finding states that terminate each trace. This
is often the preferable alternative, since it does not require user
input and is thus easily repeatable when verifying the results or
changing the model. However, in case of non-termination, or for
complicated proofs, the user may choose to explore the state space
manually. This can be time-consuming, but is often only necessary
in the modeling phase to ensure that a trace in fact exists and to
discover a fast way of finding it. Once an efficient proof strategy
has been deduced, a small script (called an oracle) can be written to
guide the automatic prover.

Since our goal is to analyze the protocol properties for an unlim-
ited number of consecutive handovers, we construct an optimized
oracle for each model. This helps us avoid non-termination and
keeps the time and memory requirements needed for constructing
derivations reasonably low.

4.2 Formalizing Protocol Properties

As explained in Section 3.3, we analyze two types of protocol goals:
(1) key agreement, and (2) secrecy. We also define and prove various
auxiliary lemmas that improve the performance of the prover and
perform sanity checks. For example, for every possible variation of
the protocols, we prove an executability lemma to ensure that there
is at least one trace of the protocol that, without the attacker’s help,
executes to completion. These lemmas improve confidence in the
give model, but since they are unrelated to security and not part of
the protocol itself, we will not discuss them further.

Key agreement. We denote commitment to a key between
agents with the action fact Commit, and the intent to complete
the protocol with a given partner with the action fact Running. In-
jective agreement of a key holds as defined above, if each instance
of Commit uniquely corresponds to an instance of Running with
the required parameters. Furthermore, to prove injective agreement
from both participants’ point of view, each key requires a second
lemma, in which the roles of a and b are swapped. In TAMARIN,
injective agreement is formalized as:

lemma injectiveagreement_a_b_k:
" All a b k #i. Commit(a,b,<A,B,k>>)@i
==> (Ex #j. Running(b,a,<A,B,k>)@j
& not (Ex a2 b2 #i2. Commit(a2,b2,<A,B,k>)@i
& not (#i2 = #i))) "

Secrecy. A value k is considered to be secret, if there does not
exist a time j when the attacker knows k, i.e., =(3j. K(k)@j). In
TAMARIN, a common way of modeling this is by using the action
fact Secret(k)@i, denoting that a key k at a time point i is secure,
unless it has been revealed to the attacker by an honest agent. If
the agent is compromised, the resulting attack is trivial and of no
interest. In TAMARIN, this is formalized as:

lemma secret_k:
" All k #i. Secret(k)ei
==> (not (Ex #j. K(k)@j))
| (Ex X #r. Rev(X,k)@r & Honest(X)@i) "
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4.3 Results

Using our models and TAMARIN, we show that, after a successful
handover, injective agreement holds for all newly derived keys,
provided that none of the participating agents or secure channels
have been compromised or have leaked any secret information.
Furthermore, we prove that misbinding of endpoints is impossible,
by letting the attacker unrestrictedly compromise other agents and
run unlimited parallel sessions.

Table 4 summarizes the verification results for the key agreement
properties. Each property is examined separately from both partici-
pants’ point-of-view, as explained in Section 4.2. In the Xn-based
intra-5G handover, as well as in both inter-5G handovers, the only
keys requiring re-keying are the session keys Kenp+ (4G) or Konpe
(5G). In contrast, the N2-based intra-5G handover may, in case of
AMF mobility, also include re-keying of the long-term key Kamr.
If the core network decides to allocate a new AMF to the UE, a new
long-term key Kamr is also derived. In this case, the UE and the
AMEF will also agree on the new key.

In addition to key agreement properties, we also prove that all
keys used or derived during a handover remain secret. Intuitively,
this means that the level of confidentiality remains the same: an
attacker should not learn any new confidential information as the
result of a handover. Furthermore, for each key, we infer the min-
imum requirements for secrecy to hold. We do this by gradually
strengthening the requirements for secrecy lemmas, until TAMARIN

Table 3: Minimum requirements for secrecy. X means that
the property holds if X is not known to the attacker. The
predecessor (i.e., a previous key from the same horizontal
derivation branch) of a key K is denoted P(g). An uncom-
promised network interface n is marked in,. The symbol -
means that a key can only be known by the attacker if the
key itself (or one of its predecessors) has been revealed.

l Key ‘ Minimum Requirements for Secrecy (Xn) ‘
Ksear -
Kamr (Ksear v SUPI)
Kgnp (Ksgar V SUPI) A Kamp
Kgng* (Ksear v SUPD) A Kamr A inxn A P(K )
Key Minimum Requirements for Secrecy (N2)
Ksear -
Kamr (Ksgar V SUPT) A Pk )
Kgng (Ksgar V SUPT) A Pk y ) A Kame
Kong* (Ksear v SUPD A Py \yp) A Kamp A inNg A Picnge)
l Key ‘ Minimum Requirements for Secrecy (5G to 4G) ‘
Kamr -
KasmEe KaAMF A inNge
Konp Kamr
Kenp- Kamp A inngs A Kasme
l Key ‘ Minimum Requirements for Secrecy (4G to 5G) ‘
Kasme InNze
Kamr KasME A inNge
Keng KasME A inngze
Kgnp* KasMme A innge A Kamr
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Table 4: Key agreement. The symbol v indicates injective agreement on a key between the agents. The symbol — means that

the key is not applicable for the combination.

Intra-5G Handover Inter-5G Handover
Protocol » Xn N2 5G to 4G 4G to 5G
POV » UE TRAN UE CN [ TRAN UE eNB UE gNB
Counterpart > TRAN UE CN TRAN UE eNB UE gNB UE
Koun: 7 7 = 7 = 7 = = 7 7
Ko | - - - - - - v v - -
Kamr - - v - v - - - - -

can no longer find an attack trace and provides a proof instead.
Table 3 shows the minimum requirements (in conjunctive normal
form) for secrecy to hold for each key. All keys are assumed to
originate from the same initial key agreement. A key that is not
sent over any channel is assumed to remain secret, since it cannot
be leaked as the result of a handover. We explain these results below
and comment on their significance for the 5G protocol suite and
associated infrastructure.

Intra-5G handovers. After the initial key agreement between a
UE and a RAN, the anchor key Kspar and the UE’s secret identifier
SUPI are used to derive a long-term key Kanp, which in turn is
(indirectly) used to derive all other keys. None of these keys or
identifiers are sent over any channel during a handover, which limits
the risk of an attacker learning any of the long-term keys. In the
Xn-based handover, this means that Kapp cannot be compromised
after it has been derived, since it is fixed and only keys derived
one-way are used. TAMARIN reports that, as shown in the second
row in the first table in Table 3, the attacker can only derive Kapmp
by first learning both Ksgar and SUPIL. Furthermore, as indicated in
the subsequent rows, since Kapmr is used as the anchor key, none
of the other keys will remain secret if these two are leaked.

As explained in Section 4.2, the N2-based handover supports
AMF mobility. If the CN decides to update the AMF allocation of
the UE during a handover, a new Ky is also derived. Since the
new Kapr uses the previous one as keying-material, no new infor-
mation that could compromise the secrecy of the key is exchanged.
However, if an old Kamr (indicated as P(g AME) in the second table
in Table 3) is leaked, future keys are no longer secure, since forward
security is not provided. This (shown in the subsequent rows in
the table) means that the attacker can use any deprecated Kanr for
deriving all future keys.

The initial session key K,Np is derived directly from Kapr and,
similarly to its parent key, it is never sent over any channel during a
handover; this explains the conjunctions for Kgnp in the Xn and N2
tables. In both intra-5G protocols, an intermediate session key Konp-
is derived from either its predecessor (hkd) or from the intermediate
NH parameter (vkd). After the handover is successfully completed,
Kgnp+ becomes the new session key. Similarly to Komr in the N2-
based protocol, horizontal key derivation does not protect future
keys from an attacker who knows an old session key, i.e., forward
security is not provided.

Furthermore, in both models, either the session key itself or
the intermediate parameter that it is derived from, is sent over
a secure interface. Consequently, an attacker can learn Kgnp+ in
one of two ways: (1) by compromising an agent that knows the

key (or one of its predecessors), or (2) by compromising the secure
interface(s) that the key (or one of its predecessors) was sent over.
An uncompromised interface is marked in Table 3 as inyxy/N2/N26-

Inter-5G handovers. In inter-5G handovers, the anchor key
used to derive session keys depends on the current network of the
UE: Kamr in 5G and KagpE in 4G. In Table 3, these are shown on
the first row of the third and fourth tables respectively. When mov-
ing from 5G to 4G, the AMF of the 5G network derives Kasyg from
Kamr and sends it over the (secure) N26 interface to the 4G net-
work’s Mobility Management Entity. Similarly, when moving from
4G to 5G, the MME sends Kasymg to the AMF so that a new Kayr
can be derived. Unlike in the intra-5G protocols, this means that
the long-term keys can be leaked if the attacker can compromise a
secure network interface or trick the sending network function to
leak the key to the wrong receiver. However, as our TAMARIN veri-
fication proves, this can only happen if the security assumptions
and requirements presented in Section 3 are neglected.

Similarly to vertical key derivation in intra-5G handovers, a new
session key is derived in the inter-5G handovers using intermediate
parameters, which are derived from the anchor key. Consequently,
as can be seen on the fourth row in the lower tables of Table 3, the
session key can only be known to the attacker if the keys themselves,
or the corresponding anchor key, have been leaked.

5 CONCLUSION

We have analyzed the security of handovers involving 5G networks.
The current version of the standard (Release 16) includes nine
documents describing four main variations of the protocol, covering
both intra- and inter-system handovers. Using formal methods,
we analyzed all of these procedures and established the minimal
assumptions under which they are secure. Namely, none of the
handovers reveal any confidential information to an attacker, as
long as the initial state is secure and none of the honest participants
can be compromised.

As future work, we recommend extending the coverage of for-
mally verified sections of the 5G standard. In addition to creating
new models of previously unverified protocols, updating existing
models can be helpful for detecting vulnerabilities introduced in
later releases. Furthermore, we plan to extend our work by con-
sidering the impact of downgrade attacks. Even though we have
shown that inter-system handovers do not leak information, an at-
tacker might benefit from forcing a device to fall back to a network
implementing an older standard. In particular, an attacker might be
able to use fallback methods of the LTE network to further weaken
the security provided by the newer standards.
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A ACRONYMS

3GPP 3rd Generation Partnership Project

5G 5th Generation

5G AKA 5G Authentication and Key Agreement
5G-GUTI 5G Globally Unique Temporary Identifier
5GC 5G Core Network

AMF Access and Mobility Management Function
C-RNTI Cell Radio Network Temporary Identity
CN Core Network

eNB evolved Node B

EPC Evolved Packet Core

gNB Next generation Node B

KDF Key Derivation Function

LTE Long-Term Evolution

ME Mobile Equipment

MME Mobility Management Entity

MRU Mobility Registration Update

NAS Non-Access Stratum

NASC NAS Container

NCC NH Chaining Counter

NF Network Function

NG-RAN Next Generation RAN

NH Next Hop

PDU Protocol Data Unit

PEI Permanent Equipment Identifier

RAN Radio Access Network
RAT Radio Access Technology
RRC Radio Resource Control

S2TTC  Source to Target Transparent Container
SMF Session Management Function
SRAN  source RAN

SUCI Subscription Concealed Identifier
SUPI Subscription Permanent Identifier

T2STC  Target to Source Transparent Container
TR Technical Report

TRAN  target RAN

TS Technical Specification

UE User Equipment

UEC UE Container

UMTS  Universal Mobile Telecommunications System
UP User Plane

UPF User Plane Function

USIM Universal Subscriber Identity Module

B MESSAGE SEQUENCE CHARTS

Figures 5-7 show the detailed message flows of the N2-based intra-
5G handover and the N26-based inter-5G handovers. Similarly to
the Xn-based handover in Figure 2, all messages and parameters
that are unrelated to security are abstracted away.
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Figure 5: N2-based intra-5G handover. The symbol e means that a channel is secure (provides integrity, confidentiality, and
replay protection). Symmetric encryption with a key K is denoted { }k.
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Figure 6: Handover from 5G to 4G over the N26 interface. Only includes messages and parameters that are relevant to security.
The symbol e means that a channel is secure (provides integrity, confidentiality, and replay protection). Symmetric encryption
with a key K is denoted { }x. eNB-UE-S1AP-ID and MME-UE-S1AP-ID are unique identifiers of the UE within the eNB and
MME [TS 23.401, Sec. 5.7.1]. gNB-UE-ID is the UE identifier within the gNB. MAX NAS COUNT is the constant value 2% — 1.
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Figure 7: Handover from 4G to 5G over the N26 interface. Only includes messages and parameters that are relevant to security.
The symbol e means that a channel is secure (provides integrity, confidentiality, and replay protection). Symmetric encryption
with a key K is denoted { }x. eNB-UE-S1AP-ID [TS 23.401, Sec. 5.7.1] and AMF-UE-NGAP-ID [TS 23.501, Sec. 5.9.9] are unique
identifiers of the UE within the eNB and AMF. gNB-UE-ID is the UE identifier within the gNB. MAX NAS COUNT is the constant
value 22 — 1.



	Abstract
	1 Introduction
	2 5G Handover Protocols
	2.1 Protocol Overview
	2.2 Initial Setup
	2.3 Xn-based Intra-5G Handovers
	2.4 N2-based Intra-5G Handovers
	2.5 Inter-5G Handovers

	3 Security Assumptions and Requirements
	3.1 Setup Assumptions
	3.2 Key Derivation
	3.3 Security Requirements

	4 Formal Modeling and Security Evaluation
	4.1 The Tamarin Prover
	4.2 Formalizing Protocol Properties
	4.3 Results

	5 Conclusion
	Acknowledgments
	References
	A Acronyms
	B Message Sequence Charts

