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Abstract
In this paper, we claim that a vital part of managing a
large enterprise data center is creating a model which encompasses all layers of the hardware and software stack,
from network links up to application placement and configurations, and moreover that this model must be maintained in real time based on monitoring and trace data.
Such a claim is not necessarily contentious, but we further
argue that existing approaches to managing such facilities
suffer from a lack of abstraction of the problem that limits
their applicability: enterprise data centers are sufficiently
diverse that it is hard to identify a reusable component
that can express the complex range of queries that must be
served in real time. The problem is less that of working
out what data to gather, and how to process it, than it is
one of building a flexible, reusable infrastructure above
which to perform such processing. We therefore characterize the problem, and the systems challenges entailed
by such a “RDBMS for system management”. Finally,
we report on our early exploration of the problem space,
showing that even a limited version of such an engine can
deliver useful value to a real, large-scale, production data
center.
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Introduction

Enterprise data centers are complex, multi-layered, evolving software and hardware systems whose behavior is
hard to understand, but whose stability is critical to the
success of an enterprise. In this paper, we argue for building an online, cross-layer model of an operational en-
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terprise data center as a separate, critical component of
a disciplined systems approach to operations and management for the data center. Such a model integrates
information from physical topology up application-level
message traces. We further argue that maintaining such as
model constitutes a workload not well served by current
information processing software stacks, and is therefore
an important research challenge in itself.
By enterprise data centers we mean large-scale computing facilities operated internally by a large enterprise,
in contrast to cloud computing centers where compute
resources are rented out to paying customers. Most of the
world’s data centers fall into the former category, although
some of the approach we advocate is also relevant to the
cloud computing case. We elaborate on the differences
between these use-cases below.
By online, cross layer models we mean representations
of the state of the data center which are updated in real
time and integrate system configuration, real-time monitoring, and trace data from all levels of the software and
hardware stack, from physical network links and servers
up to application components running on specific physical
and virtual machines.
Datacenters in large enterprises are usually the result
of a complex ongoing evolutionary process driven by
constantly changing goals. Consequently, they contain a
heterogeneous mix of machines, from commodity servers
to mainframes, and a highly structured network reflecting
organizational boundaries within the enterprise as well as
resilience, efficiency, and manageability concerns. Many
applications are tied to subsets of machines for a variety of legal, contractual, and technical reasons. They
also have elaborate inter-dependencies, often encoded in
a “Service-Oriented Architecture” framework that ties
them together. Moreover, this is a dynamic environment
with configuration and software changes occurring on a
frequent basis.
Managing and evolving such a datacenter is therefore a
complex, labor-intensive process requiring considerable

skill and experience, particularly as the availability and
performance of these applications is critical to the success of the enterprise. This also presents a challenge to
accurately model and analyze such a datacenter. From a
systems research perspective this also makes an interesting use case: the tooling should support a high volume of
monitoring and tracing data updates, queries involves a
mix of relational, graph and stream processing, and there
is a desire for results to be generated within a timescale
of seconds to minutes.
We focus on the problem of building and maintaining a
faithful model that can answer queries about the behavior
of applications and infrastructure in the datacenter, and
avoid the separate question of what management action
to take at a given moment. However, we believe that a
flexible, expressive, cross-layer model of the datacenter
forms a sound basis for active management decisions.
We also restrict (for now) the model information to that
from the networking and computer hardware and software
in the datacenter, eliding information about power, temperature, etc. We acknowledge, however, that the latter
are ultimately important components of such a model.
Where we depart from prior work is our emphasis on
the construction and maintenance of a model of the state
of the datacenter. We are inspired by, and build on, considerable existing work on data centers which has explored
the kinds of questions important to both management, and
integrating information from multiple sources.
Our goal is to develop a common infrastructural engine
for online modelling of a datacenter, in much the same
way that a RDBMS has traditionally been a common
infrastructure for enterprise data. One way to view our
work is to design a single, rack-scale machine which can
process the complex range of queries that must be served
in real time.
Our contributions in this paper are:
• Identifying data center modelling as a useful factoring of the problem of managing a data center.
• Characterizing the workload a model must handle.
• Presenting early experience showing the value of
such a model in the context of a real-world datacenter
belonging to a large travel industry service provider.
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Background

Operating a production data center at scale is a tall order.
A large enterprise data center runs distributed systems
built of many interacting components. These systems
have complex dependencies and undergo frequent change.
They impose elaborate demands on networking and computational infrastructure. Operators need to ensure that
demanding performance requirements are met, and must
resolve incidents in a timely manner with minimal customer impact.

The datacenter we use to evaluate our work had the
following characteristics in 2012 it has subsequently expanded considerably:
•
•
•
•
•

19000+ transactions per second (peak)
<0.5 sec average system response time
9000+ physical IT infrastructure devices
3400+ IT changes per month
400+ application software loads per month

This is the main data center for a large provider of
services to the travel industry, but is representative of a
large class of enterprise data centers which host multiple
web services and applications. Advertising platforms
are also highly-concurrent, serving 10 billion events per
day, and latency-sensitive, with a requirement to respond
within 100 milliseconds without fail [9]. In these facilities,
“rare events happen frequently” and “bad things transpire
faster than humans can respond” [9].
We argue that the field can only move forward if we
adopt an approach which abstracts the problem: we aim
to build a system which is flexible enough to adapt to
the complex and diverse mixes of monitoring and tracing
infrastructure found across enterprise data centers, and
yet is efficient enough to provide, in real time, the detailed information and analysis needed by both human
and automated management.
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Related work

Unsurprisingly, there are numerous commercial and research attempts to address aspects of this problem.
Many target only a small subset of the hardware/software stack: either network- or service-layer.
One typical example is Google System Health [3], which
monitors servers and their configuration, activity, environmental and error data, and conducts offline analysis.
Similar monitoring and analysis tools exist for networking infrastructure, such as CiscoWorks or HP OpenView.
Internet service providers also deploy online monitoring
of key signals such as latency and throughput statistics
for user requests. Operator alerts are then issued based on
monitored values and predefined thresholds.
Another class of tools tackle specific aspects of the
problem: performance debugging. Sherlock [1] applies a
black-box approach which runs traceroutes to learn widearea network topology, deploys agents to capture traffic,
and statistically infer causal relationships to localize failed
network components. NetMedic [7] harnesses information exposed by applications and OSes to infer correlation
between finer-grained network components such as processes. Such systems are the ancestors of recent startups
such as New Relic and CloudPhysics, which mine data
from application-level logs and event traces in order to
diagnose performance anomalies and issue alerts.

Recognizing that many of the hard-to-diagnose faults
encountered in enterprise data centers involve interactions
between disparate layers of the software and hardware
stack, some systems adopt a more cross-layer approach.
Pinpoint [4] and Magpie [2] are early examples of such
systems which target the debugging and profiling of individual applications. Pinpoint traces client requests and
failures and diagnoses faults with offline analysis. Magpie
records a wide variety of information about web requests
(including resource usage) which forms the input to offline performance or root-cause analysis. X-Trace [5] is a
cross-layer, cross-application tracing framework designed
to reconstruct the user’s task tree.
We are not the first to note that many of the performance and fault diagnosis problems seen in operational
datacenters can only be solved with a comprehensive
cross-layer approach. At the same time, however, there
is a dearth of such systems available to enterprises: commercial (or, indeed, free open source) offerings tend to
operate on a small subset of the hardware and software
stack, and those few enterprises which have tried to implement a cross-layer solution have done so at considerable
cost in engineering.
This mismatch between readily available technology
and the problem at hand is partly due to the organization
of many enterprises, which separate (for example) network management, server provisioning, and application
maintenance into different units.
However, the biggest technical barrier is the scale of
engineering necessary, coupled with the lack of portability: enterprise data centers and their software vary widely,
and the solutions we survey in section 3 targeted a single
deployment. This situation mirrors the state of enterprise
data management in the late 1960s, before the advent of
general-purpose relational database managment systems.
The work listed above differs from ours in two ways.
Firstly, our system aims at cross-layer datacenter modeling and analysis which considers all layers of the hardware and software stack, using dynamic tracing as well
as static configuration.
Secondly, prior systems systems focus on tracing and
workload modeling, and run performance analysis as offline jobs. We provide a general computing framework
for both datacenter modeling and performance analysis
online for various involved applications. This can potentially be integrated to the alert system to provide real-time
and more sophisticated diagnoses.

4

Systems challenges

The long-term goal of our research, then, is to create a
data model and data management system which is capable of expressing, maintaining, and updating a detailed,
cross-layer, online model of a data center. The system
must be capable of absorbing large-volumes of real-time

monitoring and trace data (including frequent configuration changes to the data center) while performing useful
analysis on the model in real time.
In this section we discuss the systems challenges and
our initial work investigating the workload such a system
must handle; following this we elaborate on the long-term
goal mentioned above.

4.1

Building a Model

From the perspective of building a model, there are a
number of issues to contend with. A few are discussed
below and these primarily relate to the inconsistencies,
incompleteness and sheer complexity of the data at hand.
Gather and reconcile: In a large enterprise, knowledge is generated and maintained by different departments across the organization, and therefore potentially
distributed in various geographical locations. Different
teams work on different levels of abstraction and use
different representations of the underlying infrastructure.
Such information fragmentation and incoherency poses
a great challenge to integrate disparate data sources and
build a comprehensive model of the datacenter using information from all the layers of the hardware and software
stack. In particular, this entails gathering all the requisite
data, understanding its semantics and reconciling potential inconsistencies.
Store and query: The next question to answer is how
to represent, store and query state of the datacenter in realtime. Such a knowledge base forms the foundation which
further analyses build upon. The datacenter information
sources exhibit high heterogeneity: some data (such as
network topology and system configuration) is of small
volume and evolves more slowly, while the other (like
real-time dynamic workload traces) has larger data volume and higher update rate. Despite storing and querying
heterogeneous data, there are also further questions relating to the large volume of on-the-fly data: which tools are
suitable to process the data and how much archive data
should be retained?
Complexity and dynamism: Beyond this, further considerations arise such as those of model fidelity and complexity. The available data spans several layers of the
stack and covers a multitude of abstractions. What information should be included in the model and how much
detail needs to be preserved? It may be tempting to feed
in as many data sources as feasible, but there is also a
trade-off with generality. A good model should also be
applicable in different contexts. This requires capturing
the key primitives and also factoring out aspects specific
to a given setting. A datacenter is also a very dynamic
environment: nodes fail, configurations change and new
infrastructure is deployed. This continual change also
affects the model and makes it especially hard to pinpoint
the true source of an error.

Data volume: It is difficult to maintain a live model in
the presence of a high update rate, whilst also conducting
analytic queries, even more so, if the state is distributed
across multiple machines. Much of this difficulty lies
in the workload model which comes from middleware
logging. This data is sizeable – several terabytes per
hour – and has a tree structure. Graph databases make a
good fit, but many of these cater primarily towards largescale social graphs which have very different properties
and looser consistency requirements. In general, two
characteristics we foresee as necessary are distributed and
in-memory execution. The former allows to exploit the
available parallelism within a rack of machines; the latter
allows to store large quantities of data and process with
minimal latency. The Spark stack [6] is based on this
premise and therefore makes a promising foundation.
The ultimate goal is a system for on-line modeling (data
representation and storage) and analysis (data processing)
of a datacenter based on configuration and trace information from multiple layers of the hardware and software
stack. Such a facility should support answering complex
analytic queries about the performance of the datacenter
under both real and hypothetical conditions and workloads. Next we elaborate on available data sources and
conduct a case study of a production workload.

4.2

Workload properties

A guiding principle of the desired system is the integration of information from as many layers as possible in
the datacenter. Fortunately, the datacenter we study already has extensive instrumentation and logging and the
available data comes from two main sources: monitoring
systems and tracing systems.
The former has agents embedded throughout the datacenter and collects metrics from the observed systems,
including hardware and software components. This primarily includes performance indicators, such as network
link traffic, CPU utilization, queue lengths, etc. The latter
collects targeted events from the systems being observed,
for example the messages being sent and received and system calls executed, and can be employed to trace requests
as they flow through a distributed system. Further complementing this are various configuration databases, which
store a vast swath of information: application deployment
and placement, routing and switching tables, along with
a history of configuration changes (e.g. commands executed). The key challenges are integrating the disparate
information sources (which, in some cases, contain inconsistencies), deciding what information to include in the
model, and how it is represented.
In order to clarify the requirements of the envisioned
system we now conduct a case study on a 57-minute detailed OLTP workload trace. Our trace involves 7118
machines (a significant fraction of the entire datacenter),
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Figure 1: CDFs (Cumulative Distribution Functions)
showing total duration of transaction trees and maximum
interval between messages of a single session. Note: the
x-axis is in logarithmic scale.
and consists of about 197 million individual transactions,
corresponding to roughly 47 million externally visible operations (transaction trees) belonging to 30 million client
sessions. This datacenter processes in total more than 4
billion travel transactions a day.
To give a sense of the problem size and requirements on
the corresponding systems we now present some figures
about the workload trace. The vast majority – roughly
95% – of all root transactions are short-lived and have a
total lifetime of less than 2 seconds (Figure 1a). Similarly,
in only 0.24% of cases do root transactions remain dormant for more than a minute (Figure 1b); this means a
streaming system does not need to retain a large quantity
of state in working memory while correlating messages.
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Goals

Having discussed challenges in building an online, crosslayer model and data management system, we now expand further on our goals and potential applications.
A general model
We aim for a holistic view of a data center which integrates hardware, network, middleware, and application
information, providing a coherent model which captures
interactions and effects across layers. This should be
based on continuous monitoring of the target system.
In the early exploratory work we present in Section 6,
for example, we collect network topology, switch configuration, application and virtual machine placement across
physical machines, and a detailed trace of applicationlevel messages and transactions.
It should be pointed out that none of this data is ultimately static. For example, in the data center we target
there can be several hundred changes to network and
server configuration each day, and each logged change
can affect many components. It is therefore insufficient to
assume (as we temporarily do in our current system) that
the network, for example, remains the same.
We also have to deal with high incoming data rates for
some kinds of data. For example, we trace all messages

sent and received by application routers which form part
of the service-oriented architecture (SOA) of the data
center. These traces are used to reconstruct client sessions
as sequences of transaction trees, analogous to “trees of
spans” in Google’s Dapper system [8]. This constitutes
several terabytes of trace data a day alone, and must be
processed in real time.
Wide applicability
We aim to use the data collected to answer complex continuous queries involving considerable integration of information, such as tracking call patterns or dependencies
between services within a distributed system, mapping
application-layer traffic down to physical network links,
and correlating events across the data center.
The queries we therefore pose use a combination of
processing paradigms: node and application configuration
involve joining and grouping relational tables, whereas
network path calculation involves graph traversal and
shortest path queries. Streaming and CEP (complex event
processing) systems are needed to maintain the online
model. We now give some concrete examples, inspired
either by existing systems or the requirements of the data
center we discuss in Section 6. There is a wealth of prior
work in these fields and [10] is an extensive survey of
data center troubleshooting, instrumentation and tooling;
we now discuss a selection of potential applications.
Detection: identifying potential outages or performance degradation by monitoring the system for SLA
violations or abnormal states. Some problems are subtle
and difficult to detect, e.g. quantifying the proportion of
application traffic that traverses specific network layers,
as we evaluate in the next section. In another, a web application may return 200 OK but serve meaningless results.
Operators have limited knowledge about application behavior and a cross-layer view is needed to understand this.
A key challenge here is that simple metrics and thresholds
also do not suffice, and often cause ‘alarm storms’ where
an operator is inundated by correlated failures.
Diagnosis: analyzing anomalies in order to determine
their root cause, or suggest solutions. One theme is to
mine archive data and build a model of unhealthy symptoms or system states. Another theme is to understand
the relationships between components, for example service dependencies or transaction tracking. This is of use
when troubleshooting communication issues and localizing problems as they flow through a distributed system.
Simulation: the effort and risk associated with change
can be prohibitive in a production data center. It is thus desirable to have a testbed to induce failures or try changes
before they are rolled out. Examples include investigating
the effects of new routing protocols or testing topologyaware load balancing. The problem is that a testbed which
functions at scale is beyond the means of most enterprise

data centers. However, a high-fidelity model driven by
real workloads can be used to analyze such “what-if” scenarios, an idea we explore in the next section.
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Exploratory prototype

To investigate the systems challenges of building a modelling system for a datacenter, we started with a simple
prototype using off-the-shelf components. Figure 2 shows
the architecture; it includes components for data integration, cross-layer modeling, data processing, and crosslayer analysis.
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Figure 2: Prototype system architecture
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This system does not address the requirements in section 5 – it assumes a static network and application placement, and runs offline on an hour-long trace of application
messages – but we have found it useful as a first step in
exploring the design space for data center modelling.
The specific data center we apply it to is the travel service provider mentioned in section 2. The architecture (at
the time of the experiments reported here) was the fairly
traditional enterprise design shown in Figure 3. We are
fortunate in that the data center is heavily instrumented,
and we can obtain logs of all application-level messages
sent and received by the applicaton level “enterprise service bus” (ESB) routers, along with their timestamps,
which make up the OLTP workload the data center.
A rich data representation is constructed from these
data sources. At the network level, we obtained a snapshot of the physical connectivity of the datacenter, along
with IP, MAC addresses and VLAN membership for each
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machine. From this, we derive a multi-level graph representation of the datacenter interconnect at layers 0-3 as
shown in the upper part of Figure 3. This network view
provides us with detailed information about switches, all
physical and virtual machines in the data center.
We also incorporate the configuration database giving
the current state of the ESB, including service publication,
grouping services into applications, application servers,
ESB machines, ESB processes running on the ESB machines and other lower-level entities. This service view is
depicted in the lower part of Figure 3. We use the JGraphT
library to create in-memory annotated graph objects to
represent network topology and to traverse graph nodes
and links while we keep most middleware and application
configuration information in a RDBMS.
Our OLTP trace information is a 57-minute trace from
which we reconstruct client sessions composed of transaction trees, as in Dapper. This trace represents about
4TB of data traversing the network. We process this trace
using Spark [6], and replicate the (relatively small) graph
database to all Spark nodes.
Even with this relatively simple system, useful results
can be obtained with simple queries. For example, the
company suspected that a large proportion of traffic was
traversing the core and distribution layers of the network
unnecessarily, but could not quantify this.
Figure 4 shows the results of an analysis mapping all
application-level messages through the multiple layers of
the protocol stack down the layer 0 to calculate the physical path taken by each message. From this the system
calculates not only the proportion of traffic traversing the
distribution network, but also why: factors include placement of the ESB application-layer routers, the default
round-robin load-balancing policy at the ESB layer, and
the current VLAN configuration of the network and the
deployment of different components in different VLANs.
This information was of great value to the company.
Moreover, given a detailed data center model, we can
go further and investigate “what-if” scenarios to quantify
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Figure 4: Detailed reasons for hops traversing the distribution layer
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Figure 5: ESB–ESB traffic
the effects of configuration changes to the data center.
The first example we present concerns changing the loadbalancing policy used to select an ESB router from roundrobin to one which is aware of the underlying network
topology, and always picks a nearby instance if it can.
The heatmaps on the left of Figure 5 is generated from
the model and shows traffic between ESB routers and multiplexers in the system, clearly showing the grouping of
such components into evenly load-balanced “farms”. The
right map shows what the result of changing the policy
would have been: several strips are now removed because
the communicating ESB pairs are more likely to be located under the same access switch. This strategy helps
to localize almost 1TB of traffic from the total 3.75TB
distribution traffic. Our system achieved this result by
changing the routing routine and re-running the analysis.
Our second “what-if?” example concerns traffic between applications themselves and the ESB routers. Figure 6a shows a portion of the heatmap of ESB-application
communication traffic (the full traffic matrix is large, but
this subset represents over 90% of the distribution traffic).
Almost all this traffic traverses the expensive distribution
switches (10.25TB out of 10.31TB in our trace).
The main problem here is that the ESB servers reside
on different VLANs, which means traffic has to be pass
through the distribution layer to be routed at Layer-3. We
can investigate the effect of placing both ESB routers
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Figure 6: ESB–APP traffic
and application servers into a single VLAN, allowing
messages to be routed to the local application replica or
ESB service if it exists. Figure 6b shows the heatmap of
this traffic after removing VLAN difference and applying
a topology-aware communication strategy. This naive
elimination of VLANs dramatically reduced the global
traffic from 10.25TB to 430GB.
In practice, of course, security and organizational concerns might rule out such a simplistic approach, but the
potential saving in traffic capacity is nevertheless highly
instructive as technical input to the capacity planning process. Furthermore, this kind of calculation requires the
kind of cross-layer modelling we advocate in this paper.
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such as Crackle [11] is promising in this regard. A further
requirement, however, is the ability to “fork” the model
to simulate real-time, “what if” simulations.
In both cases, identifying a data center modelling engine as a separate component, reusable across different
enterprises, is key to advancing the state of the art.

Conclusion

One way to view the research we are carrying out is to
ask the question: if a rack of machines in a datacenter
was devoted to understanding as much as possible about
what was happening, or what might happen, in the rest
of the datacenter, how should one construct the software
that runs on it?
The generic engine we envision in the long term maintains an accurate, cross-layer, online model of the state
of a complete datacenter based on configuration data and
real-time tracing, and supports detailed analytics queries
to examine traffic flow, analyze root causes for failures,
and aid in capacity and contingency planning.
The system we have described in this paper is very
much an exploratory prototype, and we have only begun
to explore what can be done with a facility for modeling
and reasoning about all the layers of a datacenter stack.
Two, related directions lie ahead. The first is to push the
kinds of analyses that can be performed with such a system. For example, our partners are particularly interested
in capacity planning and worst-case failure identification,
in the presence of complex cascading faults.
The second is how to build the system. To be able
to run online at scale and deal with the complex, multiparadigm queries we need is an interesting challenge in
itself, integrating as it does relational, graph and stream
processing. Recent work on unified query processing
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