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The RowHammer Vulnerability
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Current RowHammer Protection Mechanisms

DRAM vendors implement in-DRAM Target Row Refresh (TRR)

Key Idea: TRR refreshes nearby rows upon detecting an aggressor row
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Problem

TRR is obscure, undocumented, and proprietary 

We cannot easily study the security properties of TRR
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Goal

Study in-DRAM TRR mechanisms to

understand how they operate1

assess their security2

secure DRAM completely against RowHammer3
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U-TRR (Uncovering TRR)

U-TRR: A new methodology to
uncover the inner workings of TRR

Key idea: Use data retention failures as a side channel 
to detect when a row is refreshed by TRR
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U-TRR: Experimental Setup

* SoftMC [Hassan+, HPCA’17] enhanced for DDR4
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U-TRR Analysis Summary

15x Vendor A
DDR4 DRAM modules

U-TRR

new RowHammer access patterns
that circumvent TRR
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DDR4 DRAM modules
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Key Takeaways

All 45 modules we test are vulnerable

99.9% of rows in a DRAM bank 
experience at least one RowHammer bit flip

Up to 7 RowHammer bit flips 
in an 8-byte dataword, making ECC ineffective
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