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Motivation
•A	PUF is	function	that	generates a	signature	
unique to	a	given	device	

•Used	in	a	Challenge-Response	Protocol
- Each	device	generates	a	unique	PUF	response	
depending	the	inputs

- A	trusted	server	authenticates a	device	if	it	
generates	the	expected	PUF	response



3/8

DRAM	Latency	Characterization	of	
223	LPDDR4	DRAM	Devices

•Latency	failures	come	from	accessing	
DRAM	with	reduced timing	parameters.

•Key	Observations:
1. A	cell’s	latency	failure probability	is	
determined	by	random	process	variation

2. They	are	repeatable	and	unique	to	a	
device
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DRAM	Latency	PUF	Key	Idea
High	%	chance	to	fail	
with	reduced	tRCD

Low	%	chance	to	fail	
with	reduced	tRCD
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DRAM	Accesses	and	Failures
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The	DRAM	Latency	PUF	Evaluation

•We	generate	PUF	responses	using	latency
errors	in	a	region	of	DRAM

•The	latency	error	patterns	satisfy	PUF	
requirements

•The	DRAM	Latency	PUF	generates	PUF	
responses	in	88.2ms
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Results

•We	are	orders	of	magnitude	faster	than	
prior	DRAM	PUFs!

o

DRAM Retention PUF 
Manufacturer A 
Manufacturer B  
Manufacturer C  

DRAM Latency PUF  
All Manufacturers

Temperature ( C)
56          58             60               62                       64                    66                    68          70
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QR	Code	for	the	paper
https://people.inf.ethz.ch/omutlu/pub/dram-latency-puf_hpca18.pdf


