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Tutorial on DRAM Bender & Ramulator
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ISCA 2026: DRAM Bender & Ramulator
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ICS 2026: DRAM Bender & Ramulator
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Virtuoso Tutorial & Workshop 
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Evaluating New Ideas 
for New (Memory) Architectures



Potential Evaluation Methods
n How do we assess how an idea will affect a target metric X?

n A variety of evaluation methods are available:

q Theoretical proof

q Analytical modeling/estimation

q Simulation (at varying degrees of abstraction and accuracy)

q Prototyping with a real system (e.g., FPGAs)

q Real implementation
7



An Example Testing Platform

8



Infrastructures to Understand Memory Issues
DRAM	Bender	on	a	Xilinx	Virtex	UltraScale+	XCU200

Fine-grained	control	over	DRAM	commands,	
timing	parameters	(±1.5ns),	temperature	(±0.5°C	),

and	voltage	(±1mV)
*Olgun	et	al.,	“DRAM Bender: An Extensible and Versatile FPGA-based Infrastructure to Easily Test State-of-the-art DRAM Chips,”	
in	TCAD,	2023.	[GitHub:	https://github.com/CMU-SAFARI/DRAM-Bender]

*
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HBM2 DRAM Testing Infrastructure

*Olgun et al., "DRAM Bender: An Extensible and Versatile FPGA-Based Infrastructure to Easily Test 
State-of-the-Art DRAM Chips,” TCAD, 2023. [GitHub: https://github.com/CMU-SAFARI/DRAM-Bender]

Fine-grained control over DRAM commands, 
timing parameters (±1.67ns), and temperature (±0.5°C )

DRAM	Bender	on	a	Bittware	XUPVVH
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Laboratory for Understanding Memory
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Laboratory for Understanding Memory



Laboratory for Understanding Memory

13https://arxiv.org/pdf/2606.13725 

https://arxiv.org/pdf/2606.13725


DRAM Testing Infrastructures (I)

DDR4	DRAM	R/UDIMMs
Xilinx	Alveo	U200

DDR4	DRAM	(SODIMM)
Bittware	XUSP3S

HBM2	DRAM	Chips
Xilinx	Alveo	U50

DDR3	DRAM	SODIMMs	
Xilinx	ML605



DRAM Testing Infrastructures (II)

15Kim+, “Flipping Bits in Memory Without Accessing Them: An 
Experimental Study of DRAM Disturbance Errors,” ISCA 2014.

Temperature
Controller

PC

HeaterFPGAs FPGAs



DRAM Testing Infrastructures (III)
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An Experimental Study of Data Retention 
Behavior in Modern DRAM Devices: 
Implications for Retention Time Profiling 
Mechanisms (Liu et al., ISCA 2013)

The Efficacy of Error Mitigation Techniques 
for DRAM Retention Failures: A 
Comparative Experimental Study 
(Khan et al., SIGMETRICS 2014)

Flipping Bits in Memory Without Accessing 
Them: An Experimental Study of DRAM 
Disturbance Errors (Kim et al., ISCA 2014)

Adaptive-Latency DRAM: Optimizing DRAM 
Timing for the Common-Case (Lee et al., 
HPCA 2015)

AVATAR: A Variable-Retention-Time (VRT) 
Aware Refresh for DRAM Systems (Qureshi 
et al., DSN 2015)
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SoftMC: Open Source DRAM Infrastructure

n Hasan Hassan et al., “SoftMC: A 
Flexible and Practical Open-
Source Infrastructure for 
Enabling Experimental DRAM 
Studies,” HPCA 2017.

n Flexible
n Easy to Use (C++ API)
n Open-source 
    github.com/CMU-SAFARI/SoftMC   

17
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SoftMC: Open Source DRAM Infrastructure

18https://github.com/CMU-SAFARI/SoftMC 

n Hasan Hassan, Nandita Vijaykumar, Samira Khan, Saugata Ghose, Kevin Chang, 
Gennady Pekhimenko, Donghyuk Lee, Oguz Ergin, and Onur Mutlu,
"SoftMC: A Flexible and Practical Open-Source Infrastructure for 
Enabling Experimental DRAM Studies"
Proceedings of the 23rd International Symposium on High-Performance Computer 
Architecture (HPCA), Austin, TX, USA, February 2017.
[Slides (pptx) (pdf)] [Lightning Session Slides (pptx) (pdf)]
[Full Talk Lecture (39 minutes)]
[Source Code]

https://github.com/CMU-SAFARI/SoftMC
https://github.com/CMU-SAFARI/SoftMC
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https://people.inf.ethz.ch/omutlu/pub/softMC_hpca17-lightning-talk.pdf
https://www.youtube.com/watch?v=tnSPEP3t-Ys
https://github.com/CMU-SAFARI/SoftMC


DRAM Bender 
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n Ataberk Olgun, Hasan Hassan, A Giray Yağlıkçı, Yahya Can Tuğrul, Lois Orosa, 
Haocong Luo, Minesh Patel, Oğuz Ergin, and Onur Mutlu,
"DRAM Bender: An Extensible and Versatile FPGA-based Infrastructure 
to Easily Test State-of-the-art DRAM Chips"
IEEE Transactions on Computer-Aided Design of Integrated Circuits and 
Systems (TCAD), 2023.
[Extended arXiv version]
[DRAM Bender Source Code]
[DRAM Bender Tutorial Video (43 minutes)]
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Hammered Row

Repeatedly reading a row enough times (before memory gets 
refreshed) induces disturbance errors in adjacent rows in most 
real DRAM chips you can buy today

OpenedClosed

Modern DRAM is Prone to Disturbance Errors

Kim+, “Flipping Bits in Memory Without Accessing Them: An Experimental Study of DRAM Disturbance Errors,” ISCA 2014.

https://people.inf.ethz.ch/omutlu/pub/dram-row-hammer_isca14.pdf


Read Disturbance Worsens with Scaling

Kim+, “Flipping Bits in Memory Without Accessing Them: An Experimental Study of DRAM Disturbance Errors,” ISCA 2014.

Technology	Scaling
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~100X	reduction

20
13

20
20

M
an
uf
ac
tu
re
d	
Ye
ar

The	minimum	activation	count	needed	to	induce	the	first	bitflip
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https://people.inf.ethz.ch/omutlu/pub/dram-row-hammer_isca14.pdf


RowHammer [ISCA 2014]
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• Yoongu Kim, Ross Daly, Jeremie Kim, Chris Fallin, Ji Hye Lee, Donghyuk Lee, Chris 
Wilkerson, Konrad Lai, and Onur Mutlu,
"Flipping Bits in Memory Without Accessing Them: An Experimental 
Study of DRAM Disturbance Errors"
Proceedings of the 41st International Symposium on Computer Architecture 
(ISCA), Minneapolis, MN, June 2014. 
[Slides (pptx) (pdf)] [Lightning Session Slides (pptx) (pdf)] [Source Code and 
Data] [Lecture Video (1 hr 49 mins), 25 September 2020]
One of the 7 papers of 2012-2017 selected as Top Picks in Hardware and 
Embedded Security for IEEE TCAD (link). Selected to the ISCA-50 25-
Year Retrospective Issue covering 1996-2020 in 2023 (Retrospective 
(pdf) Full Issue). Winner of the 2024 IFIP Jean-Claude Laprie Award in 
dependable computing (link).

https://people.inf.ethz.ch/omutlu/pub/dram-row-hammer_isca14.pdf
https://people.inf.ethz.ch/omutlu/pub/dram-row-hammer_isca14.pdf
http://cag.engr.uconn.edu/isca2014/
https://people.inf.ethz.ch/omutlu/pub/dram-row-hammer_kim_talk_isca14.pptx
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https://people.inf.ethz.ch/omutlu/pub/dram-row-hammer_kim_lightning-talk_isca14.pptx
https://people.inf.ethz.ch/omutlu/pub/dram-row-hammer_kim_lightning-talk_isca14.pdf
https://github.com/CMU-SAFARI/rowhammer
https://github.com/CMU-SAFARI/rowhammer
https://www.youtube.com/watch?v=KDy632z23UE
https://wp.nyu.edu/toppicksinhardwaresecurity/
https://people.inf.ethz.ch/omutlu/pub/RowHammer_50YearsOfISCA-Retrospective_isca23.pdf
https://people.inf.ethz.ch/omutlu/pub/RowHammer_50YearsOfISCA-Retrospective_isca23.pdf
https://sites.coecis.cornell.edu/isca50retrospective/
https://safari.ethz.ch/rowhammer-paper-wins-the-2024-jean-claude-laprie-award/


Many RowHammer Security Exploits
n One can exploit RowHammer to 

n Take over a system

n Read data they do not have access to

n Break out of virtual machine sandboxes

n Corrupt important data à render ML inference useless

n Steal secret data (e.g., crypto keys & ML model parameters)

24



RowPress [ISCA 2023]
n Haocong Luo, Ataberk Olgun, Giray Yaglikci, Yahya Can Tugrul, Steve Rhyner, 

M. Banu Cavlak, Joel Lindegger, Mohammad Sadrosadati, and Onur Mutlu,
"RowPress: Amplifying Read Disturbance in Modern DRAM Chips"
Proceedings of the 50th International Symposium on Computer 
Architecture (ISCA), Orlando, FL, USA, June 2023.
[Slides (pptx) (pdf)]
[Lightning Talk Slides (pptx) (pdf)]
[Lightning Talk Video (3 minutes)]
[RowPress Source Code and Datasets (Officially Artifact Evaluated with All 
Badges)]
Officially artifact evaluated as available, reusable and reproducible.
Best artifact award at ISCA 2023. IEEE Micro Top Pick in 2024.
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RowPress	vs.	RowHammer

Instead	of	using	a	high	activation	count,

26

RowHammer
Aggressor Row

Open

Close

RowPress
Aggressor Row

Open

Close

RowPress	reduces	the	number	of	activations	
to	induce	a	bitflip	by	1-2	orders	of	magnitude

36ns,	47K	activations	to	induce	bitflips

7.8µs,	only	5K	activations	to	induce	bitflips

☞	increase	the	time	that	the	aggressor	row	stays	open



RowPress	

27

Amplifies	Read	Disturbance	in	DRAM
• Reduces	the	minimum	number	of	row	activations	needed	to	
induce	a	bitflip	(ACmin)	by	1-2	orders	of	magnitude

• In	extreme	cases,	activating	a	row	only	once	induces	bitflips



The Push from Circuits and Devices

Main Memory Needs 
Intelligent Controllers

28



An “Early” Position Paper [IMW 2013]

n Onur Mutlu,
"Memory Scaling: A Systems Architecture Perspective"
Proceedings of the 5th International Memory 
Workshop (IMW), Monterey, CA, May 2013. Slides 
(pptx) (pdf)
EETimes Reprint

https://people.inf.ethz.ch/omutlu/pub/memory-scaling_memcon13.pdf 

https://people.inf.ethz.ch/omutlu/pub/memory-scaling_imw13.pdf
http://www.ewh.ieee.org/soc/eds/imw/
http://www.ewh.ieee.org/soc/eds/imw/
https://people.inf.ethz.ch/omutlu/pub/mutlu_memory-scaling_imw13_invited-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/mutlu_memory-scaling_imw13_invited-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/mutlu_memory-scaling_imw13_invited-talk.pdf
http://www.eetimes.com/document.asp?doc_id=1280950
https://people.inf.ethz.ch/omutlu/pub/memory-scaling_memcon13.pdf
https://people.inf.ethz.ch/omutlu/pub/memory-scaling_memcon13.pdf
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Updated Paper 12 Years Later [IMW 2025]

n Onur Mutlu, Ataberk Olgun, and İsmail Emir Yüksel,
"Memory-Centric Computing: Solving Computing's 
Memory Problem"
Invited Paper in Proceedings of the 17th IEEE International 
Memory Workshop (IMW), Monterey, CA, USA, May 2025.
[Slides (pptx) (pdf)]

https://www.arxiv.org/pdf/2505.00458 

https://www.arxiv.org/pdf/2505.00458
https://www.arxiv.org/pdf/2505.00458
https://www.arxiv.org/pdf/2505.00458
https://www.arxiv.org/pdf/2505.00458
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https://people.inf.ethz.ch/omutlu/pub/onur-IMW-MemoryCentricComputing-19-May-2025.pptx
https://people.inf.ethz.ch/omutlu/pub/onur-IMW-MemoryCentricComputing-19-May-2025.pdf
https://www.arxiv.org/pdf/2505.00458


Industry’s Intelligent DRAM Controllers (I)
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Industry’s Intelligent DRAM Controllers (II)
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Industry’s Intelligent DRAM Controllers (III)
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Finally: Serious Changes in Standards (2024)

34



Are Solutions Good?

35https://www.reddit.com/r/CrappyDesign/comments/arw0q8/now_this_this_is_poor_fencing/



Simulating New Ideas: Ramulator
n Yoongu Kim, Weikun Yang, and Onur Mutlu,

"Ramulator: A Fast and Extensible DRAM Simulator"
IEEE Computer Architecture Letters (CAL), March 2015. 
[Source Code] 

n Source code is released under the liberal MIT License
q https://github.com/CMU-SAFARI/ramulator 

36

http://users.ece.cmu.edu/~omutlu/pub/ramulator_dram_simulator-ieee-cal15.pdf
http://www.computer.org/web/cal
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https://github.com/CMU-SAFARI/ramulator
https://github.com/CMU-SAFARI/ramulator
https://github.com/CMU-SAFARI/ramulator
https://github.com/CMU-SAFARI/ramulator


Ramulator 2.0: A Much Better Ramulator
n Haocong Luo, Yahya Can Tugrul, F. Nisa Bostanci, Ataberk Olgun, A. Giray 

Yaglikci, and Onur Mutlu,
"Ramulator 2.0: A Modern, Modular, and Extensible DRAM Simulator"
Preprint on arxiv, August 2023.
[arXiv version]
[Ramulator 2.0 Source Code]
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https://arxiv.org/pdf/2308.11030.pdf 

https://github.com/CMU-SAFARI/ramulator2 

https://people.inf.ethz.ch/omutlu/pub/Ramulator2_arxiv23.pdf
https://arxiv.org/abs/2308.11030
https://github.com/CMU-SAFARI/ramulator2
https://arxiv.org/pdf/2308.11030.pdf
https://github.com/CMU-SAFARI/ramulator2
https://github.com/CMU-SAFARI/ramulator2
https://github.com/CMU-SAFARI/ramulator2


Ramulator 2.1: A Recent Update
n Appears at ICS 2026 Workshops Proceedings

38

https://arxiv.org/pdf/2606.13844 

https://github.com/CMU-SAFARI/ramulator2 

https://arxiv.org/pdf/2606.13844
https://arxiv.org/pdf/2606.13844
https://github.com/CMU-SAFARI/ramulator2
https://github.com/CMU-SAFARI/ramulator2
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Evaluation of Industry’s Recent Solutions
n Appears at DRAMSec 2024

39

https://arxiv.org/pdf/2406.19094 
https://github.com/CMU-SAFARI/ramulator2 

https://arxiv.org/pdf/2406.19094
https://github.com/CMU-SAFARI/ramulator2
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https://github.com/CMU-SAFARI/ramulator2


Evaluation of Industry’s Recent Solutions
n Oguzhan Canpolat, Abdullah Giray Yaglikci, Geraldo Francisco de Oliveira, Ataberk Olgun, 

Nisa Bostanci, Ismail Emir Yuksel, Haocong Luo, Oguz Ergin, and Onur Mutlu,
"Chronus: Understanding and Securing the Cutting-Edge Industry Solutions to 
DRAM Read Disturbance"
Proceedings of the 31st International Symposium on High-Performance Computer 
Architecture (HPCA), Las Vegas, NV, USA, March 2025.
[Chronus Source Code (Officially Artifact Evaluated with All Badges)]
Officially artifact evaluated as available, functional, and reproduced.
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https://arxiv.org/pdf/2502.12650 
https://github.com/CMU-SAFARI/Chronus 

https://arxiv.org/pdf/2502.12650
https://arxiv.org/pdf/2502.12650
https://arxiv.org/pdf/2502.12650
https://arxiv.org/pdf/2502.12650
https://www.hpca-conf.org/2025/
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https://arxiv.org/pdf/2502.12650
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Asking the Right Question

Can We Do Better?



Better Partitioning of DRAM & Controller

42

n Hasan Hassan, Ataberk Olgun, A. Giray Yaglikci, Haocong Luo, 
and Onur Mutlu,
"Self-Managing DRAM: A Low-Cost Framework for Enabling 
Autonomous and Efficient DRAM Maintenance Operations"
Proceedings of the 57th International Symposium on 
Microarchitecture (MICRO), Austin, TX, USA, November 2024.
[Slides (pptx) (pdf)]
[SelfManagingDRAM Source Code]

https://arxiv.org/pdf/2207.13358.pdf 

https://arxiv.org/pdf/2207.13358
https://arxiv.org/pdf/2207.13358
https://arxiv.org/pdf/2207.13358
https://arxiv.org/pdf/2207.13358
https://arxiv.org/pdf/2207.13358
https://arxiv.org/pdf/2207.13358
http://www.microarch.org/micro57/
http://www.microarch.org/micro57/
https://people.inf.ethz.ch/omutlu/pub/SMD_self_managing_DRAM_micro24-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/SMD_self_managing_DRAM_micro24-talk.pdf
https://github.com/CMU-SAFARI/SelfManagingDRAM
https://arxiv.org/pdf/2207.13358.pdf


SMD Key Idea: Autonomous Maintenance
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Memory 
Controller

(MC)

DRAM
Chip

DRAM command

data

do
maintenance

DRAM chip controls in-DRAM maintenance operations

Enable implementing new maintenance mechanisms 
without modifying the standard and

exposing DRAM-internal proprietary information



SMD Key Contribution
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orchestrates 
all access operations

performs its own
maintenance autonomously

Memory 
Controller

(MC)

DRAM
Chip

DRAM command

data

negative acknowledgment (nack)

Partition the work nicely between the 
memory controller and the DRAM chip

DRAM chip controls in-DRAM maintenance operations

with a single, simple interface change
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SMD-Based	Maintenance	Mechanisms

DRAM	
Refresh

RowHammer	
Protection

Memory	
Scrubbing

Fixed	Rate	(SMD-FR) Variable	Rate	(SMD-VR)

uniformly	refreshes	all	DRAM	rows	
with	a	fixed	refresh	period

skips	refreshing	rows	that	
can	retain	their	data	for	longer	than	

the	default	refresh	period

Probabilistic	(SMD-PRP) Deterministic	(SMD-DRP)
keeps	track	of	most	

frequently	activated	rows	and	
performs	neighbor	row	refresh	when	
activation	count	threshold	is	exceeded

Periodic	Scrubbing	(SMD-MS)
periodically	scans	the	entire	DRAM	for	errors	and	corrects	them

Performs	neighbor	row	refresh	
with	a	small	probability	
on	every	row	activation



Talk on Self-Managing DRAM

46https://www.youtube.com/watch?v=mGa6-vpExbE 

https://www.youtube.com/watch?v=mGa6-vpExbE
https://www.youtube.com/watch?v=mGa6-vpExbE
https://www.youtube.com/watch?v=mGa6-vpExbE


Self-Managing DRAM
n Hasan Hassan, Ataberk Olgun, A. Giray Yaglikci, Haocong Luo, and Onur Mutlu,

"Self-Managing DRAM: A Low-Cost Framework for Enabling 
Autonomous and Efficient DRAM Maintenance Operations"
Proceedings of the 57th International Symposium on 
Microarchitecture (MICRO), Austin, TX, USA, November 2024.
[Slides (pptx) (pdf)]
[SelfManagingDRAM Source Code]

47https://arxiv.org/pdf/2207.13358 

https://arxiv.org/pdf/2207.13358
https://arxiv.org/pdf/2207.13358
https://arxiv.org/pdf/2207.13358
https://arxiv.org/pdf/2207.13358
https://arxiv.org/pdf/2207.13358
https://arxiv.org/pdf/2207.13358
http://www.microarch.org/micro57/
http://www.microarch.org/micro57/
https://people.inf.ethz.ch/omutlu/pub/SMD_self_managing_DRAM_micro24-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/SMD_self_managing_DRAM_micro24-talk.pdf
https://github.com/CMU-SAFARI/SelfManagingDRAM
https://arxiv.org/pdf/2207.13358


More in My MICRO 2025 Keynote Talk

48https://www.youtube.com/watch?v=Mk6j9zP3s9E 

https://www.youtube.com/watch?v=Mk6j9zP3s9E


More to Come…



Can We Do Better?
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There Is Still 
a Whole Lot 

We Do Not Know 
About DRAM



RowHammer Becomes Worse with Aging

Preliminary data on
aging via 68-day of 
continuous hammering

Minimum	hammer	count	to	induce	the	first	bitflip
HCfirst	(before	aging)	
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Aging	can	lead	to	read	
disturbance	bitflips	

at	smaller	
hammer	counts

Minimum	hammer	count	to	induce	the	first	bitflip
HCfirst	(before	aging)	
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RowHammer (Spatial Variation) Analysis (2024)
n Appears at HPCA 2024

52

https://arxiv.org/pdf/2402.18652 

https://arxiv.org/pdf/2402.18652


Variable Read Disturbance (2025)

The Read Disturbance Threshold (RDT) of a row
changes randomly and unpredictably over time

Accurately identifying RDT is challenging

Key Takeaway

https://arxiv.org/pdf/2406.13080v2 

https://arxiv.org/pdf/2406.13080v2


Variable Read Disturbance (2025)
n Appears at HPCA 2025

54https://arxiv.org/pdf/2502.13075 

Read disturbance threshold varies unpredictably over time

https://arxiv.org/pdf/2502.13075


ColumnDisturb (2025)
n Appears at MICRO 2025

55https://arxiv.org/pdf/2510.14750 

A single row activation flips bits across three DRAM subarrays 
(up to 3072 DRAM rows)

https://arxiv.org/pdf/2510.14750


PuDHammer (2025)
n Appears at ISCA 2025

56https://arxiv.org/pdf/2506.12947 

Read disturbance becomes much worse with processing using DRAM

https://arxiv.org/pdf/2506.12947


PuDGhost (2026)
n Appears at ISCA 2026

57https://arxiv.org/pdf/2606.19119 

Data in non-activated rows affect PuD computation results

https://arxiv.org/pdf/2606.19119
https://arxiv.org/pdf/2606.19119


DejaVu (2026)
n Appears at ISCA 2026

58https://arxiv.org/pdf/2606.22297 

Data previously written to a row
affects the row’s read disturbance vulnerability

https://arxiv.org/pdf/2606.22297
https://arxiv.org/pdf/2606.22297


Emerging Memories Also Need Intelligent Controllers

n Benjamin C. Lee, Engin Ipek, Onur Mutlu, and Doug Burger,
"Architecting Phase Change Memory as a Scalable DRAM Alternative"
Proceedings of the 36th International Symposium on Computer 
Architecture (ISCA), pages 2-13, Austin, TX, June 2009. Slides (pdf)
One of the 13 computer architecture papers of 2009 selected as Top 
Picks by IEEE Micro. Selected as a CACM Research Highlight.           
2022 Persistent Impact Prize.

59

https://people.inf.ethz.ch/omutlu/pub/pcm_isca09.pdf
http://isca09.cs.columbia.edu/
http://isca09.cs.columbia.edu/
https://people.inf.ethz.ch/omutlu/pub/lee_isca09_talk.pdf


Laboratory for Understanding Memory

60



Laboratory for Understanding Memory

61https://arxiv.org/pdf/2606.13725 

https://arxiv.org/pdf/2606.13725


A Very Recent PhD Thesis
n A. Giray Yaglikci, "Enabling Efficient and Scalable DRAM Read 

Disturbance Mitigation via New Experimental Insights into 
Modern DRAM Chips," PhD Thesis, ETH Zürich, 2024.
[Slides (pdf) (pptx)]
[Thesis arXiv (abs) (pdf)]
[SAFARI News]

https://arxiv.org/pdf/2408.15044.pdf
SIGMICRO & DSN Carter Dissertation Awards & SIGARCH/TCCA Honorable Mention

https://github.com/agyaglikci/agyaglikci.github.io/raw/main/pub/agy_phd_thesis.pdf
https://github.com/agyaglikci/agyaglikci.github.io/raw/main/pub/agy_phd_thesis.pdf
https://github.com/agyaglikci/agyaglikci.github.io/raw/main/pub/agy_phd_thesis.pdf
https://safari.ethz.ch/wp-content/uploads/giray-phd-defense-slides-short.pdf
https://safari.ethz.ch/wp-content/uploads/giray-phd-defense-slides-short.pptx
https://arxiv.org/abs/2408.15044
https://arxiv.org/pdf/2408.15044
https://safari.ethz.ch/abdullah-giray-yaglikci-successfully-defends-his-phd/
https://arxiv.org/pdf/2408.15044.pdf


Capabilities of Off-The-Shelf Memory

Existing DRAM Chips 
Are Already Quite Capable

63



The	Capability	of	COTS	DRAM	Chips

64

We	demonstrate	that	COTS	DRAM	chips:

Can	copy	one	row	into	up	to	31	other	rows	
with	>99.98%	success	rate1
Can	perform	NOT	operation	
with	up	to	32	output	operands2
Can	perform	up	to	16-input

AND,	NAND,	OR,	and	NOR	operations3



Functionally-Complete DRAM
n Ismail Emir Yuksel, Yahya Can Tugrul, Ataberk Olgun, F. Nisa Bostanci, A. Giray 

Yaglikci, Geraldo F. Oliveira, Haocong Luo, Juan Gomez-Luna, Mohammad 
Sadrosadati, and Onur Mutlu,
"Functionally-Complete Boolean Logic in Real DRAM Chips: Experimental 
Characterization and Analysis"
Proceedings of the 30th International Symposium on High-Performance Computer 
Architecture (HPCA), April 2024.
[Slides (pptx) (pdf)]
[arXiv version]
[FCDRAM Source Code]

65https://arxiv.org/pdf/2402.18736 

https://arxiv.org/pdf/2402.18736
https://arxiv.org/pdf/2402.18736
https://arxiv.org/pdf/2402.18736
https://arxiv.org/pdf/2402.18736
https://www.hpca-conf.org/2024/
https://www.hpca-conf.org/2024/
https://www.hpca-conf.org/2024/
https://www.hpca-conf.org/2024/
https://safari.ethz.ch/wp-content/uploads/fcdram_slides.pptx
https://safari.ethz.ch/wp-content/uploads/fcdram_slides.pdf
https://arxiv.org/abs/2402.18736
https://github.com/CMU-SAFARI/FCDRAM/
https://arxiv.org/pdf/2402.18736


Simultaneous Row Activation & Multi-Row Copy 
n Ismail Emir Yuksel, Yahya Can Tugrul, F. Nisa Bostanci, Geraldo F. Oliveira, A. Giray 

Yaglikci, Ataberk Olgun, Melina Soysal, Haocong Luo, Juan Gomez-Luna, Mohammad 
Sadrosadati, and Onur Mutlu,
"Simultaneous Many-Row Activation in Off-the-Shelf DRAM Chips: 
Experimental Characterization and Analysis"
Proceedings of the 54th Annual IEEE/IFIP International Conference on Dependable 
Systems and Networks (DSN), Brisbane, Australia, June 2024.
[Slides (pptx) (pdf)]
[arXiv version]
[SiMRA-DRAM Source Code (Officially Artifact Evaluated with All Badges)]
Officially artifact evaluated as both code and dataset available, reviewed and 
reproducible.

66https://arxiv.org/pdf/2405.06081 

https://arxiv.org/pdf/2405.06081
https://arxiv.org/pdf/2405.06081
https://arxiv.org/pdf/2405.06081
https://arxiv.org/pdf/2405.06081
https://arxiv.org/pdf/2405.06081
https://arxiv.org/pdf/2405.06081
https://arxiv.org/pdf/2405.06081
https://arxiv.org/pdf/2405.06081
https://dsn2024uq.github.io/
https://dsn2024uq.github.io/
https://safari.ethz.ch/wp-content/uploads/simradram_dsn24_final.pptx
https://safari.ethz.ch/wp-content/uploads/simradram_dsn24_final.pdf
https://arxiv.org/abs/2405.06081
https://github.com/CMU-SAFARI/SiMRA-DRAM
https://github.com/CMU-SAFARI/SiMRA-DRAM
https://github.com/CMU-SAFARI/SiMRA-DRAM
https://arxiv.org/pdf/2405.06081
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In-DRAM Multiple Row Copy (Multi-RowCopy)

d s t

r cs

Simultaneously activate many rows to 
copy one row’s content to multiple destination rows 

d s t
s r c

RowClone

s r c

r cs

s r c
d s t
d s t

d s t

Multi-RowCopy

s r c
s r c

s r c
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Connect	rows	in	neighboring	subarrays
through	a	NOT	gate	by	consecutively	activating	rows

Key	Idea:	NOT	Operation

SA

A
src

dst

ACT	src ACT	dstSA

A
src

dst

SA

A
src

dst
~A

NOT	gate	
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Manipulate	the	bitline	voltage	to	express	
a	wide	variety	of	functions	using

simultaneous	multi-row	activation	in	neighboring	subarrays

Key	Idea:	NAND,	NOR,	AND,	OR

Multiple	Row	ACT

V(A,B)

SA

B

X

Y

V(X,Y)

X

SA

B

Y

VREF

VREF

A A

sense	amplifier
compares

V(A,B)	and	V(X,Y)



VDD=1	&	GND	=	0	

Two-Input	AND	and	NAND	Operations
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Reference	
Subarray	
(REF)

Compute	
Subarray	
(COM)

X
Y

ACT PRE ACT
<3ns<3ns

AVG(VDD,VDD/2)

AVG(X,Y)

*Gao	et	al.,	"FracDRAM:	Fractional	Values	in	Off-the-Shelf	DRAM,"	in	MICRO,	2022.

AND NAND

VDD

VDD/2* X Y COM REF

1 1 1 0

0 1 0 1
1 0 0 1

0 0 0 1



Many-Input	AND,	NAND,	OR,	and	NOR	Operations

VDD=1	&	GND	=	0	
	

X Y AND

0 0 0

0 1 0

1 0 0

1 1 1

NAND

1

1

1

0
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Reference	
Subarray	
(REF)

Compute	
Subarray	
(COM)

VDD/2

VDD

X
Y

ACT	REF PRE ACT	COM
<3ns<3ns

AVG(VDD,VDD/2)

AVG(X,Y)

We	can	express	AND,	NAND,	OR,	and	NOR	operations	
by	carefully	manipulating	the	reference	voltage

(More	details	in	the	paper)

https://arxiv.org/pdf/2402.18736.pdf



DRAM	Testing	Infrastructure
• Developed	from	DRAM	Bender	[Olgun+,	TCAD’23]*
• Fine-grained	control	over	DRAM	commands,	timings,	
and	temperature

72*Olgun	et	al.,	"DRAM	Bender:	An	Extensible	and	Versatile	FPGA-based	Infrastructure	
to	Easily	Test	State-of-the-art	DRAM	Chips,"	TCAD,	2023.



• 256	DDR4	chips	from	two	major	DRAM	manufacturers
• Covers	different	die	revisions	and	chip	densities

DRAM	Chips	Tested

73
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Robustness of Multi-RowCopy

COTS DRAM chips can copy one row’s content 
to up to 31 rows with a very high success rate

Average: >99.98%



Performing	AND,	NAND,	OR,	and	NOR

COTS	DRAM	chips	can	perform	
{2,	4,	8,	16}-input	AND,	NAND,	OR,	and	NOR	operations
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Performing	AND,	NAND,	OR,	and	NOR

COTS	DRAM	chips	can	perform	
16-input	AND,	NAND,	OR,	and	NOR	operations

with	very	high	success	rate	(>94%)
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More on Multi-Row Copy 
n Ismail Emir Yuksel, Yahya Can Tugrul, F. Nisa Bostanci, Geraldo F. Oliveira, A. Giray 

Yaglikci, Ataberk Olgun, Melina Soysal, Haocong Luo, Juan Gomez-Luna, Mohammad 
Sadrosadati, and Onur Mutlu,
"Simultaneous Many-Row Activation in Off-the-Shelf DRAM Chips: 
Experimental Characterization and Analysis"
Proceedings of the 54th Annual IEEE/IFIP International Conference on Dependable 
Systems and Networks (DSN), Brisbane, Australia, June 2024.
[Slides (pptx) (pdf)]
[arXiv version]
[SiMRA-DRAM Source Code (Officially Artifact Evaluated with All Badges)]
Officially artifact evaluated as both code and dataset available, reviewed and 
reproducible.

77https://arxiv.org/pdf/2405.06081 

https://arxiv.org/pdf/2405.06081
https://arxiv.org/pdf/2405.06081
https://arxiv.org/pdf/2405.06081
https://arxiv.org/pdf/2405.06081
https://arxiv.org/pdf/2405.06081
https://arxiv.org/pdf/2405.06081
https://arxiv.org/pdf/2405.06081
https://arxiv.org/pdf/2405.06081
https://dsn2024uq.github.io/
https://dsn2024uq.github.io/
https://safari.ethz.ch/wp-content/uploads/simradram_dsn24_final.pptx
https://safari.ethz.ch/wp-content/uploads/simradram_dsn24_final.pdf
https://arxiv.org/abs/2405.06081
https://github.com/CMU-SAFARI/SiMRA-DRAM
https://github.com/CMU-SAFARI/SiMRA-DRAM
https://github.com/CMU-SAFARI/SiMRA-DRAM
https://arxiv.org/pdf/2405.06081


More on Functionally-Complete DRAM
n Ismail Emir Yuksel, Yahya Can Tugrul, Ataberk Olgun, F. Nisa Bostanci, A. Giray 

Yaglikci, Geraldo F. Oliveira, Haocong Luo, Juan Gomez-Luna, Mohammad 
Sadrosadati, and Onur Mutlu,
"Functionally-Complete Boolean Logic in Real DRAM Chips: Experimental 
Characterization and Analysis"
Proceedings of the 30th International Symposium on High-Performance Computer 
Architecture (HPCA), April 2024.
[Slides (pptx) (pdf)]
[arXiv version]
[FCDRAM Source Code]

78https://arxiv.org/pdf/2402.18736 

https://arxiv.org/pdf/2402.18736
https://arxiv.org/pdf/2402.18736
https://arxiv.org/pdf/2402.18736
https://arxiv.org/pdf/2402.18736
https://www.hpca-conf.org/2024/
https://www.hpca-conf.org/2024/
https://www.hpca-conf.org/2024/
https://www.hpca-conf.org/2024/
https://safari.ethz.ch/wp-content/uploads/fcdram_slides.pptx
https://safari.ethz.ch/wp-content/uploads/fcdram_slides.pdf
https://arxiv.org/abs/2402.18736
https://github.com/CMU-SAFARI/FCDRAM/
https://arxiv.org/pdf/2402.18736


An Example Prototyping Platform

79



Real Processing Using Memory Prototype
n End-to-end RowClone & TRNG using off-the-shelf DRAM chips
n Idea: Violate DRAM timing parameters to mimic RowClone

https://arxiv.org/pdf/2111.00082.pdf 
https://github.com/cmu-safari/pidram

https://www.youtube.com/watch?v=qeukNs5XI3g&t=4192s  

80

https://arxiv.org/pdf/2111.00082.pdf
https://github.com/cmu-safari/pidram
https://github.com/cmu-safari/pidram
https://github.com/cmu-safari/pidram
https://www.youtube.com/watch?v=qeukNs5XI3g&t=4192s


Real Processing Using Memory Prototype

https://arxiv.org/pdf/2111.00082.pdf 
https://github.com/cmu-safari/pidram

https://www.youtube.com/watch?v=qeukNs5XI3g&t=4192s  
 81

Host Machine

FPGA Board

RISC-V System
PiM-Enabled DIMM

https://arxiv.org/pdf/2111.00082.pdf
https://github.com/cmu-safari/pidram
https://github.com/cmu-safari/pidram
https://github.com/cmu-safari/pidram
https://www.youtube.com/watch?v=qeukNs5XI3g&t=4192s


Real Processing Using Memory Prototype

https://arxiv.org/pdf/2111.00082.pdf 
https://github.com/cmu-safari/pidram

https://www.youtube.com/watch?v=qeukNs5XI3g&t=4192s  
 

https://arxiv.org/pdf/2111.00082.pdf
https://github.com/cmu-safari/pidram
https://github.com/cmu-safari/pidram
https://github.com/cmu-safari/pidram
https://www.youtube.com/watch?v=qeukNs5XI3g&t=4192s
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Microbenchmark	Copy/Initialization	Throughput

In-DRAM Copy and Initialization 
improve throughput by 119x and 89x



More on PiDRAM
n Ataberk Olgun, Juan Gomez Luna, Konstantinos Kanellopoulos, Behzad Salami, 

Hasan Hassan, Oguz Ergin, and Onur Mutlu,
"PiDRAM: A Holistic End-to-end FPGA-based Framework for 
Processing-in-DRAM"
ACM Transactions on Architecture and Code Optimization (TACO), March 2023.
[arXiv version]
Presented at the 18th HiPEAC Conference, Toulouse, France, January 2023.
[Slides (pptx) (pdf)]
[Longer Lecture Slides (pptx) (pdf)]
[Lecture Video (40 minutes)]
[PiDRAM Source Code]
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https://people.inf.ethz.ch/omutlu/pub/PiDRAM_taco23.pdf
https://people.inf.ethz.ch/omutlu/pub/PiDRAM_taco23.pdf
https://people.inf.ethz.ch/omutlu/pub/PiDRAM_taco23.pdf
https://people.inf.ethz.ch/omutlu/pub/PiDRAM_taco23.pdf
https://people.inf.ethz.ch/omutlu/pub/PiDRAM_taco23.pdf
https://people.inf.ethz.ch/omutlu/pub/PiDRAM_taco23.pdf
https://people.inf.ethz.ch/omutlu/pub/PiDRAM_taco23.pdf
https://people.inf.ethz.ch/omutlu/pub/PiDRAM_taco23.pdf
https://people.inf.ethz.ch/omutlu/pub/PiDRAM_taco23.pdf
https://people.inf.ethz.ch/omutlu/pub/PiDRAM_taco23.pdf
https://people.inf.ethz.ch/omutlu/pub/PiDRAM_taco23.pdf
https://people.inf.ethz.ch/omutlu/pub/PiDRAM_taco23.pdf
http://taco.acm.org/
https://arxiv.org/abs/2111.00082
https://www.hipeac.net/2023/toulouse/
https://people.inf.ethz.ch/omutlu/pub/PiDRAM_hipeac23-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/PiDRAM_hipeac23-talk.pdf
https://people.inf.ethz.ch/omutlu/pub/PiDRAM_comparch22-lecture-slides.pptx
https://people.inf.ethz.ch/omutlu/pub/PiDRAM_comparch22-lecture-slides.pdf
https://www.youtube.com/watch?v=JyWxkeQA0W8
https://github.com/CMU-SAFARI/PiDRAM


Simulation: The Field of Dreams



Dreaming and Reality
n An architect is in part a dreamer, a creator

n Simulation is a key tool of the architect
q Allows the evaluation & understanding of non-existent systems

n Simulation enables
q The exploration of many dreams
q A reality check of the dreams
q Deciding which dream is better

n Simulation also enables
q The ability to fool yourself with false dreams

86



Tradeoffs in Simulation
n Three metrics to evaluate a simulator

q Speed
q Flexibility
q Accuracy

n Speed: How fast the simulator runs (xIPS, xCPS, slowdown)
n Flexibility: How quickly one can modify the simulator to 

evaluate different algorithms and design choices?
n Accuracy: How accurate the performance (energy) numbers 

the simulator generates are vs. a real design (Simulation 
error)

n The relative importance of these metrics varies depending 
on where you are in the design process (what your goal is)
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Trading Off Speed, Flexibility, Accuracy
n Speed & flexibility affect:

q How quickly you can make design tradeoffs/decisions

n Accuracy affects:
q How good your design tradeoffs/decisions might end up being
q How fast you can build your simulator (simulator design time)

n Flexibility also affects:
q How much human effort you need to spend modifying the 

simulator

n You can trade off between the three to achieve design 
exploration and decision goals
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Making The Best of Architecture
n A good architect is comfortable at all levels of refinement

q Including the extremes

n A good architect knows when to use what type of 
simulation 
q And, more generally, what type of evaluation method

n Recall: A variety of evaluation methods are available:
q Theoretical proof
q Analytical modeling
q Simulation (at varying degrees of abstraction and accuracy)
q Prototyping with a real system (e.g., FPGAs)
q Real implementation
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More on Simulation: A Lecture

90https://www.youtube.com/watch?v=lJ5UpGvdm4Y 

https://www.youtube.com/watch?v=lJ5UpGvdm4Y


Ramulator: A Fast and Extensible 
DRAM Simulator 
 [IEEE Comp Arch Letters’15]

91



Ramulator Motivation
n DRAM and Memory Controller landscape is changing
n Many new and upcoming standards
n Many new controller designs
n A fast and easy-to-extend simulator is very much needed
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Ramulator 
n Provides out-of-the box support for many DRAM standards:

q DDR3/4, LPDDR3/4, GDDR5, WIO1/2, HBM, plus new 
proposals (SALP, AL-DRAM, TLDRAM, RowClone, and SARP)

n ~2.5X faster than fastest open-source simulator
n Modular and extensible to different standards
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Case Study: Comparison of DRAM Standards

94

Across 22 
workloads, 
simple CPU 
model



Ramulator Paper and Source Code
n Yoongu Kim, Weikun Yang, and Onur Mutlu,

"Ramulator: A Fast and Extensible DRAM Simulator"
IEEE Computer Architecture Letters (CAL), March 2015. 
[Source Code] 

n Source code is released under the liberal MIT License
q https://github.com/CMU-SAFARI/ramulator 
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http://users.ece.cmu.edu/~omutlu/pub/ramulator_dram_simulator-ieee-cal15.pdf
http://www.computer.org/web/cal
https://github.com/CMU-SAFARI/ramulator
https://github.com/CMU-SAFARI/ramulator
https://github.com/CMU-SAFARI/ramulator
https://github.com/CMU-SAFARI/ramulator
https://github.com/CMU-SAFARI/ramulator


Ramulator: Free & Open Source
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https://github.com/CMU-SAFARI/ramulator
https://github.com/CMU-SAFARI/ramulator
https://github.com/CMU-SAFARI/ramulator


Ramulator: Integration with Other Simulators

97https://github.com/CMU-SAFARI/ramulator 

https://github.com/CMU-SAFARI/ramulator
https://github.com/CMU-SAFARI/ramulator
https://github.com/CMU-SAFARI/ramulator


Ramulator: Reproducibility

98https://github.com/CMU-SAFARI/ramulator 

https://github.com/CMU-SAFARI/ramulator
https://github.com/CMU-SAFARI/ramulator
https://github.com/CMU-SAFARI/ramulator


An Example Study using Ramulator (I)
n Saugata Ghose, Tianshi Li, Nastaran Hajinazar, Damla Senol Cali, and Onur Mutlu,

"Demystifying Workload–DRAM Interactions: An Experimental Study"
Proceedings of the ACM International Conference on Measurement and Modeling 
of Computer Systems (SIGMETRICS), Phoenix, AZ, USA, June 2019.
[Preliminary arXiv Version]
[Abstract]
[Slides (pptx) (pdf)]
[MemBen Benchmark Suite]
[Source Code for GPGPUSim-Ramulator]
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https://people.inf.ethz.ch/omutlu/pub/Workload-DRAM-Interaction-Analysis_sigmetrics19_pomacs19.pdf
https://people.inf.ethz.ch/omutlu/pub/Workload-DRAM-Interaction-Analysis_sigmetrics19_pomacs19.pdf
https://people.inf.ethz.ch/omutlu/pub/Workload-DRAM-Interaction-Analysis_sigmetrics19_pomacs19.pdf
http://www.sigmetrics.org/sigmetrics2019/
http://www.sigmetrics.org/sigmetrics2019/
https://arxiv.org/pdf/1902.07609.pdf
https://people.inf.ethz.ch/omutlu/pub/Workload-DRAM-Interaction-Analysis_sigmetrics19-abstract.pdf
https://people.inf.ethz.ch/omutlu/pub/Workload-DRAM-Interaction-Analysis_sigmetrics19-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/Workload-DRAM-Interaction-Analysis_sigmetrics19-talk.pdf
https://github.com/CMU-SAFARI/MemBen
https://github.com/CMU-SAFARI/GPGPUSim-Ramulator
https://github.com/CMU-SAFARI/GPGPUSim-Ramulator
https://github.com/CMU-SAFARI/GPGPUSim-Ramulator


Key Takeaways

1. DRAM latency remains a critical bottleneck for
many applications

2. Bank parallelism is not fully utilized by a wide variety
of  our applications

3. Spatial locality continues to provide significant 
performance benefits if  it is exploited by the memory 
subsystem

4. For some classes of  applications, low-power memory
can provide energy savings without sacrificing
significant performance
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BlockHammer Study in 2021
n A. Giray Yaglikci, Minesh Patel, Jeremie S. Kim, Roknoddin Azizi, Ataberk Olgun, Lois Orosa, 

Hasan Hassan, Jisung Park, Konstantinos Kanellopoulos, Taha Shahroodi, Saugata Ghose, 
and Onur Mutlu,
"BlockHammer: Preventing RowHammer at Low Cost by Blacklisting Rapidly-
Accessed DRAM Rows"
Proceedings of the 27th International Symposium on High-Performance Computer 
Architecture (HPCA), Virtual, February-March 2021.
[Slides (pptx) (pdf)]
[Short Talk Slides (pptx) (pdf)]
[Intel Hardware Security Academic Awards Short Talk Slides (pptx) (pdf)]
[Talk Video (22 minutes)]
[Short Talk Video (7 minutes)]
[Intel Hardware Security Academic Awards Short Talk Video (2 minutes)]
[BlockHammer Source Code]
Intel Hardware Security Academic Award Finalist (one of 4 finalists out of 34 
nominations)
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https://people.inf.ethz.ch/omutlu/pub/BlockHammer_preventing-DRAM-rowhammer-at-low-cost_hpca21.pdf
https://people.inf.ethz.ch/omutlu/pub/BlockHammer_preventing-DRAM-rowhammer-at-low-cost_hpca21.pdf
https://people.inf.ethz.ch/omutlu/pub/BlockHammer_preventing-DRAM-rowhammer-at-low-cost_hpca21.pdf
https://www.hpca-conf.org/2021/
https://www.hpca-conf.org/2021/
https://www.hpca-conf.org/2021/
https://www.hpca-conf.org/2021/
https://people.inf.ethz.ch/omutlu/pub/BlockHammer-preventing-rowhammer-at-low-cost-by-blacklisting-rapidly-accessed-dram-rows_hpca21-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/BlockHammer-preventing-rowhammer-at-low-cost-by-blacklisting-rapidly-accessed-dram-rows_hpca21-talk.pdf
https://people.inf.ethz.ch/omutlu/pub/BlockHammer-preventing-rowhammer-at-low-cost-by-blacklisting-rapidly-accessed-dram-rows_hpca21-short-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/BlockHammer-preventing-rowhammer-at-low-cost-by-blacklisting-rapidly-accessed-dram-rows_hpca21-short-talk.pdf
https://people.inf.ethz.ch/omutlu/pub/BlockHammer-IntelHardwareSecurityAcademicAwards-short-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/BlockHammer-IntelHardwareSecurityAcademicAwards-short-talk.pdf
https://www.youtube.com/watch?v=4Y01N1BhWv4&list=PL5Q2soXY2Zi8_VVChACnON4sfh2bJ5IrD&index=102
https://www.youtube.com/watch?v=h0WiOTVIH70&list=PL5Q2soXY2Zi8_VVChACnON4sfh2bJ5IrD&index=124
https://www.youtube.com/watch?v=5TymwquygZM
https://github.com/CMU-SAFARI/BlockHammer


BlockHammer: Free & Open Source

102https://github.com/CMU-SAFARI/BlockHammer 

https://github.com/CMU-SAFARI/BlockHammer
https://github.com/CMU-SAFARI/BlockHammer
https://github.com/CMU-SAFARI/BlockHammer


Many Other Ideas Evaluated w/ Ramulator

103https://www.youtube.com/watch?v=pJ3mdIvMOY4&list=PL5Q2soXY2Zi-cAls3cyauNzM7-74Eq31O&index=9 

https://www.youtube.com/watch?v=pJ3mdIvMOY4&list=PL5Q2soXY2Zi-cAls3cyauNzM7-74Eq31O&index=9
https://www.youtube.com/watch?v=pJ3mdIvMOY4&list=PL5Q2soXY2Zi-cAls3cyauNzM7-74Eq31O&index=9
https://www.youtube.com/watch?v=pJ3mdIvMOY4&list=PL5Q2soXY2Zi-cAls3cyauNzM7-74Eq31O&index=9
https://www.youtube.com/watch?v=pJ3mdIvMOY4&list=PL5Q2soXY2Zi-cAls3cyauNzM7-74Eq31O&index=9
https://www.youtube.com/watch?v=pJ3mdIvMOY4&list=PL5Q2soXY2Zi-cAls3cyauNzM7-74Eq31O&index=9


Ramulator Project Course
Exploration of Emerging Memory Systems (Spring/Fall 2022)

https://www.youtube.com/onurmutlulectures 

n Fall 2022 Edition: 
q https://safari.ethz.ch/projects_and_seminars/fall2

022/doku.php?id=ramulator 
n Spring 2022 Edition: 

q https://safari.ethz.ch/projects_and_seminars/sprin
g2022/doku.php?id=ramulator 

n Youtube Livestream (Spring 2022):
q https://www.youtube.com/watch?v=aM-

llXRQd3s&list=PL5Q2soXY2Zi_TlmLGw_Z8hBo292
5ZApqV 

n Bachelor’s course
q Elective at ETH Zurich
q Introduction to memory system simulation
q Tutorial on using Ramulator 
q C++
q Potential research exploration

https://www.youtube.com/onurmutlulectures
https://safari.ethz.ch/digitaltechnik/spring2022/doku.php?id=schedule
https://safari.ethz.ch/digitaltechnik/spring2022/doku.php?id=schedule
https://safari.ethz.ch/projects_and_seminars/fall2022/doku.php?id=ramulator
https://safari.ethz.ch/projects_and_seminars/fall2022/doku.php?id=ramulator
https://safari.ethz.ch/projects_and_seminars/fall2022/doku.php?id=ramulator
https://safari.ethz.ch/digitaltechnik/spring2021/doku.php?id=schedule
https://safari.ethz.ch/digitaltechnik/spring2021/doku.php?id=schedule
https://safari.ethz.ch/projects_and_seminars/spring2022/doku.php?id=ramulator
https://safari.ethz.ch/projects_and_seminars/spring2022/doku.php?id=ramulator
https://safari.ethz.ch/projects_and_seminars/spring2022/doku.php?id=ramulator
https://www.youtube.com/watch?v=cpXdE3HwvK0&list=PL5Q2soXY2Zi97Ya5DEUpMpO2bbAoaG7c6
https://www.youtube.com/watch?v=cpXdE3HwvK0&list=PL5Q2soXY2Zi97Ya5DEUpMpO2bbAoaG7c6
https://www.youtube.com/watch?v=r5QxuoJWttg&list=PL5Q2soXY2Zi_1trfCckr6PTN8WR72icUO
https://www.youtube.com/watch?v=r5QxuoJWttg&list=PL5Q2soXY2Zi_1trfCckr6PTN8WR72icUO
https://www.youtube.com/watch?v=r5QxuoJWttg&list=PL5Q2soXY2Zi_1trfCckr6PTN8WR72icUO
https://www.youtube.com/watch?v=r5QxuoJWttg&list=PL5Q2soXY2Zi_1trfCckr6PTN8WR72icUO
https://www.youtube.com/watch?v=r5QxuoJWttg&list=PL5Q2soXY2Zi_1trfCckr6PTN8WR72icUO


Ramulator 2.0: A Much Better Ramulator
n Haocong Luo, Yahya Can Tugrul, F. Nisa Bostanci, Ataberk Olgun, A. Giray 

Yaglikci, and Onur Mutlu,
"Ramulator 2.0: A Modern, Modular, and Extensible DRAM Simulator"
Preprint on arxiv, August 2023.
[arXiv version]
[Ramulator 2.0 Source Code]
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https://arxiv.org/pdf/2308.11030.pdf 

https://github.com/CMU-SAFARI/ramulator2 

https://people.inf.ethz.ch/omutlu/pub/Ramulator2_arxiv23.pdf
https://arxiv.org/abs/2308.11030
https://github.com/CMU-SAFARI/ramulator2
https://arxiv.org/pdf/2308.11030.pdf
https://github.com/CMU-SAFARI/ramulator2
https://github.com/CMU-SAFARI/ramulator2
https://github.com/CMU-SAFARI/ramulator2
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• Hierarchical	state-machine	based	modeling	of	DRAM

Ramulator	2.0	Design	and	Features	(I)

Level: “Channel”
Id: 0
State: …

Level: “Rank”
Id: 1
State: …

Parent

Level: “Rank”
Id: 0
State: …

Sibling

Level: “BankGroup”
Id: 0
State: …

Children

Level: “BankGroup”
Id: 1
State: …

State	of	a	DRAM	node:
• Current	state:	open,	close,	
activating,	etc.

• Timing	constraints:	Earliest	
time	in	the	future	that	each	
DRAM	command	is	allowed	to	
be	issued

• Energy	&	power:	Time	spent	
in	each	state	and	the	number	
of	DRAM	commands	served	
(DRAMPower	model)

• Can	be	extended	to	include	
more
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• Modular	and	extensible	software	architecture
- All	components	in	the	memory	system	modeled	with	the	same	
interface	and	different	implementations

- Example:	The	memory	controller	include:
• Address	Mapper,	Request	Scheduler,	Refresh	Controller,	Row	Policy,	...
• Each	can	be	flexibly	changed	without	hardcoding	other	parts

Ramulator	2.0	Design	and	Features	(III)
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• In	the	paper
- More	detailed	explanation	of	modeling	methodology
- Authoring	of	DRAM	specifications	(organization,	timings,	etc.)
- Memory	controller	plugin	&	RowHammer	mitigations
- Performance	comparison	with	other	DRAM	simulators
- …

Ramulator	2.0	Design	and	Features	(IV)

IEEE	CAL	Paper Open-source	version	Github	repo:	
CMU-SAFARI/ramulator2
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• Cross-section	performance	overhead	evaluation	of	
different	RowHammer	mitigation	techniques	
[Luo+,	IEEE	CAL]
- Six	different	RowHammer	mitigation	techniques	all	
implemented	as	plugins	to	the	same	memory	controller	
implementation

Ramulator	2.0	Case	Studies	(I)
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• Performance	evaluation	of	DDR5	Per	Row	Activation	
Counting	(PRAC)	[Canpolat+,	DRAMsec’24]
- Memory	controller	implementation	extended	with	support	for	
per-row	activation	count	tracking	and	back-off	signal

Ramulator	2.0	Case	Studies	(II)



Evaluation of Industry’s Recent Solutions
n Oguzhan Canpolat, Abdullah Giray Yaglikci, Geraldo Francisco de Oliveira, Ataberk Olgun, 

Nisa Bostanci, Ismail Emir Yuksel, Haocong Luo, Oguz Ergin, and Onur Mutlu,
"Chronus: Understanding and Securing the Cutting-Edge Industry Solutions to 
DRAM Read Disturbance"
Proceedings of the 31st International Symposium on High-Performance Computer 
Architecture (HPCA), Las Vegas, NV, USA, March 2025.
[Chronus Source Code (Officially Artifact Evaluated with All Badges)]
Officially artifact evaluated as available, functional, and reproduced.
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https://arxiv.org/pdf/2502.12650 
https://github.com/CMU-SAFARI/Chronus 

https://arxiv.org/pdf/2502.12650
https://arxiv.org/pdf/2502.12650
https://arxiv.org/pdf/2502.12650
https://arxiv.org/pdf/2502.12650
https://www.hpca-conf.org/2025/
https://www.hpca-conf.org/2025/
https://www.hpca-conf.org/2025/
https://www.hpca-conf.org/2025/
https://github.com/CMU-SAFARI/Chronus
https://arxiv.org/pdf/2502.12650
https://github.com/CMU-SAFARI/Chronus
https://github.com/CMU-SAFARI/Chronus
https://github.com/CMU-SAFARI/Chronus


Ramulator 2.1: A Recent Update
n Appears at ICS 2026 Workshops Proceedings

112

https://arxiv.org/pdf/2606.13844 

https://github.com/CMU-SAFARI/ramulator2 

https://arxiv.org/pdf/2606.13844
https://arxiv.org/pdf/2606.13844
https://github.com/CMU-SAFARI/ramulator2
https://github.com/CMU-SAFARI/ramulator2
https://github.com/CMU-SAFARI/ramulator2


More to Come…



Read Disturbance Sessions @ HPCA 2025
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Tuesday, March 4th, 11am and 2pm



Read Disturbance Papers @ ASPLOS 2025
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Read Disturbance Session @ ISCA 2025
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Read Disturbance Papers @ DRAMSec 2025

117https://www.youtube.com/watch?v=5KmKxFjPopM 

https://dramsec.ethz.ch/ 

https://www.youtube.com/watch?v=5KmKxFjPopM
https://dramsec.ethz.ch/


RowHammer @ USENIX Security 2025

118



Read Disturbance Papers @ MICRO 2025
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Read Disturbance Papers @ HPCA 2026
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Read Disturbance Papers @ ASPLOS 2026
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Read Disturbance Papers @ S&P 2026
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RowHammer on GPUs

https://gddr.fail/ https://gpubreach.ca/ https://www.gpuhammer.com/ 

https://gddr.fail/
https://gpubreach.ca/
https://www.gpuhammer.com/


Read Disturbance Papers @ DRAMSec 2026

124https://dramsec.ethz.ch/ 

https://dramsec.ethz.ch/


Read Disturbance Papers @ ISCA 2026
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Tutorial on DRAM Bender & Ramulator

126https://events.safari.ethz.ch/asplos26-ramulator-drambender/ 

https://events.safari.ethz.ch/asplos26-ramulator-drambender/
https://events.safari.ethz.ch/asplos26-ramulator-drambender/
https://events.safari.ethz.ch/asplos26-ramulator-drambender/
https://events.safari.ethz.ch/asplos26-ramulator-drambender/
https://events.safari.ethz.ch/asplos26-ramulator-drambender/


ISCA 2026: DRAM Bender & Ramulator

127https://events.safari.ethz.ch/isca26-ramulator-drambender/ 

https://events.safari.ethz.ch/isca26-ramulator-drambender/
https://events.safari.ethz.ch/isca26-ramulator-drambender/
https://events.safari.ethz.ch/isca26-ramulator-drambender/
https://events.safari.ethz.ch/isca26-ramulator-drambender/
https://events.safari.ethz.ch/isca26-ramulator-drambender/


ICS 2026: DRAM Bender & Ramulator

128https://events.safari.ethz.ch/ics26-ramulator-drambender/ 

https://events.safari.ethz.ch/isca26-ramulator-drambender/
https://events.safari.ethz.ch/ics26-ramulator-drambender/
https://events.safari.ethz.ch/ics26-ramulator-drambender/
https://events.safari.ethz.ch/ics26-ramulator-drambender/
https://events.safari.ethz.ch/ics26-ramulator-drambender/
https://events.safari.ethz.ch/ics26-ramulator-drambender/
https://events.safari.ethz.ch/isca26-ramulator-drambender/


Goal: Processing Inside Memory/Storage

n Many questions … How do we design the:
q compute-capable memory & controllers?
q processors & communication units?
q software & hardware interfaces?
q system software, compilers, languages?
q algorithms & theoretical foundations?

Cache

Processor
Core

Interconnect

Memory/Storage Database

Graphs

Media

ML Model Query

Results

Micro-architecture
SW/HW Interface

Program/Language
Algorithm
Problem

Logic
Devices

System Software

Electrons



Ramulator for Processing in Memory
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Simulation Infrastructure for PIM

n Ramulator extended for PIM
q Flexible and extensible DRAM simulator
q Can model many different memory standards and proposals
q Kim+, “Ramulator: A Flexible and Extensible DRAM 

Simulator”, IEEE CAL 2015.
q https://github.com/CMU-SAFARI/ramulator-pim
q https://github.com/CMU-SAFARI/ramulator 
q [Source Code for Ramulator-PIM]
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https://github.com/CMU-SAFARI/ramulator-pim
https://github.com/CMU-SAFARI/ramulator-pim
https://github.com/CMU-SAFARI/ramulator-pim
https://github.com/CMU-SAFARI/ramulator-pim
https://github.com/CMU-SAFARI/ramulator-pim
https://github.com/CMU-SAFARI/ramulator-pim
https://github.com/CMU-SAFARI/ramulator
https://github.com/CMU-SAFARI/ramulator
https://github.com/CMU-SAFARI/ramulator
https://github.com/CMU-SAFARI/ramulator
https://github.com/CMU-SAFARI/ramulator-pim
https://github.com/CMU-SAFARI/ramulator-pim
https://github.com/CMU-SAFARI/ramulator-pim


Ramulator for PIM
n Gagandeep Singh, Juan Gomez-Luna, Giovanni Mariani, Geraldo F. 

Oliveira, Stefano Corda, Sander Stujik, Onur Mutlu, and Henk Corporaal,
"NAPEL: Near-Memory Computing Application Performance 
Prediction via Ensemble Learning"
Proceedings of the 56th Design Automation Conference (DAC), Las Vegas, 
NV, USA, June 2019.
[Slides (pptx) (pdf)]
[Poster (pptx) (pdf)]
[Source Code for Ramulator-PIM]
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https://people.inf.ethz.ch/omutlu/pub/NAPEL-near-memory-computing-performance-prediction-via-ML_dac19.pdf
https://people.inf.ethz.ch/omutlu/pub/NAPEL-near-memory-computing-performance-prediction-via-ML_dac19.pdf
https://people.inf.ethz.ch/omutlu/pub/NAPEL-near-memory-computing-performance-prediction-via-ML_dac19.pdf
https://people.inf.ethz.ch/omutlu/pub/NAPEL-near-memory-computing-performance-prediction-via-ML_dac19.pdf
https://dac.com/
https://people.inf.ethz.ch/omutlu/pub/NAPEL-near-memory-computing-performance-prediction-via-ML_dac19-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/NAPEL-near-memory-computing-performance-prediction-via-ML_dac19-talk.pdf
https://people.inf.ethz.ch/omutlu/pub/NAPEL-near-memory-computing-performance-prediction-via-ML_dac19-poster.pptx
https://people.inf.ethz.ch/omutlu/pub/NAPEL-near-memory-computing-performance-prediction-via-ML_dac19-poster.pdf
https://github.com/CMU-SAFARI/ramulator-pim
https://github.com/CMU-SAFARI/ramulator-pim
https://github.com/CMU-SAFARI/ramulator-pim


Ramulator Project Course
Exploration of Emerging Memory Systems (Spring/Fall 2022)

https://www.youtube.com/onurmutlulectures 

n Fall 2022 Edition: 
q https://safari.ethz.ch/projects_and_seminars/fall2

022/doku.php?id=ramulator 
n Spring 2022 Edition: 

q https://safari.ethz.ch/projects_and_seminars/sprin
g2022/doku.php?id=ramulator 

n Youtube Livestream (Spring 2022):
q https://www.youtube.com/watch?v=aM-

llXRQd3s&list=PL5Q2soXY2Zi_TlmLGw_Z8hBo292
5ZApqV 

n Bachelor’s course
q Elective at ETH Zurich
q Introduction to memory system simulation
q Tutorial on using Ramulator 
q C++
q Potential research exploration

https://www.youtube.com/onurmutlulectures
https://safari.ethz.ch/digitaltechnik/spring2022/doku.php?id=schedule
https://safari.ethz.ch/digitaltechnik/spring2022/doku.php?id=schedule
https://safari.ethz.ch/projects_and_seminars/fall2022/doku.php?id=ramulator
https://safari.ethz.ch/projects_and_seminars/fall2022/doku.php?id=ramulator
https://safari.ethz.ch/projects_and_seminars/fall2022/doku.php?id=ramulator
https://safari.ethz.ch/digitaltechnik/spring2021/doku.php?id=schedule
https://safari.ethz.ch/digitaltechnik/spring2021/doku.php?id=schedule
https://safari.ethz.ch/projects_and_seminars/spring2022/doku.php?id=ramulator
https://safari.ethz.ch/projects_and_seminars/spring2022/doku.php?id=ramulator
https://safari.ethz.ch/projects_and_seminars/spring2022/doku.php?id=ramulator
https://www.youtube.com/watch?v=cpXdE3HwvK0&list=PL5Q2soXY2Zi97Ya5DEUpMpO2bbAoaG7c6
https://www.youtube.com/watch?v=cpXdE3HwvK0&list=PL5Q2soXY2Zi97Ya5DEUpMpO2bbAoaG7c6
https://www.youtube.com/watch?v=r5QxuoJWttg&list=PL5Q2soXY2Zi_1trfCckr6PTN8WR72icUO
https://www.youtube.com/watch?v=r5QxuoJWttg&list=PL5Q2soXY2Zi_1trfCckr6PTN8WR72icUO
https://www.youtube.com/watch?v=r5QxuoJWttg&list=PL5Q2soXY2Zi_1trfCckr6PTN8WR72icUO
https://www.youtube.com/watch?v=r5QxuoJWttg&list=PL5Q2soXY2Zi_1trfCckr6PTN8WR72icUO
https://www.youtube.com/watch?v=r5QxuoJWttg&list=PL5Q2soXY2Zi_1trfCckr6PTN8WR72icUO


Memory-Centric Computing Systems Workshop

134https://events.safari.ethz.ch/asplos26-MCCSys/ 

https://events.safari.ethz.ch/asplos26-MCCSys/
https://events.safari.ethz.ch/asplos26-MCCSys/
https://events.safari.ethz.ch/asplos26-MCCSys/


6th Workshop on  Memory-Centric Computing Systems

A full-day workshop @ ISCA 2026
28th June 2026 (Sunday)

Organizers: Ismail Emir Yuksel, F. Nisa Bostanci, 
Ataberk Olgun, Prof. Onur Mutlu

• Overview of PIM & 
PIM Taxonomy

• PIM in Memory & Storage
• Infrastructures for 

PIM Research
• Real-World PnM Systems

• PuM for 
Bulk Bitwise Operations

• Programming Techniques & 
Tools

• Research Challenges & 
Opportunities

MCCSys

https://events.safari.ethz.ch/isca26-mccsys/

More information & 
call for papers: 

https://events.safari.ethz.ch/ics26-mccsys/
https://events.safari.ethz.ch/ics26-mccsys/
https://events.safari.ethz.ch/ics26-mccsys/


7th Workshop on  Memory-Centric Computing Systems

A full-day workshop @ ICS 2026
6th July 2026 (Monday)

Organizers: Ismail Emir Yuksel, F. Nisa Bostanci, 
Ataberk Olgun, Prof. Onur Mutlu

• Overview of PIM & 
PIM Taxonomy

• PIM in Memory & Storage
• Infrastructures for 

PIM Research
• Real-World PnM Systems

• PuM for 
Bulk Bitwise Operations

• Programming Techniques & 
Tools

• Research Challenges & 
Opportunities

MCCSys

https://events.safari.ethz.ch/ics26-mccsys/

More information & 
call for papers: 

https://events.safari.ethz.ch/ics26-mccsys/
https://events.safari.ethz.ch/ics26-mccsys/
https://events.safari.ethz.ch/ics26-mccsys/


Some Other Useful Simulators
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Virtuoso Tutorial & Workshop 
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https://cmu-safari.github.io/Virtuoso/workshop/asplos2026.html
https://cmu-safari.github.io/Virtuoso/workshop/asplos2026.html
https://cmu-safari.github.io/Virtuoso/workshop/asplos2026.html


Many Simulators for Many Purposes
n Ramulator 2.0 for memory simulation
n gem5 full system multi-core simulation
n MQSim for SSD simulation
n DiskSim for Hard Disk simulation
n DAMOV-Sim for Processing-near-Memory simulation
n Virtuoso for Virtual Memory (HW/SW codesign) simulation
n Sniper for fast Processor Simulation
n Scarab for detailed Microarchitectural Simulation
n Simics, Bochs, QEMU for full-system functional simulation
n …

n Or, develop your own simulator for your purpose…
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DAMOV Simulator, Methods & Benchmarks
n Geraldo F. Oliveira, Juan Gomez-Luna, Lois Orosa, Saugata Ghose, Nandita 

Vijaykumar, Ivan fernandez, Mohammad Sadrosadati, and Onur Mutlu,
"DAMOV: A New Methodology and Benchmark Suite for Evaluating Data 
Movement Bottlenecks"
IEEE Access, 8 September 2021.
Preprint in arXiv, 8 May 2021.
[arXiv preprint]
[IEEE Access version]
[DAMOV Suite and Simulator Source Code]
[SAFARI Live Seminar Video (2 hrs 40 mins)]
[Short Talk Video (21 minutes)]
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https://people.inf.ethz.ch/omutlu/pub/DAMOV-Bottleneck-Analysis-and-DataMovement-Benchmarks_arxiv21.pdf
https://people.inf.ethz.ch/omutlu/pub/DAMOV-Bottleneck-Analysis-and-DataMovement-Benchmarks_arxiv21.pdf
https://doi.org/10.1109/ACCESS.2021.3110993
https://arxiv.org/abs/2105.03725
https://arxiv.org/pdf/2105.03725.pdf
https://doi.org/10.1109/ACCESS.2021.3110993
https://github.com/CMU-SAFARI/DAMOV
https://www.youtube.com/watch?v=GWideVyo0nM&list=PL5Q2soXY2Zi8_VVChACnON4sfh2bJ5IrD&index=156
https://www.youtube.com/watch?v=HkMYuYMuZOg&list=PL5Q2soXY2Zi8_VVChACnON4sfh2bJ5IrD&index=161


DAMOV	is	Open	Source
• We	open-source	our	benchmark	suite	and	our	toolchain

DAMOV-SIM

DAMOV	
Benchmarks



DAMOV	is	Open	Source
• We	open-source	our	benchmark	suite	and	our	toolchain

DAMOV-SIM

DAMOV	
Benchmarks

Get	DAMOV	at:	
https://github.com/CMU-SAFARI/DAMOV	

https://github.com/CMU-SAFARI/DAMOV
https://github.com/CMU-SAFARI/DAMOV
https://github.com/CMU-SAFARI/DAMOV


More on DAMOV Analysis Methodology & Workloads

https://www.youtube.com/watch?v=GWideVyo0nM&list=PL5Q2soXY2Zi_tOTAYm--dYByNPL7JhwR9&index=3 

https://www.youtube.com/watch?v=GWideVyo0nM&list=PL5Q2soXY2Zi_tOTAYm--dYByNPL7JhwR9&index=3
https://www.youtube.com/watch?v=GWideVyo0nM&list=PL5Q2soXY2Zi_tOTAYm--dYByNPL7JhwR9&index=3
https://www.youtube.com/watch?v=GWideVyo0nM&list=PL5Q2soXY2Zi_tOTAYm--dYByNPL7JhwR9&index=3


PIM Course (Spring 2022)

n Spring 2022 Edition: 
q https://safari.ethz.ch/projects_and_semi

nars/spring2022/doku.php?id=processing
_in_memory 

n Youtube Livestream:
q https://www.youtube.com/watch?v=9e4

Chnwdovo&list=PL5Q2soXY2Zi-
841fUYYUK9EsXKhQKRPyX 

n Project course
q Taken by Bachelor’s/Master’s students
q Processing-in-Memory lectures
q Hands-on research exploration
q Many research readings
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https://www.youtube.com/onurmutlulectures 

https://safari.ethz.ch/architecture/fall2021/doku.php?id=schedule
https://safari.ethz.ch/architecture/fall2021/doku.php?id=schedule
https://safari.ethz.ch/projects_and_seminars/spring2022/doku.php?id=processing_in_memory
https://safari.ethz.ch/architecture/fall2021/doku.php?id=schedule
https://safari.ethz.ch/projects_and_seminars/spring2022/doku.php?id=processing_in_memory
https://safari.ethz.ch/projects_and_seminars/spring2022/doku.php?id=processing_in_memory
https://safari.ethz.ch/projects_and_seminars/spring2022/doku.php?id=processing_in_memory
https://safari.ethz.ch/projects_and_seminars/spring2022/doku.php?id=processing_in_memory
https://www.youtube.com/watch?v=9e4Chnwdovo&list=PL5Q2soXY2Zi-841fUYYUK9EsXKhQKRPyX
https://www.youtube.com/watch?v=9e4Chnwdovo&list=PL5Q2soXY2Zi-841fUYYUK9EsXKhQKRPyX
https://www.youtube.com/watch?v=9e4Chnwdovo&list=PL5Q2soXY2Zi-841fUYYUK9EsXKhQKRPyX
https://www.youtube.com/watch?v=9e4Chnwdovo&list=PL5Q2soXY2Zi-841fUYYUK9EsXKhQKRPyX
https://www.youtube.com/watch?v=9e4Chnwdovo&list=PL5Q2soXY2Zi-841fUYYUK9EsXKhQKRPyX
https://www.youtube.com/watch?v=9e4Chnwdovo&list=PL5Q2soXY2Zi-841fUYYUK9EsXKhQKRPyX
https://www.youtube.com/watch?v=9e4Chnwdovo&list=PL5Q2soXY2Zi-841fUYYUK9EsXKhQKRPyX
https://www.youtube.com/onurmutlulectures


MQSim for Modern SSD Simulation
n Arash Tavakkol, Juan Gomez-Luna, Mohammad Sadrosadati, Saugata 

Ghose, and Onur Mutlu,
"MQSim: A Framework for Enabling Realistic Studies of Modern 
Multi-Queue SSD Devices"
Proceedings of the 16th USENIX Conference on File and Storage 
Technologies (FAST), Oakland, CA, USA, February 2018.
[Slides (pptx) (pdf)]
[Source Code]
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https://people.inf.ethz.ch/omutlu/pub/MQSim-SSD-simulation-framework_fast18.pdf
https://people.inf.ethz.ch/omutlu/pub/MQSim-SSD-simulation-framework_fast18.pdf
https://people.inf.ethz.ch/omutlu/pub/MQSim-SSD-simulation-framework_fast18.pdf
https://people.inf.ethz.ch/omutlu/pub/MQSim-SSD-simulation-framework_fast18.pdf
https://www.usenix.org/conference/fast18
https://www.usenix.org/conference/fast18
https://people.inf.ethz.ch/omutlu/pub/MQSim-SSD-simulation-framework_fast18-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/MQSim-SSD-simulation-framework_fast18-talk.pdf
https://github.com/CMU-SAFARI/MQSim


Solid-State Drives Course (Spring 2022)

n Spring 2022 Edition: 
q https://safari.ethz.ch/projects_and_semi

nars/spring2022/doku.php?id=modern_s
sds 

n Youtube Livestream:
q https://www.youtube.com/watch?v=_q4r

m71DsY4&list=PL5Q2soXY2Zi8vabcse1kL
22DEcgMl2RAq 

n Project course
q Taken by Bachelor’s/Master’s students
q SSD Basics and Advanced Topics
q Hands-on research exploration
q Many research readings
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https://www.youtube.com/onurmutlulectures 

https://safari.ethz.ch/architecture/fall2021/doku.php?id=schedule
https://safari.ethz.ch/architecture/fall2021/doku.php?id=schedule
https://safari.ethz.ch/projects_and_seminars/spring2022/doku.php?id=modern_ssds
https://safari.ethz.ch/architecture/fall2021/doku.php?id=schedule
https://safari.ethz.ch/projects_and_seminars/spring2022/doku.php?id=modern_ssds
https://safari.ethz.ch/projects_and_seminars/spring2022/doku.php?id=modern_ssds
https://safari.ethz.ch/projects_and_seminars/spring2022/doku.php?id=modern_ssds
https://safari.ethz.ch/projects_and_seminars/spring2022/doku.php?id=modern_ssds
https://www.youtube.com/watch?v=_q4rm71DsY4&list=PL5Q2soXY2Zi8vabcse1kL22DEcgMl2RAq
https://www.youtube.com/watch?v=_q4rm71DsY4&list=PL5Q2soXY2Zi8vabcse1kL22DEcgMl2RAq
https://www.youtube.com/watch?v=_q4rm71DsY4&list=PL5Q2soXY2Zi8vabcse1kL22DEcgMl2RAq
https://www.youtube.com/watch?v=_q4rm71DsY4&list=PL5Q2soXY2Zi8vabcse1kL22DEcgMl2RAq
https://www.youtube.com/watch?v=_q4rm71DsY4&list=PL5Q2soXY2Zi8vabcse1kL22DEcgMl2RAq
https://www.youtube.com/watch?v=_q4rm71DsY4&list=PL5Q2soXY2Zi8vabcse1kL22DEcgMl2RAq
https://www.youtube.com/onurmutlulectures


Many More Simulators …
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https://github.com/CMU-SAFARI/
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Virtuoso
n Konstantinos Kanellopoulos, Konstantinos Sgouras, Nisa Bostanci, Andreas Kosmas 

Kakolyris, Berkin Kerim Konar, Rahul Bera, Rakesh Kumar, Mohammad Sadrosadati, 
Nandita Vijaykumar, and Onur Mutlu,
"Virtuoso: Enabling Fast and Accurate Virtual Memory Research via an 
Imitation-based Operating System Simulation Methodology,"
Proceedings of the 30th International Conference on Architectural Support for 
Programming Languages and Operating Systems (ASPLOS), Rotterdam, Netherlands, 
April 2025.
[Slides (pptx) (pdf)]
[Virtuoso Source Code]
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https://arxiv.org/pdf/2403.04635 

https://github.com/CMU-SAFARI/Virtuoso 

https://arxiv.org/pdf/2403.04635
https://arxiv.org/pdf/2403.04635
https://arxiv.org/pdf/2403.04635
https://arxiv.org/pdf/2403.04635
https://asplos-conference.org/
https://asplos-conference.org/
https://people.inf.ethz.ch/omutlu/pub/Virtuoso_asplos25-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/Virtuoso_asplos25-talk.pdf
https://github.com/CMU-SAFARI/Virtuoso
https://arxiv.org/pdf/2403.04635
https://github.com/CMU-SAFARI/Virtuoso
https://github.com/CMU-SAFARI/Virtuoso
https://github.com/CMU-SAFARI/Virtuoso


Virtuoso Tutorial & Workshop 
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Virtuoso

Konstantinos Kanellopoulos     Konstantinos Sgouras     F. Nisa Bostanci
Andreas Kosmas Kakolyris     Berkin Kerim Konar     Rahul Bera 

Mohammad Sadrosadati     Rakesh Kumar    Nandita Vijaykumar    Onur Mutlu

Enabling Fast and Accurate Virtual Memory 
Research with an Imitation-based 

Operating System Simulation Methodology 

https://github.com/CMU-SAFARI/Virtuoso
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Existing Architectural Simulators

Emulation-
based

Si
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Accuracy in Estimating VM overheads

Our goal

Full-
System
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Enabling Fast and Accurate VM Research 

New simulation framework that enables 
fast and accurate prototyping and evaluation of 
the software and hardware components of VM 

Virtuoso
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VirTool: State-of-the-art VM techniques

Nested MMU
Support

4 page table 
designs

2 THP 
Policies

2 Hash-based 
address mapping 

schemes

2 Memory 
Tagging Schemes

Software-
Managed TLB

2 Contiguity-
aware Schemes

Page-Size Prediction

2 Intermediate Address Space Schemes

Toolset encompassing the HW/SW components 
of multiple state-of-the-art VM techniques 

Speculative Translation TLB Prefetching
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Integrated Virtuoso with 5 Diverse 
Architectural Simulators 

gem5-SE Ramulator

Sniper ChampSim

MQSim
Focus on 

storage devices
[Tavakkol+ FAST 2018]

https://github.com/CMU-SAFARI/MQSim

https://github.com/CMU-SAFARI/MQSim
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More Details in the Virtuoso Paper

https://arxiv.org/pdf/2403.04635



Onur Mutlu
omutlu@gmail.com 

https://people.inf.ethz.ch/omutlu
22 March 2026

1st Ramulator & DRAM Bender Tutorial @ ASPLOS 2026

Tools for Evaluating Memory and 
Memory-Centric Computing 
DRAM, Storage, Virtual Memory

mailto:omutlu@gmail.com
https://people.inf.ethz.ch/omutlu


Virtuoso

Konstantinos Kanellopoulos     Konstantinos Sgouras     F. Nisa Bostanci
Andreas Kosmas Kakolyris     Berkin Kerim Konar     Rahul Bera 

Mohammad Sadrosadati     Rakesh Kumar    Nandita Vijaykumar    Onur Mutlu

Enabling Fast and Accurate Virtual Memory 
Research with an Imitation-based 

Operating System Simulation Methodology 

https://github.com/CMU-SAFARI/Virtuoso
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Co-design the hardware and the OS 
to reduce VM overheads

Leverage VA-to-
PA Contiguity

Software-managed 
TLB Subsystem

Accelerate 
Memory 

Allocation

Alternative Address Mappings

Rethinking the Page 
Table Design Employing multiple page sizes

Wide range of hardware-OS co-design 
techniques that aim to improve virtual memory  
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Effectively evaluating VM techniques
is crucial for progress in the domain
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Challenges in Evaluation

Interplay between system components

Hardware 
MMU

Software-level 
Memory Management

System 
Components



Example: TLB and Memory Allocator
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TLB
Memory 
Allocator

TLB performance heavily depends on 
the memory allocator (e.g., # of 2MB pages)
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Challenges in Evaluation

Hardware 
MMU

Software-level 
Memory 

Management

System 
Components

Evaluating the interplay between 
components  is critical when assessing 

current and new VM techniques
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Existing Architectural Simulators

Emulation-based

Full-system

1

2

Two main classes of simulators



164

Ramulator

Sniper ChampSim

Emulation-based Simulators

Limited support for 
OS primitives

ZSim

Analytically estimate
 VM Overheads

High simulation speed with a focus on 
modeling microarchitectural features 
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Full-System Simulators

gem5-FS

QFlex PTLsim
Enable the execution of a full-blown OS 

on top of a hardware simulator

Low simulation 
speed Hard to develop
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Existing Architectural Simulators

Emulation-
based

Si
m

ul
at

io
n 

Sp
ee

d

Accuracy in Estimating VM overheads

Our goal

Full-
System
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Enabling Fast and Accurate VM Research 

New simulation framework that enables 
fast and accurate prototyping and evaluation of 
the software and hardware components of VM 

Virtuoso
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Imitation-based Simulation Methodology

Lightweight Userspace Kernel 
written in a high-level programming language  

Choose OS modules only related 
to the desired research

“I will try to imitate 
the full-blown OS”



169

Imitation-based Simulation Methodology
Full-blown Kernel

Thread Scheduler

Data Sharing 
Support

Managing NUMA

Virtual Memory 
Area Handling

Block device 
driver

Protection 

Transparent 
Huge Pages

hugetlbfs

Cgroups

SLAB Allocator

Swapping

InterruptsMonitoring

Boot process
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Rapid development and prototyping

High simulation speed by executing 
only the desired OS kernel functionality

Accurate evaluation by integrating 
Virtuoso with an architectural simulator

1

2

3

Imitation-based Simulation Methodology



add R1, R1 ,R2

load R1, [0xA]

171

Lightweight Userspace Kernel

Desired Memory Management 
modules written in a high-level language

Simulator

Binary Instrumentation

Core Model

Userspace Kernel 
Instruction Stream

Imitation-based Simulation Methodology

+ Imitates the OS-level
Overhead



add R1, R1 ,R2

load R1, [0xA]
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Lightweight Userspace Kernel

Desired Memory Management 
modules written in a high-level language

Simulator

Binary Instrumentation

Core Model

Userspace Kernel 
Instruction Stream

Imitation-based Simulation Methodology

Functional 
Outcome

+ Enables emulation 
of kernel modules
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MimicOS: Imitating the Linux Kernel

MimicOS modules written in C++

Transparent 
Huge Pages

Buddy 
Allocator

Radix-based 
page table hugetlbfs

Swap Space Page Cache

More details in the paper

https://arxiv.org/pdf/2403.04635



174

VirTool: State-of-the-art VM techniques

Nested MMU
Support

4 page table 
designs

2 THP 
Policies

2 Hash-based 
address mapping 

schemes

2 Memory 
Tagging Schemes

Software-
Managed TLB

2 Contiguity-
aware Schemes

Page-Size Prediction

2 Intermediate Address Space Schemes

Toolset encompassing the HW/SW components 
of multiple state-of-the-art VM techniques 

Speculative Translation TLB Prefetching
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VirTool: State-of-the-art VM techniques

Nested MMU
Support

4 page table 
designs

2 THP 
Policies

2 Hash-based 
mapping 
schemes

2 Memory 
Tagging Schemes

Software-
Managed TLB

2 Contiguity-
aware Schemes

Page-Size Prediction

2 Intermediate Address Space Schemes

Toolset encompassing multiple 
state-of-the-art VM techniques 

Enables researchers to evaluate 
and prototype current and 
brand new VM techniques 
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VirTool: State-of-the-art VM techniques

Nested MMU
Support

4 page table 
designs

2 THP 
Policies

2 Hash-based 
mapping 
schemes

2 Memory 
Tagging Schemes

Software-
Managed TLB

2 Contiguity-
aware Schemes

Page-Size Prediction

2 Intermediate Address Space Schemes

Toolset encompassing multiple 
state-of-the-art VM techniques 

Virtuoso is a highly versatile 
simulation framework
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Integrated Virtuoso with 5 Diverse 
Architectural Simulators 

gem5-SE
System-call emulation 

mode of gem5

http://gem5.org/

[Lowe-Power+ arXiv 2020]

[Binkert+ SIGARCH News 2011]

http://gem5.org/
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Integrated Virtuoso with 5 Diverse 
Architectural Simulators 

Ramulator
Focus on main 

memory subsystem

https://github.com/CMU-SAFARI/ramulator2

[Luo+ CAL 2023]

https://github.com/CMU-SAFARI/ramulator2
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Integrated Virtuoso with 5 Diverse 
Architectural Simulators 

Sniper Focus on 
multicore systems

[Carlson+ TACO 2012]
https://github.com/snipersim/snipersim

https://github.com/snipersim/snipersim
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Integrated Virtuoso with 5 Diverse 
Architectural Simulators 

ChampSim

Focus on 
microarchitecture

https://github.com/ChampSim/ChampSim

[Gober+ arXiv 2022]

https://github.com/ChampSim/ChampSim
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Integrated Virtuoso with 5 Diverse 
Architectural Simulators 

MQSim
Focus on 

storage devices
[Tavakkol+ FAST 2018]

https://github.com/CMU-SAFARI/MQSim

https://github.com/CMU-SAFARI/MQSim
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Virtuoso’s Versatility

We showcase Virtuoso’s
 versatility by evaluating multiple 

different use cases

5 use cases in the paper 
https://arxiv.org/pdf/2403.04635

Demonstrate new insights on 
state-of-the-art VM techniques
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Virtuoso Example Use Cases

Evaluating Physical Memory 
Allocation Policies
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Evaluation Methodology

Buddy: Baseline allocator with the buddy system

Utopia:1 Part of memory is organized using a 
hash-based mapping

 
Workloads: Short-input Short-output LLM inference

[1] Kanellopoulos et al. “Utopia: Fast and Efficient Address Translation via Hybrid 
Restrictive & Flexible Virtual-to-Physical Address Mappings” MICRO 2023

Mistral-7B Llama-2-7B Bagel-2.8B
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Accelerating Memory Allocation

0.00
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1.00
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n 
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pe
ed

up
Utopia - 32MB Hash-based Segment

Restricting the virtual-to-physical mapping 
speeds up memory allocation by up to 2.17x
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More Details in the Paper
- Detailed description of communication primitives

- Detailed description of MimicOS modules

- Integration methodology with different simulators

- Integration with heterogeneous system simulation

- Evaluation of intermediate address space schemes
- Evaluation of swapping activity and translation latency 
in  hash-based address mapping schemes

- Evaluation of two additional hash-based page tables

and more to come …
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More Details in the Paper

https://arxiv.org/pdf/2403.04635
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Virtuoso is Open-Source

https://github.com/CMU-SAFARI/Virtuoso
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Virtuoso Website – Getting Started

https://github.com/CMU-SAFARI/Virtuoso/website
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Virtuoso Website - Documentation

https://safari.ethz.ch/virtuoso



Backup Slides

191



Tradeoffs in Simulation
n Three metrics to evaluate a simulator

q Speed
q Flexibility
q Accuracy

n Speed: How fast the simulator runs (xIPS, xCPS, slowdown)
n Flexibility: How quickly one can modify the simulator to 

evaluate different algorithms and design choices?
n Accuracy: How accurate the performance (energy) numbers 

the simulator generates are vs. a real design (Simulation 
error)

n The relative importance of these metrics varies depending 
on where you are in the design process (what your goal is)
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Trading Off Speed, Flexibility, Accuracy
n Speed & flexibility affect:

q How quickly you can make design tradeoffs/decisions

n Accuracy affects:
q How good your design tradeoffs/decisions might end up being
q How fast you can build your simulator (simulator design time)

n Flexibility also affects:
q How much human effort you need to spend modifying the 

simulator

n You can trade off between the three to achieve design 
exploration and decision goals
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Making The Best of Architecture
n A good architect is comfortable at all levels of refinement

q Including the extremes

n A good architect knows when to use what type of 
simulation 
q And, more generally, what type of evaluation method

n Recall: A variety of evaluation methods are available:
q Theoretical proof
q Analytical modeling
q Simulation (at varying degrees of abstraction and accuracy)
q Prototyping with a real system (e.g., FPGAs)
q Real implementation
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An Example Study using Ramulator (I)
n Saugata Ghose, Tianshi Li, Nastaran Hajinazar, Damla Senol Cali, and Onur Mutlu,

"Demystifying Workload–DRAM Interactions: An Experimental Study"
Proceedings of the ACM International Conference on Measurement and Modeling 
of Computer Systems (SIGMETRICS), Phoenix, AZ, USA, June 2019.
[Preliminary arXiv Version]
[Abstract]
[Slides (pptx) (pdf)]
[MemBen Benchmark Suite]
[Source Code for GPGPUSim-Ramulator]

195

https://people.inf.ethz.ch/omutlu/pub/Workload-DRAM-Interaction-Analysis_sigmetrics19_pomacs19.pdf
https://people.inf.ethz.ch/omutlu/pub/Workload-DRAM-Interaction-Analysis_sigmetrics19_pomacs19.pdf
https://people.inf.ethz.ch/omutlu/pub/Workload-DRAM-Interaction-Analysis_sigmetrics19_pomacs19.pdf
http://www.sigmetrics.org/sigmetrics2019/
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https://github.com/CMU-SAFARI/MemBen
https://github.com/CMU-SAFARI/GPGPUSim-Ramulator
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Why Study Workload–DRAM Interactions?

§Manufacturers are developing many new types of  DRAM
• DRAM limits performance, energy improvements:

new types may overcome some limitations
• Memory systems now serve a very diverse set of  applications:

can no longer take a one-size-fits-all approach

§ So which DRAM type works best with which application?
• Difficult to understand intuitively due to the complexity of  the interaction
• Can’t be tested methodically on real systems: new type needs a new CPU

§We perform a wide-ranging experimental study to uncover
the combined behavior of  workloads and DRAM types
• 115 prevalent/emerging applications and multiprogrammed 

workloads
• 9 modern DRAM types: DDR3, DDR4, GDDR5, HBM, HMC, 

LPDDR3, LPDDR4, Wide I/O, Wide I/O 2 Page 196 of 25



Modern DRAM Types: Comparison to DDR3

§Bank groups

§ 3D-stacked DRAM
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DRAM 
Type

Banks 
per 

Rank

Bank 
Groups

3D-
Stacked

Low-
Power

DDR3 8
DDR4 16 ü

GDDR5 16 ü

HBM
High-

Bandwidth 
Memory

16 ü

HMC
Hybrid Memory 

Cube
256 ü

Wide I/O 4 ü ü

Wide I/O 2 8 ü ü

LPDDR3 8 ü

LPDDR4 16 ü

Memory
Layers

high bandwidth with
Through-Silicon

Vias (TSVs)

dedicated Logic Layer

DRAM 
Type

Banks 
per 

Rank

Bank 
Groups

3D-
Stacked

Low-
Power

DDR3 8
DDR4 16 ü

GDDR5 16 ü

HBM
High-

Bandwidth 
Memory

16 ü

HMC
Hybrid Memory 

Cube
256 ü

Wide I/O 4 ü ü

Wide I/O 2 8 ü ü

LPDDR3 8 ü

LPDDR4 16 ü

Bank Group Bank Group

Bank Bank Bank Bank

memory channel

increased latency

increased area/power

narrower rows, 
higher latency



4. Need for Lower Access Latency: Performance

§New DRAM types often increase access latency in order to 
provide more banks, higher throughput

§Many applications can’t make up for the increased latency
• Especially true of  common OS routines (e.g., file I/O, process forking)

• A variety of  desktop/scientific, server/cloud, GPGPU applications
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Several applications don’t benefit from more parallelism



Key Takeaways

1. DRAM latency remains a critical bottleneck for
many applications

2. Bank parallelism is not fully utilized by a wide variety
of  our applications

3. Spatial locality continues to provide significant 
performance benefits if  it is exploited by the memory 
subsystem

4. For some classes of  applications, low-power memory
can provide energy savings without sacrificing
significant performance
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Conclusion

§Manufacturers are developing many new types of  DRAM
• DRAM limits performance, energy improvements:

new types may overcome some limitations
• Memory systems now serve a very diverse set of  applications:

can no longer take a one-size-fits-all approach
• Difficult to intuitively determine which DRAM–workload pair works best

§We perform a wide-ranging experimental study to uncover
the combined behavior of  workloads, DRAM types
• 115 prevalent/emerging applications and multiprogrammed 

workloads
• 9 modern DRAM types

§ 12 key observations on DRAM–workload behavior
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Open-source tools: https://github.com/CMU-SAFARI/ramulator
Full paper: https://arxiv.org/pdf/1902.07609



For More Information…
n Saugata Ghose, Tianshi Li, Nastaran Hajinazar, Damla Senol Cali, and Onur Mutlu,

"Demystifying Workload–DRAM Interactions: An Experimental Study"
Proceedings of the ACM International Conference on Measurement and Modeling 
of Computer Systems (SIGMETRICS), Phoenix, AZ, USA, June 2019.
[Preliminary arXiv Version]
[Abstract]
[Slides (pptx) (pdf)]
[MemBen Benchmark Suite]
[Source Code for GPGPUSim-Ramulator]
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https://people.inf.ethz.ch/omutlu/pub/Workload-DRAM-Interaction-Analysis_sigmetrics19_pomacs19.pdf
https://people.inf.ethz.ch/omutlu/pub/Workload-DRAM-Interaction-Analysis_sigmetrics19_pomacs19.pdf
https://people.inf.ethz.ch/omutlu/pub/Workload-DRAM-Interaction-Analysis_sigmetrics19_pomacs19.pdf
http://www.sigmetrics.org/sigmetrics2019/
http://www.sigmetrics.org/sigmetrics2019/
https://arxiv.org/pdf/1902.07609.pdf
https://people.inf.ethz.ch/omutlu/pub/Workload-DRAM-Interaction-Analysis_sigmetrics19-abstract.pdf
https://people.inf.ethz.ch/omutlu/pub/Workload-DRAM-Interaction-Analysis_sigmetrics19-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/Workload-DRAM-Interaction-Analysis_sigmetrics19-talk.pdf
https://github.com/CMU-SAFARI/MemBen
https://github.com/CMU-SAFARI/GPGPUSim-Ramulator
https://github.com/CMU-SAFARI/GPGPUSim-Ramulator
https://github.com/CMU-SAFARI/GPGPUSim-Ramulator


BlockHammer Study in 2021
n A. Giray Yaglikci, Minesh Patel, Jeremie S. Kim, Roknoddin Azizi, Ataberk Olgun, Lois Orosa, 

Hasan Hassan, Jisung Park, Konstantinos Kanellopoulos, Taha Shahroodi, Saugata Ghose, 
and Onur Mutlu,
"BlockHammer: Preventing RowHammer at Low Cost by Blacklisting Rapidly-
Accessed DRAM Rows"
Proceedings of the 27th International Symposium on High-Performance Computer 
Architecture (HPCA), Virtual, February-March 2021.
[Slides (pptx) (pdf)]
[Short Talk Slides (pptx) (pdf)]
[Intel Hardware Security Academic Awards Short Talk Slides (pptx) (pdf)]
[Talk Video (22 minutes)]
[Short Talk Video (7 minutes)]
[Intel Hardware Security Academic Awards Short Talk Video (2 minutes)]
[BlockHammer Source Code]
Intel Hardware Security Academic Award Finalist (one of 4 finalists out of 34 
nominations)

202

https://people.inf.ethz.ch/omutlu/pub/BlockHammer_preventing-DRAM-rowhammer-at-low-cost_hpca21.pdf
https://people.inf.ethz.ch/omutlu/pub/BlockHammer_preventing-DRAM-rowhammer-at-low-cost_hpca21.pdf
https://people.inf.ethz.ch/omutlu/pub/BlockHammer_preventing-DRAM-rowhammer-at-low-cost_hpca21.pdf
https://www.hpca-conf.org/2021/
https://www.hpca-conf.org/2021/
https://www.hpca-conf.org/2021/
https://www.hpca-conf.org/2021/
https://people.inf.ethz.ch/omutlu/pub/BlockHammer-preventing-rowhammer-at-low-cost-by-blacklisting-rapidly-accessed-dram-rows_hpca21-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/BlockHammer-preventing-rowhammer-at-low-cost-by-blacklisting-rapidly-accessed-dram-rows_hpca21-talk.pdf
https://people.inf.ethz.ch/omutlu/pub/BlockHammer-preventing-rowhammer-at-low-cost-by-blacklisting-rapidly-accessed-dram-rows_hpca21-short-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/BlockHammer-preventing-rowhammer-at-low-cost-by-blacklisting-rapidly-accessed-dram-rows_hpca21-short-talk.pdf
https://people.inf.ethz.ch/omutlu/pub/BlockHammer-IntelHardwareSecurityAcademicAwards-short-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/BlockHammer-IntelHardwareSecurityAcademicAwards-short-talk.pdf
https://www.youtube.com/watch?v=4Y01N1BhWv4&list=PL5Q2soXY2Zi8_VVChACnON4sfh2bJ5IrD&index=102
https://www.youtube.com/watch?v=h0WiOTVIH70&list=PL5Q2soXY2Zi8_VVChACnON4sfh2bJ5IrD&index=124
https://www.youtube.com/watch?v=5TymwquygZM
https://github.com/CMU-SAFARI/BlockHammer


203

Summary:	BlockHammer
• BlockHammer	is	the	first	work	to	practically	enable	
throttling-based	RowHammer	mitigation	

• BlockHammer	is	implemented	in	the	memory	controller	
(no	proprietary	information	of	/	no	modifications	to	DRAM	chips)

• BlockHammer	is	both	scalable	with	worsening	RowHammer	
and	compatible	with	commodity	DRAM	chips

• BlockHammer	is	open-source	along	with	six	state-of-the-art	
mechanisms:	https://github.com/CMU-SAFARI/BlockHammer

Source

https://github.com/CMU-SAFARI/BlockHammer
https://github.com/CMU-SAFARI/BlockHammer
https://github.com/CMU-SAFARI/BlockHammer
https://github.com/CMU-SAFARI/BlockHammer


BlockHammer: Free & Open Source

204https://github.com/CMU-SAFARI/BlockHammer 

https://github.com/CMU-SAFARI/BlockHammer
https://github.com/CMU-SAFARI/BlockHammer
https://github.com/CMU-SAFARI/BlockHammer


Many Other Ideas Evaluated w/ Ramulator

205https://www.youtube.com/watch?v=pJ3mdIvMOY4&list=PL5Q2soXY2Zi-cAls3cyauNzM7-74Eq31O&index=9 

https://www.youtube.com/watch?v=pJ3mdIvMOY4&list=PL5Q2soXY2Zi-cAls3cyauNzM7-74Eq31O&index=9
https://www.youtube.com/watch?v=pJ3mdIvMOY4&list=PL5Q2soXY2Zi-cAls3cyauNzM7-74Eq31O&index=9
https://www.youtube.com/watch?v=pJ3mdIvMOY4&list=PL5Q2soXY2Zi-cAls3cyauNzM7-74Eq31O&index=9
https://www.youtube.com/watch?v=pJ3mdIvMOY4&list=PL5Q2soXY2Zi-cAls3cyauNzM7-74Eq31O&index=9
https://www.youtube.com/watch?v=pJ3mdIvMOY4&list=PL5Q2soXY2Zi-cAls3cyauNzM7-74Eq31O&index=9


Ramulator for Processing in Memory
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Simulation Infrastructure for PIM

n Ramulator extended for PIM
q Flexible and extensible DRAM simulator
q Can model many different memory standards and proposals
q Kim+, “Ramulator: A Flexible and Extensible DRAM 

Simulator”, IEEE CAL 2015.
q https://github.com/CMU-SAFARI/ramulator-pim
q https://github.com/CMU-SAFARI/ramulator 
q [Source Code for Ramulator-PIM]
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https://github.com/CMU-SAFARI/ramulator-pim
https://github.com/CMU-SAFARI/ramulator-pim
https://github.com/CMU-SAFARI/ramulator-pim
https://github.com/CMU-SAFARI/ramulator-pim
https://github.com/CMU-SAFARI/ramulator-pim
https://github.com/CMU-SAFARI/ramulator-pim
https://github.com/CMU-SAFARI/ramulator
https://github.com/CMU-SAFARI/ramulator
https://github.com/CMU-SAFARI/ramulator
https://github.com/CMU-SAFARI/ramulator
https://github.com/CMU-SAFARI/ramulator-pim
https://github.com/CMU-SAFARI/ramulator-pim
https://github.com/CMU-SAFARI/ramulator-pim


Ramulator for PIM
n Gagandeep Singh, Juan Gomez-Luna, Giovanni Mariani, Geraldo F. 

Oliveira, Stefano Corda, Sander Stujik, Onur Mutlu, and Henk Corporaal,
"NAPEL: Near-Memory Computing Application Performance 
Prediction via Ensemble Learning"
Proceedings of the 56th Design Automation Conference (DAC), Las Vegas, 
NV, USA, June 2019.
[Slides (pptx) (pdf)]
[Poster (pptx) (pdf)]
[Source Code for Ramulator-PIM]
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https://people.inf.ethz.ch/omutlu/pub/NAPEL-near-memory-computing-performance-prediction-via-ML_dac19.pdf
https://people.inf.ethz.ch/omutlu/pub/NAPEL-near-memory-computing-performance-prediction-via-ML_dac19.pdf
https://people.inf.ethz.ch/omutlu/pub/NAPEL-near-memory-computing-performance-prediction-via-ML_dac19.pdf
https://people.inf.ethz.ch/omutlu/pub/NAPEL-near-memory-computing-performance-prediction-via-ML_dac19.pdf
https://dac.com/
https://people.inf.ethz.ch/omutlu/pub/NAPEL-near-memory-computing-performance-prediction-via-ML_dac19-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/NAPEL-near-memory-computing-performance-prediction-via-ML_dac19-talk.pdf
https://people.inf.ethz.ch/omutlu/pub/NAPEL-near-memory-computing-performance-prediction-via-ML_dac19-poster.pptx
https://people.inf.ethz.ch/omutlu/pub/NAPEL-near-memory-computing-performance-prediction-via-ML_dac19-poster.pdf
https://github.com/CMU-SAFARI/ramulator-pim
https://github.com/CMU-SAFARI/ramulator-pim
https://github.com/CMU-SAFARI/ramulator-pim


Ramulator Project Course
Exploration of Emerging Memory Systems (Spring/Fall 2022)

https://www.youtube.com/onurmutlulectures 

n Fall 2022 Edition: 
q https://safari.ethz.ch/projects_and_seminars/fall2

022/doku.php?id=ramulator 
n Spring 2022 Edition: 

q https://safari.ethz.ch/projects_and_seminars/sprin
g2022/doku.php?id=ramulator 

n Youtube Livestream (Spring 2022):
q https://www.youtube.com/watch?v=aM-

llXRQd3s&list=PL5Q2soXY2Zi_TlmLGw_Z8hBo292
5ZApqV 

n Bachelor’s course
q Elective at ETH Zurich
q Introduction to memory system simulation
q Tutorial on using Ramulator 
q C++
q Potential research exploration

https://www.youtube.com/onurmutlulectures
https://safari.ethz.ch/digitaltechnik/spring2022/doku.php?id=schedule
https://safari.ethz.ch/digitaltechnik/spring2022/doku.php?id=schedule
https://safari.ethz.ch/projects_and_seminars/fall2022/doku.php?id=ramulator
https://safari.ethz.ch/projects_and_seminars/fall2022/doku.php?id=ramulator
https://safari.ethz.ch/projects_and_seminars/fall2022/doku.php?id=ramulator
https://safari.ethz.ch/digitaltechnik/spring2021/doku.php?id=schedule
https://safari.ethz.ch/digitaltechnik/spring2021/doku.php?id=schedule
https://safari.ethz.ch/projects_and_seminars/spring2022/doku.php?id=ramulator
https://safari.ethz.ch/projects_and_seminars/spring2022/doku.php?id=ramulator
https://safari.ethz.ch/projects_and_seminars/spring2022/doku.php?id=ramulator
https://www.youtube.com/watch?v=cpXdE3HwvK0&list=PL5Q2soXY2Zi97Ya5DEUpMpO2bbAoaG7c6
https://www.youtube.com/watch?v=cpXdE3HwvK0&list=PL5Q2soXY2Zi97Ya5DEUpMpO2bbAoaG7c6
https://www.youtube.com/watch?v=r5QxuoJWttg&list=PL5Q2soXY2Zi_1trfCckr6PTN8WR72icUO
https://www.youtube.com/watch?v=r5QxuoJWttg&list=PL5Q2soXY2Zi_1trfCckr6PTN8WR72icUO
https://www.youtube.com/watch?v=r5QxuoJWttg&list=PL5Q2soXY2Zi_1trfCckr6PTN8WR72icUO
https://www.youtube.com/watch?v=r5QxuoJWttg&list=PL5Q2soXY2Zi_1trfCckr6PTN8WR72icUO
https://www.youtube.com/watch?v=r5QxuoJWttg&list=PL5Q2soXY2Zi_1trfCckr6PTN8WR72icUO


What We Discussed Is Applicable to
Simulation in Other Domains



Agent-Based Simulation



Introduction to Agent-Based Modeling: 
Modeling a Flock of  Birds

• Agent is a bird with the 
following attributes:
• position
• velocity

• And three behaviors:

212Ref: Craig Reynolds, 1987, https://doi.org/10.1145/37401.37406, Simulator: Thierry Escande 
https://github.com/tescande/boids.git

Separation Alignment Cohesion

https://doi.org/10.1145/37401.37406
https://github.com/tescande/boids.git


Agent-Based Simulation is Versatile

213Ref: Icons from Flaticon.com

Finance Marketing

and more …

EcologyTransport

Social SciencesMedicineEpidemiologyBiology



Cell Sorting in BioDynaMo

214

• Agent 
• Spherical cell with type 

attribute (red and blue)

• Behaviors

Substance secretion Chemotaxis Mechanical forces



BioDynamo Modeling Infrastructure
n Lukas Breitwieser, Ahmad Hesam, Fons Rademakers, Juan Gómez Luna, and Onur Mutlu,

"High-Performance and Scalable Agent-Based Simulation with BioDynaMo"
Proceedings of the 28th ACM SIGPLAN Annual Symposium on Principles and Practice of 
Parallel Programming (PPoPP), Montreal, QC, Canada, February 2023.
[arXiv version]
[Slides (pdf) (web)]
[BioDynamo Source Code (Officially Artifact Evaluated with All Badges)]
Officially artifact evaluated as available, reusable and reproducible.
Best artifact award at PPoPP 2023.
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https://arxiv.org/pdf/2301.06984.pdf
https://arxiv.org/pdf/2301.06984.pdf
https://arxiv.org/pdf/2301.06984.pdf
https://arxiv.org/pdf/2301.06984.pdf
https://arxiv.org/pdf/2301.06984.pdf
https://conf.researchr.org/home/PPoPP-2023
https://conf.researchr.org/home/PPoPP-2023
https://arxiv.org/abs/2301.06984
https://people.inf.ethz.ch/omutlu/pub/biodynamo_ppopp23-talk.pdf
https://lukasbreitwieser.github.io/ppopp23-biodynamo-slides/
https://github.com/CMU-SAFARI/BioDynaMo
https://arxiv.org/pdf/2301.06984


BioDynamo Modeling Infrastructure
n Lukas Breitwieser, Ahmad Hesam, Jean de Montigny, Vasileios Vavourakis, Alexandros Iosif, 

Jack Jennings, Marcus Kaiser, Marco Manca, Alberto Di Meglio, Zaid Al-Ars, Fons 
Rademakers, Onur Mutlu, and Roman Bauer,
"BioDynaMo: A General Platform for Scalable Agent-based Simulation"
Bioinformatics, 16 September 2021.
[Online link at Bioinformatics Journal]
[Preprint in arXiv and bioRxiv, 5 February 2021]
[bioRxiv preprint]
[arXiv preprint]
[BioDynaMo Source Code and Data]

https://people.inf.ethz.ch/omutlu/pub/biodynamo_scalable-agent-based-simulation_biorxiv21 

https://people.inf.ethz.ch/omutlu/pub/biodynamo_scalable-agent-based-simulation_biorxiv21
https://people.inf.ethz.ch/omutlu/pub/biodynamo_scalable-agent-based-simulation_biorxiv21
https://people.inf.ethz.ch/omutlu/pub/biodynamo_scalable-agent-based-simulation_biorxiv21
http://bioinformatics.oxfordjournals.org/
https://doi.org/10.1093/bioinformatics/btab649
https://arxiv.org/abs/2006.06775
https://doi.org/10.1101/2020.06.08.139949
https://doi.org/10.1101/2020.06.08.139949
https://arxiv.org/abs/2006.06775
https://doi.org/10.5281/zenodo.4501515
https://people.inf.ethz.ch/omutlu/pub/biodynamo_scalable-agent-based-simulation_biorxiv21
https://people.inf.ethz.ch/omutlu/pub/biodynamo_scalable-agent-based-simulation_biorxiv21
https://people.inf.ethz.ch/omutlu/pub/biodynamo_scalable-agent-based-simulation_biorxiv21
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https://people.inf.ethz.ch/omutlu/pub/biodynamo_scalable-agent-based-simulation_biorxiv21
https://people.inf.ethz.ch/omutlu/pub/biodynamo_scalable-agent-based-simulation_biorxiv21


Case Study: 
COVID-19 Spread 

Modeling and Prediction
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https://arxiv.org/pdf/2102.03667.pdf 

https://arxiv.org/pdf/2102.03667.pdf


COVID-19 Measures: Evaluation Methods
n How do we assess how an idea will affect a target metric X?

n A variety of evaluation methods are available:

q Theoretical proof

q Analytical modeling/estimation

q Simulation (at varying degrees of abstraction and accuracy)

q Prototyping with a real system (e.g., FPGAs)

q Real implementation
219



Simulating & Predicting COVID-19 Spread
n An architect is in part a dreamer, a creator

n Simulation is a key tool of the architect
q Allows the evaluation & understanding of non-existent systems

n Simulation enables
q The exploration of many dreams
q A reality check of the dreams
q Deciding which dream is better

n Simulation also enables
q The ability to fool yourself with false dreams
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Simulating & Predicting COVID-19 Spread
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https://arxiv.org/pdf/2102.03667.pdf


Simulating & Predicting COVID-19 Spread
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https://arxiv.org/pdf/2102.03667.pdf


Predicting Effectiveness of Measures
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Prediction

Real Outcome

https://mealser.github.io/COVIDHunter/index.html 

https://mealser.github.io/COVIDHunter/index.html

