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An Overview of Image Watermarking Algorithms

1. Introduction

Digital watermarking is the processof conwveying information by imperceptibly embedding it
into the digital media. The purpose of embedding such information depends on the gplicaion and
the neals of the owner/user of the digital media. Current main appli cations of watermarking include
the foll owing:

1. Copyright protedion: The objedive is to embed information abou the source/owner of the
digital mediain order to prevent other parties from claiming the ownership of the media.

2. Fingerprinting: The objedive of fingerprinting is to convey information abou the redpient
of the digital media (rather than the owner) in arder to identify every single distributed copy of the
media. This concept isvery similar to serial numbers of software products.

3. Copy protedion: Watermarking can be used to control data copying devices and prevent
them from copying the digital media in case the watermark embedded in the media indicaes that
mediais copy-proteded.

4. Image authenticaion: The objedive is to ched the authenticity of the digital media. This
requires the detedion d modificaions to the data.

This projed does not spedficdly focus on a single gplicaion d watermarking. Rather, it
implements svera different watermarking agorithms which may or may not be desirable for a
variety of applications.

However, | only focus on watermarking of images and leave the problem of video
watermarking as future work.

2. Motivation and Objectives

As described in the introduction, image watermarking algorithms is the main focus of this
projed. | got interested in the topic due to the first application d watermarking as described abowe. |
wanted to know about how one can embed information in an image such that he can later clam the
ownership of that image by extrading bad the enbedded information. Hence, “copyright protedion’
of images was my main motivation in starting this projed.

As | had no ladkgroundin image watermarking before | started the projed, | set the foll owing
as my objedives before starting the projed:

1. Understanding the requirements of image watermarking based onits applicaions. A good
understanding of these requirements is the first step in designing algorithms for different
watermarking appli cations.

2. Familiarizing myself with the watermarking literature that has been developing fast in the
last decade.

3. Understanding how the robustnessof the image watermarks can be improved.

4. Implementing severa of the watermarking algorithms and examine them in terms of how
they med the requirements of diff erent appli cations and general requirements of watermarking.

5. Most importantly, applying and extending the information and techniques | leaned in this
course (such as edge detedion, dscrete fourier transform, discrete asine transform, linea filtering,
etc).



3. Requirements of Image Watermarking

An image watermarking system needs to have & least the following two comporents:

1. A watermark embedding system

2. A watermark extradion (recvery) system
The watermark embedding system takes as inpu the watermark bits, the image data, and ogionally a
seaet or puldic key. The output of the watermark embedding system is the watermarked image. The
watermark extradion system takes as inpu an image that possbly contains a watermarks and
possbly a seaet or pullic key. Depending on the type of watermarking system used, it may also take
as inpu the original image or the watermark. The watermark extradion system determines whether a
watermark is present or absent in the image. It may aso ouput a cnfidence measure that indicaes
the probabilit y with which the watermark is present in the image.

Besides these two requirements, a useful watermarking scheme dso has the following
properties:

1. Imperceptibility of the watermark: The watermarking system must embed the watermark in
the image such that the visual quality of the image is not perceptibly distorted. Hence, a measure of
distortion reeds to be used when determining the imperceptibility of the watermarking algorithm. In
this projed, | did na use aiy mathematicd metric (such as MSE or PSNR) to quantify the distortion
due to watermarking. Instead, | commented onthe visua quality of images by comparing how the
origina image and watermarked image look.

2. Robustness of the watermarking scheme: Most of the watermarking applicaions require
that the watermark shoud still be recovered even if the image is distorted. Perhaps we can cdl a
watermarking algorithm “robust” if recovery of the watermark canna be made impossble withou
perceptibly distorting the image (This definition is good for the purposes of my projed). Robustness
isnat required for al applicaions. For example, a fragil e watermark that has to prove the authenticity
of the host data does nat have to be robust against alterations of the image. Thisis dueto the fad that,
in this application, fail ure to deted the watermark proves that the host data has been modified and the
image is therefore not authentic.

3. Seaurity: The seaurity of watermarking techniques is very similar to the seaurity of the
encryption techniques. A watermarking technique is truly seaure if knowing the dgorithms to embed
and extrad the watermark does not help an urauthorized perty to deted the presence of the
watermark [1].

4. Payload o the watermark: The anount of information that cen be stored in an image for
watermarking depends on the applicaion and the image. Usually, the robustnessof the watermark is
increased if the payload o the watermark is bigger.

5. Oblivious vs. nonoblivious watermarking: Some gplicaions (copyright protedion) can
use the origina image to extrad the watermark from another image. This is cdled nonoblivious
watermarking. However, many applicaions (copy protedion) need to extrad the watermark or deted
the eistence of a watermark withou access to the original image. This is cdled oHivious
watermarking and it is a much harder problem. (Oblivious watermarking algorithms also do na have
accessto the enbedded watermark bits.)

4. Focus of ThisProject: Imper ceptibility and Robustness of the Water mark

For the purpases of this projed, | focused on two requirements of image watermarking. |
implemented different watermarking algorithms and olserved the imperceptibility of the watermark
embedded using ead algorithm. | also report results on the robustnessof the examined agorithms. |
examine the robustnessof the images based on dff erent transformations applied to images. There ae
many passble transformations that can be gplied to watermarked images and which might passbly
render watermark extradion imposshle. Examples include aldtion d noise, filtering, lossy
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compresson, affine transformations (rotation, scding, etc), croppng, and multiple watermarking.
More serious modifications might intentionally try to transform the image such that watermark will
not be extraded. As there ae many possble dtads that can be performed on the image, in this
projed, | mainly focus on hav the examined watermarking schemes perform with resped to scding,
filtering, and compresson.

5. Implementation and Evaluation of Several Watermarking Algorithms

This dion describes the watermarking algorithms | implemented and tested. | will comment
on the imperceptibility and robustness of eat watermarking algorithm and the experiments |
performed to determine this. The discusson d ead agorithm is not extensive. More detail s can be
foundin the Matlab code.

5.1. Least Significant Bit Substitution

Using Least Significant Bit manipulation, a huge anourt of information can be hidden with
very littl eimpad to image quality. Thistednique is performed in the spatial domain.

The embedding of the watermark is performed choosing a subset of image pixels and
substituting the least significant bit of ead of the dhosen pixels with watermark bits. Extradion o
the watermark is performed by extrading the least significant bit of ead of the seleded image pixels.
If the extraded hits match the inserted hits, then the watermark is deteded. The extraded hits do nd
have to exadly match with the inserted hits. A correlation measure of both hit vedors can be
cdculated. If the correlation o extraded bits and inserted bits is above a cetain threshold, then the
extradion algorithm can dedde that the watermark is deteded.

The implementation d this algorithm is quite simple. However, some padlicy dedsions should
be made. For example, how shoud the set of pixels to be modified be seleded? One way to seled
these dements is by using a pseudaandom number generator [2]. Also, the watermark extrador
shoud have accesto these seleded elements.

Imper ceptibility and Robustness of the Algorithm

The visua quality of the image does not change significantly because the watermark bits only
change the least significant bits of some pixels. Hence, the adition d the watermark to an image
using this algorithm is quite imperceptible. On the other hand, this agorithm is not very robust, due
to the same reason. As the least significant bits of pixels do nd contribute to the image much, some
attacker can passbly zero ou severa least significant bits of all pixels of the image and hence dea
the watermark. This suggests that it may not be a good idea to insert the watermark bits to non-
significant parts of the image. An image that is watermarked using this agorithm is shown in Figure
1 (a,bc). Thisagorithm aso will not be robust against JPEG compresgon becaise it is performed in
the spatial domain and invalves least significant bits of the image pixels. | will show that DCT-
domain-based watermarking techniques are more robust to JPEG compresson.

5.2. Patchwork Algorithm

This algorithm is an extension d the dgorithm proposed by Bender et. a. [3]. During the
insertion process n [axel pars are seleded pseudaandamly using a seaet key K. The luminance
values (a, b) of the n pixel pairs are then modified glightly such that

a=a+l and b=b-1

Extradion processretrieves the n pixel pairs which were used in the encoding step. Then, the
sum

S=Z(a-b)overi=1ton



is computed. If the image adually contains a watermark, then the expeded value of the sum is 2n.

Otherwise, it shoud be gproximately 0. This reasoning is based onthe statisticd assumption that
E[S] = (E[a]- E[b]) =0

This assumption orly halds if the pixel pairs are randamly chosen and if they are independently and

identicdly distributed. However, this assumptionis not quite true. Even though it is nat quite true, in

my implementation d the dgorithm | saw that thisis a good approximation. Hence, Swill be dose to

2nif theimage adually does contain the watermark (The provided code shows this).

Imper ceptibility and Robustness of the Algorithm

As e in Figure 2, this algorithm also has imperceptible dfeds. Thisis due to the fad that it
does nat significantly modify the image pixels. However, robustness of this algorithm is nat high.
Robustness of this agorithm depends on the assumption besed on E[S] being true. However, very
basic pixel operations can invalidate this assumption. My experiments with this algorithm showed
that movement and translation of pixels, basic filtering operations such as erosion and dl ation change
the values of a and by such that the assumption on E[S] does nat hod any more. Hence, the
watermark becomes undetedable.

5.3. Correlation-based Water marking in the Spatial Domain

This is a generdi zed algorithm that relies on correlational techniques for the extradion o the
watermark. Algorithms of this class add some pseudaandam noise to the image & the watermark.
This naise (W(i,j)) is generated based ona seaet key. The only requirement for this noise is that it
shoud be uniformly distributed and the noise pattern shoud na be wrrelated with the image ntent.
Watermarked image, WI(x,y) is obtained using the foll owing equation:

WI(i,)) = 1(i,)) + KW(i,)) ( isthe original image and kisagain fador)

To deted a watermark in an image J(i,j), the correlation ketween J(i,j) and the watermark
(noise pattern) W(i,j) is cdculated. If this correlation is greaer than some predetermined threshold,
then the watermark detedor concludes that the given watermark W is present in image J. Otherwise,
the image is deaned to be nonwatermarked. My implementation d this agorithm estimates this
correlation wsing afast algorithm provided in [4].

As it is the cae with any watermark detedor, a @rrelation-based watermark detedor can
make two types of errors: It can deted the existence of a watermark, athough there is nore, or it can
reed the existence of a watermark although there is one. Using probability theory [4] it can be
shown that, probability of making both errors deaeases by increasing the gain fador k. However,
increasing the gain fador k also degrades the visual quality of the image.

Imper ceptibility and Robustness of the Algorithm

Figure 3 shows the watermarked lena image (k=1, range(W)={-1,0,1}). We ca seethat this
algorithm does not impad the visual quadlity if gain fador is kept small and nase pattern daes not
contain large values. However, this algorithm suffers the same robustness problem described for the
patchwork algorithm. In fad, patchwork algorithm is a speda case of this generalized modedl.
Trandation, rotation, scding significantly affed the arrelation values obtained and hence cause the
watermark to go undtteded o destroyed. Similarly, JPEG compresson will also destroy the
correlation ketween the watermarked image and the watermark bits. Therefore, we still need better
algorithms that endure these operations.



Using Filtering to Improve the Detectability of the Watermark

One problem | found with this technique is that image ntent can interfere with the
watermark and the correlation between the image and the watermark may be rendered meaningless
This is espedally true for low frequency image comporents. [5] suggests the gplicaion d filtering
to reduce this interference before the cdculation d the rrelation. Hence, | filtered the image using
the convdution kernel suggested in [4] and shown in Figure 4. Applying this filter significantly
improved the detedability of the watermark when the interference between image cntent and
watermark was high.

5.4. CDMA Watermarking

This tedhnique is adualy intended to increase the payload of the watermark. Increasing the
payload o the watermark intelli gently increases the probability that the watermark will be deteded
using a arrelation-based technique. This technique is based on the use of Dired Sequence Code
Division Multiple Access(CDMA) spreal spedrum communicaions as propased by [6]. For ead hit
b, of the watermark, a diff erent independent pseudarandam pattern P; is generated that has the same
size athe image to be watermarked. This pattern is dependent on the bit value b;. For example if b; is
0, P, is added to the image, else P, is subtraded from the image. Mathematicaly, the watermarked
image can be expressed as foll ows:

WI (i,j) =1(i,)) + kZ ((-)” P) wherek isthe gain factor.
Hence eat watermark bit contributes a positive or negative randam pattern to the image to form the
watermarked image.

Each bt by of the watermark can be etraded by cdculating the rrelation between
normalized image J(i,j) and the crrespondng randam pattern P,. If the arrelation is positive, the
watermark extradion algorithm deddesthat b; is0, aherwise b, isassumed to be 1.

Imper ceptibility and Robustness of the Algorithm

| foundthat this algorithm does not affed the visual quality of the image if small gain fadors
are used. Figure 5 shows an example. One problem | found with this algorithm is that randam
patterns P; shoud adually be seleded carefully, otherwise watermark extradion processis boundto
have many errors. Let's sy, if randam patterns are seleded such that their sum is a zero image, the
watermarked image and the original image will be identicd. Therefore, it will not be possble to
deted the watermark by taking the correlations of the watermarked image and ead hbit pattern. This
implies P; that shoud na be randam images but shoud be caefully seleded to impase crrelations.

| fourd that this algorithm is quite robust against croppng. It is also somewhat resilient to
JPEG compresson, havever the probability that all watermark bits will be recvered after
compresson is usualy low. Althouwgh it is also more robust to scding and filtering compared to
previously discussed algorithms, the omputation time required for this algorithm can be quite high,
espedally if the number of watermark bitsis high.

5.5. Watermarking Based on DFT Amplitude M odulation

In the spatial domain, if the image is difted a littl e bit, the watermark extradion pocesswill
be disturbed grealy because the pixels will now be trandated to different locaions. Embedding the
watermark in the DFT amplitude of the image overcomes this problem. Due to the periodicity of the
image implied by DFT, cyclic transations of the image in the spatial domain do not affect the DFT
amplitude. A watermark embedded in this domain is therefore trandation invariant. The embedding
process consists of seleding which amplitudes to modify to embed the watermark and modifying
them in such a way that image quality doesn't degrade. After seleding the DFT amplitude



coefficients to embed the watermark, these wefficients can be moduated using the following
equation[7]:

WDFT (u,v)| = IDFT(u,V)]. (1 + k. W(u,v)) (Equetion 1)
where k is the gain fador, WDFT is the DFT of the watermarked image and W is the watermark
image. This equation makes the watermark image ntent dependent. The larger DFT coefficients are
aff eded more severely by this equation whereas snall er coefficients are not modified by much.

Imper ceptibility and Robustness of the Algorithm

In my implementation, | dedded to embed the watermark in mid-frequency comporents of
the DFT amplitude. If a heavy watermark is embedded in low frequency comporents, then the image
quality is dightly degraded. On the other hand, if the watermark is embedded in high frequency
comporents, it is very vulnerable to nase, filtering and lossy compresson. Therefore, | found it
better to embed the watermark in mid-frequency comporents of the DFT amplitude. Figure 6 shows
the watermarked image. We can seethat watermarked image is a littl e bit brighter than the original
and perhaps it even looks better.

Using this algorithm, | foundthat watermark is not affeded by shifting the image & expeded.
However, this algorithm was 4gill not strong against JPEG compresson a geometric transformations.
Therefore, | implemented the foll owing algorithm to increase the robustnessof the watermark against
JPEG compresson.

One other problem with using DFT amplitude moduationis the fad that DFT amplitude does
not contribute too much to the image quality. This suggests that using DFT phase modulation will
probably be more robust due to its high contribution to image quality. | also explored this posshility
and will explain my experiencein Sedion 5.8.

5.6. Watermarking Based on DCT Coefficient Modulation

None of the previously mentioned techniques are resili ent enough to JPEG compresson. This
technique embeds the watermark in the DCT domain to increase the robustness of the watermarking
scheme ajainst JPEG compresgon. The ideain this algorithm is very similar to DFT amplitude
moduation. The watermark bits are embedded in ead 88 DCT block of the image. The enbedding
algorithm needs to caefully chocse where to embed the watermark bits in the 8x8 bock. My
argument is smilar to DFT amplitude moduation. It is nat wise to embed the watermark bits in the
low frequency comporents of the DCT block, becaise these wefficients are subjed to heavy
quantization duing JPEG compresson. Hence, it is better to embed the watermark in mid or high-
frequency DCT comporents. If the gain fador k is chasen small, embedding the watermark in lowest-
frequency comporents will be more desirable, because these comporents are the ones that are least
likely to be quantized in JPEG compresson. The ad¢ual modificaion d the seleded DCT coefficients
isdore using Equation 1.

Imper ceptibility and Robustness of the Algorithm

This agorithm also daes nat affed the visual quality of the image much if the gain fador is
chosen as a small value. Figure 7 shows the watermarked image where the watermark is embedded in
mid-frequency comporents. This figure shows the disadvantage of embedding the watermark in mid-
frequency comporents. Complete quantization (cleaing) of the efficients in which the watermark
isinserted daes not degrade image quality much. However, the watermark will be irrecoverable. The
watermarking scheme preserves its robustness against JPEG compresgon if the watermark bits are
embedded in the lowest frequency DCT coefficients. Figure 8 shows the watermarked image in this
case. There ae only afew DCT coefficients in which the watermark can be embedded. If we want to
increase the payload of the watermark, then these wefficients may need to be modified significantly

6



which probably will impad the quality of the image. Therefore, it might be better to use ascheme
which embeds watermark bitsinto bah low and mid-frequency DCT coefficients.

5.7. Watermarking Based on HVS (Human Visual System)

We would namaly like to increase the energy of the watermark (or payload o the
watermark) in order to increase its robustness However, increasing the payload of the watermark
degrades the visual quality of the image such that human eye will naotice the degradation. A dual
ressoning leads us to think that it might be better to increase the payload of the watermark by
embedding the watermark bits into places where human eye will not deted the changes to the image.
Severa watermarking schemes were propased by researchers that aim to exploit the charaderistics of
the human visua system. For example, [8] suggests to make the gain fador luminance dependent.
Thisis becaise of the fad that Human Visual System (HVS) isless ensitive to changes in regions of
high luminance

| implemented ancther algorithm that exploits the fad that HVSisless &nsitive to dstortions
around edges and textured areas of the image compared to dstortions in smocoth areas. We can
exploit this property by increasing the payload (energy) of the watermark in those spedfic aea. We
can creade amask image that consists of those aeas that are less gnsitive to distortions and moduate
the watermark bits using this mask image. This can be mathematicaly expressed as.

WI(i,j) = 1(i,j) + Mask(i,j).k.W(i,))

W is the watermark pattern (image), k is the gain fador, and Mask is the mask image & mentioned
abowve. In my implementation, | generate the Mask image using an edge detedion algorithm. | convert
the edge image into a binary image. | amplify the dfed of watermark bits by k on pxels where edge
image is ‘1’ and keep the dfed of the watermark bits minimal on pxels where edge image is ‘0'.
This increases the energy of the watermark along the eldges in the image. | use the cany edge
detedor to extrad the elge information ou of the image. Results of this algorithm are shown in
Figure 10.

Imper ceptibility and Robustness of the Algorithm

Due to the exploitation d HVS, this algorithm does nat affed the visual quality of the image
much. In fad it might even sharpen some parts of the alges in the image (Figure 9). By increasing the
energy of the watermark, the dgorithm becomes more robust compared to ather spatial-domain
watermarking tedhniques. | have tested the robustness of this algorithm with resped to JPEG
compresson and saw that it can endure higher levels of JPEG compresson compared to ather spatial-
domain techniques sich as CDMA Watermarking (as discussed in Sedion 5.9.

Unfortunately, due to its implementation in the spatial domain, this sheme is not robust
against trandation and shifting of the image pixels. However, we might be &le to make this
algorithm more robust by modifying the DFT of the image based on DFT amplitudes of the edge
image obtained wsing the elge detedor. | have not implemented this algorithm due to time
considerations, bu it sounds promising.

5.8. Watermarking Based on DFT Phase M odulation

Phase information d the DFT provides information abou how different sinusoids form an
interference pattern to form an image. This interference pattern is quite significant, slight changesin
this pattern can destroy the image. Hence, DFT phase of an image is very important compared to the
DFT amplitude. [9] suggests that DFT phase moduation is a good candidate for image watermarking.

If the watermark is introduced to the phase mmporents of the image DFT with high
reduncancy, urauthorized parties would probably need to cause visualy visible damage to the image
to destroy the watermark. This is due to the grea significance of DFT phase information in the
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structure of the image. One dgorithm proposed by [9] performs watermarking on an NxN image by
modifying the frequency comporents as foll ows:

WatermarkedPhase(u,v) = Phase(u,v) + m

WatermarkedPhase(N — u, N —v) = Phase(u,v) —m
where Phase is the Phase matrix of the DFT and m is the watermarking level desired. Due to the
symmetry of the DFT, watermark shoud be subtraded from one phase wefficient whereas it shoud
be alded to its ymmetric courterpart. We would like to mark only those DFT phase wefficients
which have significant contributions to the image structure. The seledion d the DFT coefficients is
dore based onthe mrrespondng DFT amplitudes. Phase(u,v) will be marked if the foll owing halds:

Amplitude(u,v)/ZZAmplitude(i,j) > T , where T is a predetermined threshold.

Imper ceptibility and Robustness of the Algorithm

If the watermarking level is nat too hgh, the watermark is not perceptible in this agorithm.
This can be seen in Figure 10. This algorithm is quite robust against modificaions to image. DFT
phase information canna easily be destroyed by noise or changes to image @ntrast. Therefore this
algorithm survives the kind d attadks that change the image @ntrast and those that employ filtering
ontheimage.

5.9. Watermarking Based on DCT Coefficient Reordering

| also implemented and evaluated watermarking based on DCT coefficient reordering as
propacsed in [10] (Figure 11). Due to spacelimitations | will nat discuss the detail s in this report.
Details and dscusson onthe visua quality of watermarked images are provided in the code |
submitted (koch_zhao.m). Many other watermarking algorithms were proposed and | read abou
some of those but did na have enowgh time to evaluate eab of them.

6. Key Learnings

| believe the following are the most important insights | got out of this projed:

1. It isnat agoodideato hide the watermark in the perceptualy insignificant portions of the
image. For example, in the DFT domain, it is not redly desirable to embed the watermark in high
frequency coefficients. This is due to the fad that an urauthorized third party can easily clea those
coefficients and hence wipe out the watermark withou significantly affeding the quality of the
image. Therefore, a watermark that is hidden in low frequency DFT comporents (of course, withou
significantly aff eding the quality of the image) will be more robust.

2. Frequency domain techniques are usualy more robust than spatial domain techniques due
to their shift and trandlation invariant properties. Espedally, use of DCT domain techniques increases
the resilience of the watermarking agorithm against JPEG compresson. In the DFT domain, it is
more desirable to use phase moduation rather than amplitude moduation, kecaise phase information
contributes more to the image than amplitude information.

3. Exploitation d the properties of Human Visual System can increase the robustness and
imperceptibility of the watermark. Espedally tedhniques that would exploit HVS in DFT and DCT
domains would lead to robust watermarking systems.

4. | familiarized myself with the arrent watermarking reseach and algorithms and saw the
tradeoffs in watermarking by implementing and evaluating some of these dgorithms. Overall, |
believe this projed was very interesting and | redly leaned a lot abou watermarking. | also got a
good chance to use the information | learned duing this smester, such as DFT, DCT transforms,
JPEG compresson, linea filtering, edge detedion, and threshaolding.
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